S 2oHSSE V(Y AL 1A,

Genian ZTNA «o @
HE 29HA

' L
4

COPYRIGHT © GENIANS, INC. ALL RIGHTS RESERVED.



01




9| ==2tof] et

RO

od

CIE ]

pr
—

©

Hot 2x

/

Legacy VPN

Home

0
=<
n
ol
i
=
23
go
<

ol 2 S|

el 3

o
o 3
Jor ar
oo
< oF
X0 ul
o =
ofl 3
KA
=
o
>
>
()
©
(@]
et
B
7y
A
o
s N
“ / .
1 [P
1 \zA
N “ oy ’
N 7 \ 7/
/r \\ z<~
AN "
RS V2N
\\ | // g S
1 N7
&
“ \ //
| ’ AN
1 ’
N
vy,
vy
Ay
v
©
=)
o
(@]

’
-

o
=

tzle] of2

rut
—

S

’
-

v
,/
<

&

2219c M3 EX

2tRE SH XY

=
=

Legacy VPN

Office



MEE HOHHa T ZEHAE"

Untrusted Trusted

= NAC

2
-
} ,
g
(0« (©

o
ALEX} CHagy| HaExK|
L5 X
 SEZ| ALZXPLEILL? . 3JAF AQ0Q| Lo} . AF2X} Role-Base X EX| H—,— I‘EI
- AL 2Ot D |ES THESHLE? - HHE I S
. WA ATEQ0| S
- BHIE 88 T2 I3 T2 FHS KD YN

€D NACE XHMICH T2 SH| 21221 ZTN(Zero Trust Network)2| 4] @) =299/ 7]2 NAC, XHMICH ZTNA 2202 THEY
<By Gartner, Frost & Sullivan Market report> <By HEE{EE S Cto| 2L O OHX|>

N



ZTNA EX| 9o

ZTNAE §IZiX|9} SRLLC Qoix| SX A 2k

— =

—
U
[ W gy W §

Genian NAC2| &t%, 0|210| Genian ZTNAZ| &t




02

Genian ZTNA H|= A



- SSL Client 2 QFHot 214 B4 X& + SSL VPN, IPsec
- MFA St 2ot AL8XL QI - HX QB
- FIDO Q1= HEZ2| PassKey - OIE2AH01 SH|
- Google OTP, SMS, Webhook - Container 7|t Q015 17714
-« Kill SwitchE S¢t Q154 T H[ot - HARFSHE EH2 SH
- AA|ZHEME Compliance 23 - Split, Non-Split Tunnel X|2
« NAC %! VPN Client 52} Agent X[ - IP-Mobility (X[ 0iI)

nd
Pag
=2

HRERAE FM 2] 3 B2

- 915 API X|2



ZTNA 78(1/2)

=R / 2-T0|A /5to|Ee

=

=)

[

Aot A

LHE2t0i| ZTNA Policy, ZTNA Gateway £

Cloudoil ZTNA Policy, ZTNA
Gateway & 2F 7+Jot= 44

) @

E2[H)

=

=

o

Cloudoi| ZTNA Gateway £ A6t
On-prem 2H30]|
ZTNA Policy £ F1d6t= gl




ZTNA 7°4(2/2)

HE| 22IRE 2HH0j| ZTNA Gateway X5 7L X|2lo 2 =2Hx{0

* Amazon Cloud Region

k=21 4|2 ZTNA Gateway 74




ZTNA Q15(1/2)

THAQIE 7[5t QIZO| A4AHA K5

FApO) LHE 5 63% 7} A RIES Qo] EL Fio]

o= ofefsE 772 3g= 2 2t

3% 11% 49% 37%
O At B0 gkl oo M Hsgle

* By HYPR, 2022 State of Passwordless Security Report
CEEB BRI QT -IJAQIE QF, 24

- AQ|EO| AQ3} - 2P THARIE THALS

21HEE 7Y XA

o" simpler OfE-F=-MS OIAZC ZR o=
stronger = Of =
ALLIANCE authentication Ejﬂ/ 7f$£/ $/°’7F/DO 'Eis x/.',_‘a/_g,/[,y

2 - ) ARHIX4E] OF= . ) It
- SZH0| NP WHIAS MBS YN RO HOHHY OHY -
*03.2023 28E0M HEXtR
24/ Y| - W/2ie| 2X o
- o] ST A Yie A9l 2l

10



ZTNA @

o]

(2/2)

r

FIDO 15 EZ2| WiAJ| X[A = =St AZA}

e

-

CHS 215(MFA) IHA3| 28 ALl
o o ol IT 2 . & [ indows £t X
".;IE—r Hello ES OHE ]IHﬁ9| x| n_'l Gen|an v6.0 e =
ZTNA Connection Manager A}%X} 5._'—0|_|9_|X| gl'ol_l

harmony(2)2 tech.demo.genians.cokr0fl 212154 2.

r ] a Tech v O 22| FHE GnConnect0lD, AAIRHE GENIANS, INC.2L|
harmony O~z Ct.
Lo

000000000 O~z
o e
fouen D FaceD I ~
Jehoon Moon &, 2HE5HMR.

=3lg{d (=2l Ny EHSEA| .
— A%stelH [ ]E Al
Tech &2 J Network Access > w i M

2 24 4
* % % ? P

6o NEX 9IF HH(O) | B 2=
AHEXL OIF HE()
YEYD @Z B PIN

SMS 220TP WebHook e oy =
Cl0|FE 4H (D) stol Fa
o | s A7)
Genian ZTNA 7} M 28H= CI= O1Z(MFA) 1K} H| LS 01 2K} IHA3| 01

11



ZTNA 2tAVd(1/4)

o

Li/2F9| 2=

NT AG SS s3t S8 IPFA % MACFEL NiCHIt Hoj&y £MY STAEY(0|E) SEAZ Opx|et SEAIZ

VQ = 82% 10.11 2C:0D:AT:B6:F4:E5 || Intel Corporate Agent Not Installed @ Jles/71e2¢ BOOK-IHARSPMCFG || 2022-10-08 06:39-- )
(-] )] F8:E4:3B:09:0A:21 || ASIX Electronics Cor-+ || Agent Not Installed @ 7|@x|94E/TAC2Y || YOON 2023-03-09 14:36---
- 0C:9A:3C:E6:6A:B8 || Intel Corporate Agent Not Installed DESKTOP-N26SSJ7 2023-02-20 14:15---  2023-03-17 00:23---
-] 3C:A6:F6:76:19:DB || Apple, Inc. Agent Not Igsfalled 23 2/Endpo--- || 3c:a6:f6:76:19:db 2023-03-06 14:51--  2023-03-27 08:34--
- 0% 10.11 A0:78:17:TF:BT7:50 || Apple, Inc. Agent Not Installed @ 7|@x| 2 HE{/TAC2Y || MACBOOK-PRO 2023-03-09 14:10--  2023-03-13 08:47--
&5 0% 10.11 00:E0:4C:68:00:38 || REALTEK SEMICOND--- || User Not Authentica** yckimui-MacBook-- [ 2023-03-16 08:43---  2023-03-16 05:00--
()| = A0:78:17:6D:3E:2B || Apple, Inc. Default Policy @ 7|@x| @ HE/TACIY || dgryu-macbookpr--- || 2022-11-24 15:05--
(L = =X ol IIEE Intel Corporate Default Policy @ 14 =S PN =N s R SKTOP-P3DSIAU 2023-02-24 16:07--
:02:02:0A:70 |} Unknown Blocking Exceptions @ YOON 2023-02-27 14:26---  2023-02-28 00:51---
& = 57% 10.11 04:EA:56:3E:16:AB || Intel Corporate Default Policy @ g e /Ny GGMSOON2 2022-12-26 14:04-
&5 = 44% 10.11 0C:D2:92:F8:4F:D5 || Intel Corporate Default Policy @ XL AA(F) QI 0c:d2:92:f8:4f:d5 2023-02-07 12:30-+
|;1 = 99% 10.11 50:ED:3C:1F:6D:FB || Apple, Inc. Block Exceptions (as-- XA (F)/Qdm-- jws-MacBook-Air.l-- 2022-12-2012:13---
(- | V) 57% 10.11 F8:E4:3B:0F:7F:D8 || ASIX Electronics Cor--- || Default Policy @ Jles/7121g f8:e4:3b:0f:7f:d8 2023-01-1117:24-
(-l | = 80% 10.11 Default Policy @ A=EQIEROIAR
= 0% 10.11 E8:84:A5: Blocking Exceptions @ 7|&XAHE/TACLE 2023-03-23 05:00---
&1 = 96% 10.11 5C:E9:1E:B5:22:27 Default Policy @ 7|&H74/UXE yckimui-MacBook-- | 2023-03-1510:38
(.| o 65% 10.11 8C:B8:TE:60:0F:B8 || Intel Corporate Default Policy @ dcxEolEmotein--- || |3IADK-C2 2022-10-07 09:57-+
B2l 0% 10.11 E0:D5:5E:59:BC:3C || GIGA-BYTE TECHNO-- || Blocking Exceptions @ 7|eH74/PME OLYMPUS2 2023-02-1421:06-  2023-03-27 07:19-
(| 0% 10.11 70:A8:D3:13:2B:21 || Intel Corpora Jlas/71e1d Aotz
()| = 79% 10.11 A0:78:17:69:B1:B1 || Apple, l/_ olicy 7|27 24 /UXE leejsui-MacBookPr--
&5 L )] 55% 10.11 A0:CE:C8:C1:E0:3E || CE LINK LIMITED Default Policy @ XL giA (F) /ol a0:ce:c8:cl:e0:3e 2023-03-02 11:06-

=i < 79% N 10.11 E4:5E:37:A8:72:F8 J|Intel Corporate Default Policy @ ol FOIE OISR LAPTOP-N8J49673 2022-08-29 13:52- )

@) Genians

12



ZTNA 2IA|4(2/4)

LH/2| & THEe| Cidet ItA S Ais

e

7 |E %IE 10.64.0.2[ DHCP | MAC 34 00:E0:4C:68:00:17

HMZEA cPUY CPU H|ZA 2lu|H EHEf2] 25 CPUAIBEY
¢ R tronics 12th Gen Intel(R) Core(TM) i7-1260P Intel Corporation 591523 =g |1-88%
1PV6 B4 IPv6 Y2
S xpasey DOWN @zws My
S ofjzal gy
2N S-10.64.0.1 Pyl 10.64.0.2 (2/3)
2] F| A8 % M2
suf(Es) 10640100 Hane 157268 95968 T
NATed IP  43.200.194.48/37480 NaTEE  ONE@
EES 2023-03-27 09:41:47 ISE HEEA Hy
OFX|2} S2HA124 2023-03-27 09:51:02 2 =AM 2023-03-27 09:41:47 A 8 o/ gy LIRS E8ID TUAIAY E8Y MBEEY BAE
SAs9  DESKTOP-ECVRIJT DNS 0|2 C DHCe|E [ SOLIDIGM SSDPFKNUOL0TZ  0000_0000_0100_0000_B7D6_C8AB_1C01_0001. 4E41-D532 NTFS 466.78GB  68.58GB [ 14.69%
¥ D: (4 £8) DHce|E [ SOLIDIGM SSDPFKNU0L0TZ 0000_0000_0100_0000_B7D6_C8AB_1CO1_0001. 36AF-DSBA0 NTFS  466.63GB  97.86GB 20.97%
NTAG SS =% PEas MACF4 AZMBX e : =
<]
! .0. :E0:4C:68:00: 0
g riz] @ 10.64.0.2 00:E0:4C:68:00:17 2¢ LUHH Xy
103c-8002-
& 172.30.10.159 00:E0:4C:68:00:17 2¢O SN iz wesE | aulaE | EHE 2lof ez uen | =y
225e24f
o - :17:59:B7:D3: Microsoft Windows 11 Home x64 22H2 10.0.22621 11.1.22621.0  Korean GMT+09:00) Seoul, Tokyo He|xt
-l : 192.168.0.45 8C:17:50:B7:D3:AB 0320 13:48:08) i ( ) Seoul, Toky
Z b BUXTHES BiX e PO HRAAAIZ = =
SW Me LI s e e [Fa A0 |E M 22 TS 2ol A AaoE  HolEAY
418220111 1.385.1197.0 2023-03-27 00:55 =] 2023-03-2211:44 — O
2023-03 x64 7|t A|AH 2 Windows 11 Version 22H20]| thzt 5% et oo 2023-03-15 a8 xjojge! 2023-03-16 11:25:08
Je—— AE{0| £ (KB5023706)
20Uy = Az Windows & £ ZE%0{ 5|4 T x64 - v5.111(KB890830) o€ EY 2023-03-15 o= Aol 2023-03-16 17:14:40
o fmskneRciizg 1120 2023-02 Windows 11, version 22H2 X640l 03 NET Framework &9+ 2ol 20230215 el 4ADIY 2023-03-1617:14:40
r} AsyncTextService 100226211 C:\Windows\SystemApps|\Microsoft.AsyncTextService_8wekyb3dabbwe 3.5 4.8.1 54 200 (KB5022497)
I AudioDirector for LGE 7.0.9105.0 C:\Program Files\WindowsApps\www.cyberlink.com.AudioDirectorforLGE_7.0.9105.0_x64__srrw
= ———— —— ——— 2022-08 x64 7|t AIAHIE Windows 11 22H2 HOHIH{0|E(KBS0L  E9HiEjo]= 2022-08-10 oz A1joja¢! 2023-03-16 17:14:40
r} Canon Office Printer Utility 127.00 C:\Program Files\WindowsApps|\34791E63.CanonOfficePrinterUtility_12.7.0.0_x64_6e5tt8cgho3 e
= 70)
° CapturePicker 10.0.19580.1000 C:\Windows\SystemApps\Microsoft.Windows.CapturePicker_cw5n1h2txyewy
e Chrome 111.0.5563.111  C:\Program Files\Google\Chrome\|Application LG - Monitor, Other hardware - LG FULLHD(HDMI) njgs #xojae! 2023-03-16 11:25:08
fe Clipchamp 25.150 C:\Program Files\WindowsApps\Clipchamp.Clipchamp_2.5.15.0_neutral_yxz26nhyzhsrt 2023-01 Update for Windows 11 Version 22H2 for x64-based Sy oz aAjojae! 2023-03-16 11:25:08
fe ColorDirector for LGE 5.0.8107.0 C:\Program Files\WindowsApps\www.cyberlink.com.ColorDirectorforL GE_5.0.8107.0_x64__srrw stems (KB4023057)
fe Cortana 42204133030 pps\Mi 549981C3F5F10_4.2204.13303.0_x64_ Swekyb3dsbby ) = i
— ° i Update for Windows Defender Antivirus antimalware platform o8 Axjojge! 2023-03-16 17:14:40
e DTSX Ultra 111110 C:\Program Files\WindowsApps\DTSInc.DTSXUltra_1.11.11.0_x64_ t5j2fzbtdg37r

13



ZTNA 2IA|4(3/4)

Azt $ 4% 8 % p

2023-022213:07:18  10.64.1.137 58043

2023-022213:07:18  10.64.1.137 58005

2023—02-2213:079@ 58110

2023-022213:07:14  10.64.1.137 58101
10.64.1.137 58107
10.64.1.137 61712

2023-02-2213:05:13  10.64.1.137 54784

oy

HIES3 % 0{=2[7[0]H

NEREEE

Jio
Jx

A

& 172.217.25.163

& 142.250.76.133

& 5222.149.1

®; 3.34.224.161
172.31.194.14

& 172.217.25.170

B=888.8

ASZHY § SYX|P-- | MHA $ Applicatio--
GOOGLE 80 http Google
GOOGLE 443 https GMail

ofL x|} ojcje} e 443 https

AMAZON-02 443 https

443 https

GOOGLE 443 https
GOOGLB Ozt AfH|A RS S5 Google
R

A

A, ALEAL, S

- O{Z2|H(0|d AFE List

- SHX|(DST)E AH List

-3

www.gstatic.com

mail.google.com

o2g--

tep
tep

tep

Packets ¢ | Bytes $ Mg 3 By
96 4.25KB leedhl3 $-10.64.1.1
142 28.49KB leedh13 $-10.64.1.1
1446 KB leedh13 $-10.64.1.1
leedh13 $-10.64.1.1
leedh13 $-10.64.1.1
138 18.62K $-10.64.1.1
4 338B lee $-10.64.1.1
k=1 1=2
= O

14



ZTNA 2IA|(4/4)

S2HRE0 5

I-%O|CI)_|

LA Cet A His

Cloud QIARA E|AE £F

NT AG SS s IPF4 MACF &
10.1.124.22 26:A0:09:2F:DT:AS
= 192.168.0.126 02:EB:DE:0F:42:66
L-: o 192.168.2.213 02:F2:BF:47:C4:E2
;_-: 192.168.7.54 02:D9:1D:D0:5F:28
=) 192.168.7.104 02:AD:DO:6E:EB:24
=) 192.168.11.3 02:39:B9:31:FF:3A

192.168.38.217 02:90:97:8F:45:C6

d
>
ox ©
2al
(]
et
ofm

g P oFsLIC

Cloud QIAEIA

aws.Address.Domain
aws.Address.Publicip
aws.Address.Carrierlp
awsAddress.Instanceld
aws.Address.Allocationid
aws.Address.Associationid
aws.Address.Publiclpv4Pool
aws.Address.CustomerOwnedip

aws.Address.PrivatelpAddress

AN HE JSON

"ypc"

"43.201.174.138"

"i-01ab401d64b139b3c"

"eipalloc-05c6b91fb0c249409"

"eipassoc-09e58d4b775a2a60f"

"amazon"

"192.168.2.213"

Cloud QIAEIA AbM| HE JSON
€ CLOUD TYPE
e
I Cloud & [ Z2®™ (Object/Value)
5
1
2 1 2
1
B
& cloudT2micro  cloud T2medium  cloud T2large

=

—

IXte| S2UGL0| HG=|HL SEHSt
AEASO| Lo 2LIER SIS

—

J

H|Z2EH|C}

HE| Cloud X|¥

(2 (R
£ E
INI=I1~1 Cloud Cloud

r|r

rul

-

15



ZTNA

=r(1/2)

AFEA S BN, BEY

EOE

I

Jdsx

Fi

Agent Ef

Update HE

ojZ2[H|olH

AR
"

EAE | BXE EAE0| 22 / Microsoft Windows
/cH2 e / HEZt / uP

IP 22| [ 1PEY | xpphe
USB E#| My [ EF 24
Fo|u fHH / FHUAD

A7t EX5tel [ WebCam 2H of
E0ll £31= AP7} ZX31EH / Corporate SSIDs

=S Etel/ AXIE L EEQI0| 228 / pC

/Cr2 e | et/ up

AUS AR/ ASYEH / AFE X S

WA MY E=X 0% | Exjorst ] .‘

e WHENOL B0 QST /1 F, UF=0F WA g
MASY ARSI AY /HIZHSYUE 2N AT Z0/ 58 o
A uEEE A/ Fotol Ex3iA / gm

Mg wite ) pgory 5. of

OlOIZE Ate / HAIAE / MAIoHE ul of

Mg [ HE2] / B uE of

0In

= Ux}/ SHAIZ oluol S28 /1748

3/ ZXstH [ GUEST

@el BE / XF BEJ} EA3H [ TCP, Port: 443
Mop so] [ =E7F Mt EClshX] 22 | eotMolEe)
NAg | BREC /8I5S ue

24 / (TCP/EH)7} 2Tt / 800 MB/s
=EIE /&3 /PC

P22/ ZERE [ 9furd

NAT / NATZEN7} 228 / NAT MH| AR ZA|

16



ZTNA 258(2/2)

AMzIEARE Mi|a 5 LEEAZ
=]
MHIA 2R
4
. DHCP 4t Microsoft Windows 11 Home x64
* DNS Aft 1
Ubuntu Linux 20.04
FTPAH 0
A , Secure BAH] 0 Unknown
1 ® INFO: 0 SMBZ# 0 Intel Corporate
- 4 o SMTPAIB] 0 . e
° _'_-rr(SW HW FlOW ) |x | X‘”"‘ o inux %
@ ANOMALY: 0 SNMP At} 0
Mi ft Wind, 10 Professi Ix64 1 6%
. EI.E'XI_O_” Dxl-i ;_lAES _?_lx-” ;g{ jl_% A R G TELNET At o ICroso indows rofessional x ‘ o
— | - _— 0 —_—
- 1500 17:00 19:00 21:00 |22Mar01:00  03:00 BA 0 Vodavi XTS-IP PBX 1 6%
« PDF, PPTX, DOCS export X‘"—Cl)— @INFO @ WARN @ ANOMALY @ ERROR
e gl FLOW SOURCE IP E2{3 TOP PIE ELOW SOURCE IP E2jT TOP = EHI” ==
—Hl= T
ec 7 G 5% source IP Bytes Packets
= ¢ CEED 0% g 10.10.10.75 10.10.10.75 224.41MB 584,017
10.64.0.2
@ 16T/0T/Etc + G 20% it 10.64.0.89 10.64.0.2 208.99 MB 299,781
. \ ® 10.64.0.106
& Ay 2 @D 10% @ 106103 10.64.0.89 128 MB 257,943
148% : '
&: Cloud A 1 . 5% 10.64.0.106 117.99 MB 185,128
LY Agentii A 0 0% ZTNA CLIENT A X1 E24= TOP
fus] FHALE N 0 0% i leedh13@genians.com 228.44MB 416,929
{, voir 0 0% BIE cuyu9779 225.27TMB 582,391
= 2Ig 0 0% marketer 163.55 MB 260,199
B oz 0 0% Local Bridge 35.32MB 183,788

17



ZTNA SH|(1/2)

Ciofsil +EE Context HEE #88 Compliance %24 + AN IOl T2 4102 S5 25 20

O ALy ZE0/9A IR0 S0 HERI AZO RS

A
© DI A2 s B AB0) B2 380 28UT ¥ AH0| T2H A2 B0 25K

G

C
Xpet
27t IPARMAC S ATEQ0 =@ 2ok mix| URUR— >
0] 4] 0] E4 i
i
]
@ ¥ N e
prm——
Al ~ p—
Dl ?_l% Al__g_xl_ H|'O|E‘|ﬁ ?:||-o|::|‘ _?_l-ééll %FAQH 011?_ EAI?_I‘ %-‘lAI- Hi %x-" @) Genians HEAN 821 DX  Z2dE  EXFE MR a e =
PC RLAAT} RIHERILIC

= I— ———————————————— >
E ' ' .
Q10
\ SR HIERT Hob HEEBAE Hoto| BE A KHMICH 7|48 Bt ot

'6_' k=] Genian NAC Genian ZTNA Genian EDR
o

EOS 0S Al sATEYof 2L EG AR

Q AAEEI) — A7 B8 — A EEI| —
Al‘ S

18



ZTNA S5X5|(2/2)

H M2ste

X3 (Microsegment)
HE3 J12E&xx|1P) @) MulAPort) €@ AlZE € o=z o)k

st Z4l0| S| &0f
ALS R} B B Htol| hE Ol 2[3H[0] M AEhE o]
oiZaj3H(o}4 o]
- HAE OZS2[AH|014 A8 XN
- 2F 300007H2| o{=2 (3|04 X[
-0E

E|9'||0|*4':” 4

= Hi-

Ao XA

e
° G
—@—

K¢t App Xttt

-
e
-
e i
’ -
. -
’
%
-
N M s

« &
> ZTNA Gateway
w0

N > ﬂ
Sol s
Sse o Ssel
XL \\‘ ~~~~~~~
~, ~s§
o—|"|1I e Nl
A=
5
5
\\
3 a
M s 0
N d
2ot App 51&

19



ZTNA ALEX} ALi2|2

AEXL/ XS] PUX[Lt o2t

PC 2Z4(Compliance) A&

- PCLHS| EHAZEL0], AT ELQ 0 A RF
- 2|AILY HE2IO|HA M 5 HBS

2 SH

« EUX| ARSXY/K] A Mi2st

- 12)d 5180| Of! MAZHSE SEX| XHof

- IP/TCP/UDP/PORT 2| 0{Z2|3|0|d X|0{

- RBAC 72t |4 23t H0{2 g& Eafm Hof

20



ZTNA ERH

C f3=C0] Chigh 35 SXX| Ao

- O

- 22RC0f| 2= 2otT50] Chol Xis3tEl S5t 22| K|
AEIA Security Group 2t £ E 29| IPEE Z7[3}t X|H
E{ A

- S2RE QAEIA |evel O] BX| 7|5 HIE

o 41— L O
EiVVS; NAVER
N Cloud
LEIE v

2ELE v

Yl
Pad
=
).
}
ox
|2
b~
[>-
%
[
H
>
>
Offn
ofn
~
ot

~V
BELE

e WS

IPE2| Aighe =

@

e SoteC HOE M X XY
il 0] 5%

ERLES

WA HAZHEAL DAL

WA HAIZEEAL AL

w41 L[ € o
0| AO|E Mot

W OIS Wt TF  Ol§ tolE Inbound Outbound Tags |

=]

S2IeC HOIE TN

o

Microsoft Windows

R [ agent allow TechZTNA agent / 3 TCP-ALL 0.0.0.0/0/HALL  Name=agent_allow agent_allow

::ﬁ:E S B dns_allow TechZTNA 0.0.0.0/0 / @DNS 0.0.0.0/0/@ALL  Name=dns_allow dns_allow

CVPEZMTQZT& - &—— filebeat_outbound  TechZTNA policy / filebeat ~ Name=filebeat_allow_outbound filebeat_outbound
1 W S HIS

el sy 0|8
EELES L]
#HE2L0|HA Pyt S
OO|HE Mi|=E

ssh_allow TechZTNA gateway [ ssh 0.0.0.0/0/@ALL  Name=ssh_allow ssh allow

5 &

web_allow TechZTNA 0.0.0.0/0/TcP-wee 0.0.0.0/0/@ALL  Names= port_443_allow port 443 allow policy

21



ZTNA EFH

IP-Mobility X|¢S 2 i 0| F Ao = L2HE

| Wy

- 37t 0|50 [k2 |P Mobility M2

- AF2X} 0|50] Bt 512

4 XSt
— O T1d
CIPE[SSTERSPSI 1|93 Mo VXLAN A 30 VXLAN 7HE Az QEIECIERS b Gl pse o PR ]
VTEP
Overlay Network
© oicio] QlEjm|o]A eth) v
© == FOBSE v
© VNI 100
VXLAN HE%|3 Oj0|C|E &FELC}(100 ~999)

M S 7
© #4ip 4 EQIAMAN L EQIMAN
© uUEX3 -le

Mobility .

CRUE [

A
= = 5 ]
O‘PLHEHDIC_HIHIOIA tap_lv < J < J < 7 < v

22



ZTNA ERH

== 2% X3

- =7 ZH|0|H X[HQ 2 HX| 2t} 5! MH AL 2HJ0] [hE X|9F Z| A0}

A
- ZIE{0|LA O|0|X|E Sl t=0 QPG QI B 5! H20]1= X[

=

© ZTNAGateway 44
ZTNA Gateway® $ 822 27t

810 Uzt $20] 22 4 UBLICH
EEl%

Aolez ZINANOIE v

Ami ubuntu-focal-20.04-amd64-server-20220810 v
N,
Instance Type * 2.medium o: 2.medium S
1
- 1
]
e size* 64 GBIl464GBOINE HIHLICH :
)
AN ;
7 Subnet 1D * 2tna-vpe-subnet-public v /
/

bigd v mEED v mEAd v + “Nane” = “genian_al low_ssh_1651129304846"

e

v urm

+ vpe_id = "vpc-0fd95166 74082691
AolE )

LRLErT]

PO

ZTNA Gateway

Plan: 5 to add, 0 to change, 0 to destroy.
sase.techgenian.net

2 ThaaM 37} ' 9
Cloud Provider 22| R198 1921682213 Note: You didn't specify an “-out" paraneter to save this plan, so Terraforn NAVER

e sy cuvigns w O enSaliei Cloud AMD64, ARM64 CPU
o o
O |EllX] X[

1 22)

000

Key Pair* admin_KEY v
. * security_groups = |
Genian HAIRE #a| A + self = false
3
+ toport -2
) I
- + nane = "genian_al ow_ssh_|651123804848
B 1| + owner_id = (known after apply)
AAg 22| FH ArEsSE + revoke_rules_on_delete = false
+ tags =

CLIEnable |2 ¥z .
oA
v o Bl =l QL u

- o

9l 22jo= ZatQc sho|

o
ZTNA Gateway 4

23



ZTNA ERH

AWS AH|A 22| 7|5 HlZ

AR SIQIE|X| 052 EC2 QAT A4 51 el 92 A| Amazon SNS AHIAS S8 Za|xt SMS X

CollectorE At2st

Zoioc M 47

1l

AWS CLI B H&

-------- . - )

Amazon SNS

Mobile(SMS)

2 !

i

true

"xen"

"i-0bd9323d161485669" }

O NT AG SS 28 s=t SXHAEAIE IPEA - aws.Instance.CpuOptions.CoreCount
— aws.Instance.CpuOptions.ThreadsPerCore
(] & O 10.1.124.15

aws.Instance.EnaSupport
a & ® 192.168.2.213 awsinstance Hypervsor
O = 192.168.14.227 I aws.Instance.Instanceld
— - aws.Instance.LaunchTime
(] = 192.168.38.217

aws.Instance.Monitoring State
aws.Instance.OutpostAm
aws.Instance.ClientToken

ws.Instan Code

"2023-03-16T01:29:202"

"disabled"

"f5bbdce0-2053-4229-b7f8-6270d7e98ff6"

"Client.L

aws.Instance.StateReason.Message

aws.Instance Architecture

5

Amazon EC2

aws.Instance. EbsOptimized

B E

Amazon EC2 Amazon EC2

aws.Instance.InstanceType

"Client.UserlnitiatedShutdown: User initiated shutdown"
"x86_64"
false

"t2.micro"

00777864816006

Genian> Hello, World!

Genian> QIAEA
i-0bd93a3d161485669 AtEH

Z geixt gl Ze
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