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NAC Use Cases

Use Cases

- Visiblity

- Guest Access Management
- Endpoint Compliance

- Secure BYOD

- Network Segmentation

Emergine Use Cases

- |oT Discovery

- Cloud Management Interface
- IT and OT Convergence

- Cloud Workload Visibility

Interoperability

- Next-Generation Firewalls

- Private-Key Infrastructure

- Advanced Threat Protection

- ldentity and Access Management
- Security Information and Event Management

- Enterprise Mobility Management ©2018 Gartner, Inc

NAC Use Cases (Gartner, July 2018)
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< A aelligence & Future NAC Technology should
- d g &’ . o .
o - include cognitive capabilities with
(—g - " the growing maturity of Al & ML
< €a g based olutio applications
=} NAC 3.0
@
Automated threat response, security alerts with contex-
e Automation & tual information, seamless integration with best-of-

O estratio AO) So 0 breed security technologies, and improved capacity of
security team in speeding up threat remediation.

NAC 2.0
e e netwo 0 oning o Driven by BYOD, WYOD, and widespread adoption of
= loT-enabled devices, NAC 2.0 facilitated
BYOD devices and guess acce ; o
comprehensive network visibility and access control of all
O corporate ne 0

endpoint into corporate networks.

NAC 1.0

Focus on strict authentication and authorization of man-
aged device. First generation of NAC Technology could
not find much adoption due to its complex
implementation and unclear benefits

2000 2010 2015 2020 Time

NAC Technology Trend (Quadrant, Jul 2018)
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- Wave 1 . Wave 2 . Wave 3
Separate Workflows Separate Workflows, Same Workflows,

: Separate Products : Same Console Same Products

Patch Enroll- Auto-
pdate Update Enroliment Auto-Update
Group : App App
o - Stores App SO
Client Enterprise Mobility Consolidated Endpoint Unified Endpoint
Management Management Management Management

3 Waves of Evolution in Endpoint Management (©2018 Gartner, Inc)
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