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Figure 1. Total of Connected loT Devices
* Gartner (November 2013)
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Figure 3. State of Mobile Device Awareness, SANS Mobile/BYOD Security Survey 2012
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Our Approach
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Genian DPI

(Device Platform Intelligence)
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Genian NAC v5.0 AFRXH= DPI 71552 H|3t 910] AFRE 4 UALICH 02 S0f GPDBE £310{ 022t 20| 'D-Link DIR-400 Wireless
Router' & B*[5t= 20| 2FsHSLICE

SHRE IPFL MACF | Aoz | BAEH(lE) NicHE BE
| C4:12:F5:5B:94FF Default Policy DIR-400 D-Link D-Link DIR-400 Wireless Router
172202014 CA:1ZF5AC83FA Default Policy D-Link D-Link DIR-400 Wireless Router
Default Policy D-Link D-Link DIR-400 Wireless Router

Figure 7. GPDBZ 0|83t 'D-Link'C|H0| A &0l

D-Link DIR-400 Wireless Router
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Search Engine
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End of Support
Wired Connection
Wireless Connection
Fingerprinting Source

Added at

Manufacturer Name
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Search on Google

Yes mare info

Yes more info

Yes

Yes

Apr 30, 2019

D-Link Systems, Inc.

Homepage http:/fwww.dlink.com
Headquarters Taiwan
Business Status Ongoing

Platform's C I bilities and es (CVE)

CVE-ID ty v3.0 ty v2.0 D ipti

CVE-2009-3347 Buffer overflow on the D-Link DIR-400 wireless router allows remote attackers to execute arbitrary code via unspecified
09/24/2009

vectors, as demonstrated by a certain module in VulnDisco Pack Professional 8.10 through 8.11. NOTE: as of 20090917,
this disclk has no actionable infe ion, However, b the VulnDisco Pack author is a reliable researcher, the
issue is being assigned a CVE identifier for tracking purposes.

Manufacturer's Common Vulnerabilities and Exposures (CVE)

CVE-ID ty v3.0 ty v2.0 D ripti

CVE-2018-19300

CRITICAL m On D-Link DAP-1530 (A1) before firmware version 1.06b01, DAP-1610 (A1) before firmware version 1.06b01, DWR-111
0412019

(A1) before firmware version 1.02v02, DWR-116 (A1) before firmware version 1.06b03, DWR-512 (B1) before firmware
version 2.02b01, DWR-711 (A1) through firmware version 1.11, DWR-712 (B1) before firmware version 2.04b01, DWR-921
(A1} before firmware version 1.02b01, and DWR-921 (B1) before firmware version 2.03b01, there exists an EXCU_SHELL
file in the web directory. By sending a GET request with specially crafted headers to the /EXCU_SHELL URI, an attacker
could execute arbitrary shell commands in the root context on the affected device. Other devices might be affected as
well.

CVE-2019-9126
02/25/2019

An issue was discovered on D-Link DIR-825 Rev.B 2.10 devices. There is an inf ion discl Inerability via
requests for the router_info.xml document. This will reveal the PIN code, MAC address, routing table, firmware version,
update time, QOS information, LAN information, and WLAN information of the device.

Figure 8. DPIZ 0| &%t 'D-Link’ C|H}0|A &I
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