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1. ҟ  (Overview) 

1.1.   ₒ♅(Threat Case Study) 
ÝGSC(Genians Security Center)ʊ    ₒ♅   ꜚ Ἓ әḻ ṍ  ʊӤӉ  

Operations  TTPs  Ἓ ḓ  ֥  Ԃὗ ә ᷄ḁ. 

 

Ý    AsyncRATỚ  ʊ Ӊ  ḻԂ(RAT, Remote Administration  Tool)  

 ʊ▐ἕҍ Ӧұₐ  ᴒ  ῼӋṌә ḏ RAT  ₒ♅  ӤӉ ṯ  TTPsὗ ‴ ᷄ḁ. 

 

Ý RAT   Ӓ , Ⱡ ṫὗ  ḻ ⁫  ῳ   Ṵ  Ⱡ ὗ 

בּ ẋῄ֥  בּ   ӤӉ ṯ ▐ ♄ ᴒ  ṍә ᾞ, Ỵ  Ἓ RAT(Remote 

Access Tool) Ṵ Ἓ ₔὣ֥ḻ ᷄ḁ.  

 

Ý RAT  Ὼ  Ⱡ ṫ  ḁὔӀ Ὦ  ▐ ṯ   ▐ ṍә  ◄ Ἓ֚Ừ Ἓ 

אל֥  ᷄ḁ. ӤӉ ṯ    ᶂἌ ṫ  ֥ᶾ  ″Ӓ  RAT Client  ә 

 ᾕ  U  ▐ ὗ   ʊ  ⁫ ә ᷄ḁ.  
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1.2. AsyncRAT Ờ? 
ÝAsyncRAT  .NET Ἓ ҟῼṎ ꜙ Ἓ 2019ᵹ GitHub  Ἓ ӤҟṌ ᷄ḁ. 

AsyncRAT   ᾧ᷄ Ὢ ә Ӊ Ἓ  ּב  ʊ Ӊ Өὣ Ἓ֚Ừ Ἓ ҟῼṌ Ὥ 

ӤӉ ṯ   ᴒ  ṍә  Ӥҟ  ֱ֠  ᴒ Ӏ Ⱡ ṫ ṅ  ◄  10   

֥Ἔṍә ᷄ḁ. 

 

 
[֚ὧ 01] 2023 ᵹ Ⱡ ṫ ṅ  

 : AnyRun « Malware Trends Tracker  
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Ý AsyncRAT  ♄―  ᾤἔ   Ớ ὗ  ʊ♄― / Ớ  Ԃ ὗ ҍ ә 

᷄ḁ. Ὥ , ӤӉ ҍ  AsyncRAT Ớ   ҍ  Ӓ , ӤӉ  ʊ

Ủ ֚ὧӦ Ҝ  ḁ  ᾤἔ    PCὗ  ּב ᷄ḁ. 

 

 
[֚ὧ 02] AsyncRAT Server ᾠ 

 

 
[֚ὧ 03] AsyncRAT Ὑḻ 
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2. Ớ   ◕Ⱡ (Client Build) 
ÝAsyncRAT  Builder ֥ᶾ   ♄― ♄ ꞈ  ᾤἔ בּ   ʊ Ớ    

ꜙ ᾞ, ♄― IP בּ   ♥  ῳ ᵄḼ  Ṵ  ḁ  Ɑ  ♥  .ḁ᷄ בּ 

 

2.1. Connection ♥  
ÝConnection ♥ ♄  ʊ♄― IP ꜙ  ὗ ♥ ֥ ,ᾞ בּ  ⁮ Ἓ 6606, 7707, 

8808 ὗ ▐ ә ᷄ḁ, ҍἛ, Pastebin1 Ớ  ʊ   ῳ Ӥ  ♄℮ ὗ ♄―Ἓ 

▐ ʊ֥ᶾḻ Ӥ  בּ   ӤӉ  ʊ  IPὗ ּ֥זᾞ,  PCὗ  ּב ᷄ḁ. 

 

 
[֚ὧ 04]  Connection ♥  

 

  

                                           

1 Pastebin  ▐  

https://pastebin.com/
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2.2. Install ♥  
Ý ḏ Ɑ  Ἓₐ  AsyncRAT Ớ ֥זּ    ֥  Ɑ ᷄ḁ.  Ɑ  

 Ӓ , ֥  Ớ   ӤӉ ҍ  ᾤ Ἓ ″Ӓ ә  ӒἛἛ ⁬▐  

Ἓₐ  Ớ זּ    .ḁ᷄ בּ֩ 

 

 
[֚ὧ 05] Install ♥  

 

2.3. Misc ♥  
Ý ḁ  Ɑ Ἓ  ʊAsyncRAT Ớ  ἛⱢ ὗ ♄  ἛⱢ Ἓ ♥  ʊ

Process Critical Ɑ  ᾞ, o ♅ ῳ ⁫  ꜝἶⱭ  ὗ  ֥  ᵄḼ  ⱭӦ Anti 

Analysis Ɑ  Ӥ ә ᷄ḁ.  

 

 
[֚ὧ 06] Misc ♥  
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2.4. Assembly / Icon ♥  
# [T1036.005] Masquerading: Match Legitimate Name or Location  

Ý Ắ ,  ꜚⱠ ⁫    ♥ ⁫ ᾞ,   ꜚⱠ בּ    

ṅ Ἓ ⁬▐  AsyncRAT Ớ ḁ. ӤӉ᷄ בּ     ʊ  Ἄ  

Ἓ֚Ừ  ꜚⱠ ⁫    ▐  .ḁ᷄ בּ   

 

 
[֚ὧ 07]  ꜚⱠ ⁫ ♥  

 

 
[֚ὧ 08]   ♥  
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[֚ὧ 09] ◕ⱠṎ AsyncRAT Client  
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3.  ֥ (Initial Execution)  
Ý ◕Ⱡ  AsyncRAT Ớ    Ӓ , ᾌ  Build Ӧ ♄  Ҏ Ɑ  ẁỚ 

 ֥♥ דּ  Ἓ ᷄ḁ. 

 

3.1. Initialize Settings  
# [T1027.010] Obfuscated Files or Information: Command Obfuscation  

Ý AsyncRAT Ớ   ᵒₐ  ʊBuild Ӧ ♄  ♥  ⁫ҍ ṍ  ᷄ḁ. 

  ♄― IP ꜙ  Port  ‗  ῳ Process Critical Ṵ  ♥  ⁫ὗ   ֥♥  

᷄ḁ. 

 

Ý ♥  ⁫ṯ   ᵒₐ  [AES256+ BASE64] әὣ Ἓ  ṍ  ᾞ, ḏ ♥  

⁫  ⁬   ʊPBKDF22 әὣ   ◕Ⱡṑ᷄ḁ. 

 

 
[֚ὧ 10] Ṏ ♥  ⁫ 

 

  

                                           
2 PBKDF2 

https://en.wikipedia.org/wiki/PBKDF2
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Ý ᾌ , Rfc2898DeriveBytes Ủ Ἓ PBKDF2 әὣ  ▐  ⁬  ὗ ◕Ⱡ ᷄ḁ. 

 

 
[֚ὧ 11]  Җ ⁬  ἶ  

 

Ý , ◕ⱠṎ ὗ ▐  AES256 әὣ Ἓ Ṏ ♥  ⁫ṯ  ⁬ ᷄ḁ. 

 

 
[֚ὧ 12] ♥  ⁫ ⁬  ἶ  

 

  



 

Threat Intelligence Report  

Genians Security Center                                                                                                                 11 

Ý  ꜙ   Ἓ֚Ừ  CyberChef3 ὗ  ⁬  ▐ ṍ  ʊ ὗ ◕Ⱡ ә ♥  ⁫ṯ  

⁬ ⁬ ,ᾞ בּ    ◕Ⱡ   ⁫  ʊ Ớ   ᵒₐ  ṍ  ᷄ḁ. 

 

Ý PBKDF2  ◕Ⱡ   ὺҟ ″ּב  ʊḁ Ӧ Ҝ ᷄ḁ. 

DK = [ Passphrase, Key Size, Iterations, Hashing Function, Salt ] 

- DK : ◕ⱠṎ  

- Passphrase : ℮Ὺ‗  ( Ớ   ᵒₐ  Key Җ) 

- Key Size : ◕Ⱡ   ֩  

- Iterations  : Ὼ⁬ ּב 

- Hashing Function  : ֥⁮ Ἓ SHA1  ▐  

- Salt : ᵄּב 

 

 
[֚ὧ 13] ⁬   ◕Ⱡ 

 

Ý ♥  ⁫ ḫ  ʊ Ủ ֚ὧӦ Ҝ  3 ҟ  Ԃ Ἓ ᵁᶪᾞ, DATA ṫ  ♥  ⁫ҍ  

ṍ  ᷄ḁ. 

                                           
3 CyberChef  ▐  

https://gchq.github.io/CyberChef/
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[֚ὧ 14] ♥  ⁫ ḫ  Ԃ  
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Ý  Ӧ ♄ ◕ⱠṎ ὗ  AES256 ⁬ ὗ  Ӓ  Ủ ֚ὧӦ Ҝ  ṍ  Ḡ 

♥  ⁫ὗ  ּב ᷄ḁ. 

 

 
[֚ὧ 15]  ♥  ⁫ ⁬  

 

Ý AsyncRAT ♄ ▐ ṍ  ʊᾧṭ ♥  ⁫  ʊ Ủ   Ҝ ᷄ḁ. 

 

Ὑ ♥ᾤ 

Ports ♄―   ▐   ‗  

Hosts ♄― IP  ꜙ

Version AsyncRAT ―  ⁫ 

Install Install Ɑ ♥   a(true /false)  

InstallFolder  Ớ   ⁬▐ ӒἛ (%AppData% Ắ  ʊ%Temp%) 

InstallFile AsyncRAT Ớ  ᾤ 

Key ⁬   

MTX Mutex Ὑ 

Certificate  ♄―  TLS  ▐ ṍ  ʊ ♄ ⁫ 

Serversignature  ♄― ֚᷄  ⁫ 

ServerCertificate  ♄― ♄ ⁫ 

Anti  Anti Analysis ♥   a(true/false)  

Pastebin Pastebin ♥   a(true/f alse) 

BDOS  ἛⱢ  ♥   a(true/f alse) 

Group Build Ӧ ♄  ֚Ἳᾤ 

[  01] ♥  ⁫ 
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3.2. Mutex  
Ý ḁ Ἓ, ⁬     ֥  Build Ӧ ♄  Ὑ Ἓ Mutexὗ ◕Ⱡ ᷄ḁ. 

Ὥ , Ҝ  Ὑ  Mutexҍ ḁᾠ ἛⱢ ὗ ἰ ᷄ḁ. 

 

 
[֚ὧ 16] Ί  ◕Ⱡ 

 

3.3. Anti Analysis  
Ý ḁ Ἓ Anti Analysis Ɑ  ♥ ṍ  ḁᾠ, 5ҟ  ὗ  ҍ◄ Ӓ ῳ Ṷ―ұὗבּ 

᷄ḁ. Ὥ , 5ҟ ּב  ҳ  ᵁỚḻ ḏṎḁᾠ, o ♅   ֥  ἛⱢ ὗ 

ἰ ᷄ḁ. 

 

# [T1622] Debugger Evasion  

Ý CheckRemoteDebuggerPresent ὗ  AsyncRAT ἛⱢבּ   Ṷ―  ֮ ἛⱢ ҍ 

Ӎṍ  ᶷ  ᷄ḁ. 

 

 
[֚ὧ 17] Debugger  
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# [T1497.001] Virtualization/Sandbox Evasion: System Checks  

Ý WMI(Windows Management Instrumentation) ὗ   ⁫  ҍ◄ᾊ  ӨἎ 

ῄ  ²TGPRS?J³* ²tku_pc³* ²Tgprs_j@mv³  ṍ  ᶷ     

ҍ◄ᾊ  ᷄ḁ. 

 

 
[֚ὧ 18] ҍ◄ᾊ  ӨἎ ῄ   

 

Ý ●ṫῷ  ֥Ὼ Ӊὣ Ἓ֚Ừ  ²Sandboxie4³ҍ ▐  ʊDLL  ²SbieDLL.dll"  ṯ  

ᶷ     ●ṫῷ  ᷄ḁ. 

 

 
[֚ὧ 19] SbieDLL.dll ṯ  

 

                                           
4 Sandboxie 

https://github.com/sandboxie-plus/Sandboxie
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Ý  ṫỚ  ⃰ ֥ҍ  60GB⁫ḁ ұ  UҜ  ℮ӽ ᷄ḁ. AsyncRAT  ʊḓₐₒ  

ₒ♅  ҍ◄ ᾊ  ꜙ  Ṷ  ֥ὗ ҍ ә ḁ  ʊ  ᶂὣә Ṷ  ֥ὗ  ҍ◄ 

ᾊ    “  ▐  ҹ Ἓ ṑ᷄ḁ. 

 

 
[֚ὧ 20] Ṷ   ֥  

 

Ý   Ὑ  ²xp³ ῄ  ṍ  ᶷ     ҍ 

WindowsXP  ᷄ḁ. 

 

 
[֚ὧ 21] Windows XP  
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3.4. Install 
Ý Build Ӧ ♄ Install Ɑ  ♥  Ӓ , AysncRAT  ԑ  ẁỚ ἄ ὣ  U

Ỵὗ  ꜚⱠ   ֥  ♥ בּ  ә  ֥  %AppData% 

Ắ  ʊ%Temp% ӒἛ   ᾤ Ἓ ⁬▐ ᷄ḁ. 

 

Ý ᾌ , AsyncRAT ἛⱢ ҍ Өὣ  ԑ Ἓ Ṍᶷ   , ԑ  ẁỚ ꜚⱠ  

 ֥  ὗ ּב ᷄ḁ. 

 

 
[֚ὧ 22] ԑ   

 

1) Өὣ  ԑ  Ӓ  

# [T1053.005] Scheduled Task/Job:  Scheduled Task 

Ý  Ỵ  Ἓ֚    ֥   ʊ   ◕Ⱡ  ꜚⱠ  ᷄ḁ. 

 

 
[֚ὧ 23] Ỵὗ  ꜚⱠ  
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[֚ὧ 24]  Ỵὗ    ◕Ⱡ  

 

2) Өὣ  ԑ   ᷇Ӓ  

# [T1547.001] Boot or Logon Autostart Execution:  Registry Run Keys / Startup 

Folder 

ἄ ὣ ṅ  ӒἛ  Run  ὗ ҍ  ꜚⱠ  ᷄ḁ.  

 

 
[֚ὧ 25] ἄ ὣὗ  ṅ  ṴἜ 
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[֚ὧ 26]  ἄ ὣὗ  ṅ  ṴἜ  
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# [T1564.001 ] Hide Artifacts: Hidden Files and Directories   

# [T1059.003] Command and Scripting Interpreter: Windows Command Shell  

Ý ꜚⱠ   ֥   Ὣ ᾠ, Build Ӧ ♄  ӒἛ  AsyncRAT Ớ  

 ◕Ⱡ ᷄ḁ. , ◕ⱠṎ AsyncRAT  ḁ   ʊBAT  ṫἢ  Ṡ ᷄ḁ. 

 Ὣ  BAT  ҍ ░ ṑ᷄ḁ. 

 

 
[֚ὧ 27] AsyncRAT ◕Ⱡ ῳ BAT  ṫἢ 
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[֚ὧ 28] BAT  Drop   
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[֚ὧ 29]  BAT  Ὠ  ῳ   

 

 
[֚ὧ 30]   ◕Ⱡ ῳ ░  •  
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3.5. Critical Process 
Ý Critical Process Ɑ  ♥ ә AsyncRAT Ớ   Өὣ  ԑ Ἓ  

Ӓ , RtlSetProcessIsCritical ּבὗ ▐   ֥  ἛⱢ ὗ  ἛⱢ (Critical 

Process)Ἓ ″Ӓ , ҙ Ἓ ἰṍ  ḻἜ ⁫ ᷄ḁ. 

 

 
[֚ὧ 31]  ἛⱢ  ♥  

 

Ý ḏ ♥  Ṏ AsyncRAT ἛⱢ  ʊ ḻ  ἛⱢ Ἓ ₒὊṍᾞ, ҙ  ἰὗ ḻ  

Ӓ , Ӓә  Ỏ ᷄ḁ. 

 

 
[֚ὧ 32]  ἛⱢ  Ӓә  
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3.6. Connect  
# [T1573.002] Encrypted Channel: Asymmetric Cryptography  

Ý AsyncRAT Ớ  ʊBuild Ӧ ♄  IP ꜙ  Portὗ  AsyncRAT ♄―  TLS 

 ḻ ᾞ, Ӎ  ⱠӤ  Ӓ ,   ⁫ὗ ꞈ ә ♄―  ҍ ᾤἔ  

ḓ֥ ᷄ḁ. 

 

 
[֚ὧ 33]   

 

# [T1048.002] Exfiltration Over Alternative Protocol: Exfiltration Over Asymmetric 

Encrypted Non-C2 Protocol 

Ý ♄―   ⱠӤ  Ӓ ,   ⁫ὗ ּב  ♄―Ἓ ꞈ ᷄ḁ. 

 

 
[֚ὧ 34]  ⁫ ּב  ῳ  ꞈ
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Ὑ ♥ᾤ 

Packet ²Clientinfo³ ῄ  

HWID  ῳ ṫ  ⁫ 

User ▐  Ὑ 

OS  ⁫ 

Path AsyncRAT  ӒἛ 

Version AsyncRAT ―  ⁫ 

Admin ԑ  ⁫ 

Performance   Ⱡ Ṏ ḻ   ⁫ 

Antivirus  ♥ Ṏ    ⁫ 

Installed AsyncRAT ♥  ҏ 

Group Build Ӧ ♄  ֚Ἳᾤ 

[ בּ [02   ῳ  ꞈ ⁫ 

 

4. ֥  ʒ(Function ) 
Ý  ֥  Ӧ  ,  ♥  Ὣ ᾠ AsyncRAT Ớ  ʊ  ҏӉ Ἓ Keep Alive 

 ꞈ ᾞ, ♄―  Ớ ҍ ◄ Ἓ   ὣә, ҍ ᾤἔ  ḓ֥ ᷄ḁ. 

 

Ý AsyncRAT   ʊ֥ᶾ  ḁ Ӧ Ҝ ᾞ,  ҍᶾⱠ  ᶋ  ᾥҍ  ֥ᶾ  ḓ  ₒ♅  

᷄ḁ. 

 

ₒὊ ֥  ʒ ♥ᾤ 

Send File 

To Memory ӤӉ ҍ ꞈ   ᾕᾧὣ ♄  

To Disk 
ӤӉ ҍ ꞈ   Ṷ    

 

Monitoring  

Remote Desktop  
ᾠ ᾧ᷄ Ὢ / ᾠ ὥ☻  / ⁫ṫ / 

Ὣ   

Keylogger ⁫ṫ Ἅ ⁫  Ὠ⁫ṫ ḫ   

Password Recovery  ⃰ Ớ  ṅ Ἓ֚  Ӕ   

File Manager  ὣ  ᾧ᷄ Ὢ ῳ  

Process Manager   ἛⱢ  ᾧ᷄ Ὢ ῳ  

Report Window  
Ⱡ Ṏ ḻ   ᾨ ♄  ῄ  

 

Webcam    

Miscellaneous 
Bots Killer  Ἓ֚Ừ ░  

USB Spread USB Ṷ  Ҕ  Ἓṫ ◕Ⱡ 
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Seed Torrent  ἆ  Ἓ֚Ừ        

Remote Shell ὼṫ ּק  

DOS Attack DOS ӤӉ 

Execute .NET Code 
ӤӉ ҍ ꞈ  .NET ṫὗ ᾕᾧὣ ♄ 

 

Files Searcher  ὗ ҍ   ♄―Ἓ  ꞈ

Extra 

Visit Website    ▐   ꜚ

Send MessageBox 
ӤӉ ҍ  ῄ  ҍ  ᾕ  ῷ  

 

Chat  ᾕ   

Get Admin Privileges ԑ  ◄  

Blank Screen 
  ᾠ ὗ ҷ  ᾠ Ἓ 

ә  

Disable Windows 

Defender  
ḻ  Ṷ ḝ ℮ Ⱡ  

Set Wallpaper ῶ ᾠ ″Ӓ 

Client 

Managment  

Close Ớ  ἛⱢ  ἰ 

Restart  Ớ  ἛⱢ   

Update Ớ   ḫ  

Uninstall  Ớ   ░  

Show Folder ḝ ᾧ᷄ Ὢ 

Logoff   Ἓ֚  

Restart   ₐ  

Shutdown   ἰ 

Server Block Clients Ớ  Ḅ 

[  03] AsyncRAT ֥  ʒ
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4.1. Disable Windows Defender  
# [T1562.001]  Impair Defenses: Disable or Modify Tools  

Ý ӤӉ  ʊAsyncRAT  Disable Windows Defender ֥ᶾ   Windows Defenderὗ 

℮ Ⱡ ḁ. ḏ ֥ᶾ᷄ בּ    Ӓ , Powershell  ²Get-MpPreference  «

verbose³ᾤἔ ὗ  Windows Defender  Ṏ  ῳ ♥  ᷄ḁ. 

 

 
[֚ὧ 35] Get-MpPreference «verbose ᾤἔ 
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[֚ὧ 36] Windows Defender  ῳ ♥    
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# [T1112] Modify Registry  

Ý  ᾤἔ ὗ  Windows Defender ℮ Ⱡ   Ӧ ♥  ◄ ὗ  Ṡ 

Powershell ᾤἔ  ἄ ὣ Җ ּב    Windows Defenderὗ ℮ Ⱡ  ᷄ḁ.  

 

 
[֚ὧ 37] Windows Defender ℮ Ⱡ   
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4.2. Process Manager 
# [T1057] Process Discovery  

Ý  ֥ᶾ   ♄   ἛⱢ  ᾨἜ ֥  ᾞ, ὗ בּ    

⁫  ꜝἶⱭ Ṵ   ἛⱢ ὗ ҙ  ἰ  ʊ “ Ṵ Ἓ ṏ ּב ᷄ḁ. 

 

 
[֚ὧ 38] Process Manager ֥  ʒ

 

  



 

Threat Intelligence Report  

Genians Security Center                                                                                                                 31 

# [T1543.003] Create or Modify System Process: Windows Service  

Ý ḏ ֥ᶾ    ἛⱢ ὗ ἰ  Ӓ , ²Rcpkgl_rcNpmacqq³• ὗ  ἰṎ 

ἛⱢ  ⁫  ἰ ὗ ּב  ἛⱢ  ⁫ὗ  ּב ᷄ḁ. 

 

 
[֚ὧ 39] Terminate Process •  
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4.3. File Searcher 
# [T1005 ] Data from Local System  

# [T1020] Automated Exfiltration  

# [T1083] File and Directory Discovery  

Ý  ֥ᶾ  ӤӉ ҍ  ὗ ҍ    ♄  ²ZIP³ Ἓ 

 Ṡ, ӤӉ  ♄―Ἓ ꞈ  ʊ֥ᶾ ᷄ḁ. ӤӉ  ʊ  ֥ᶾ   ῄ♄ ῳ ♄ Ṵ  

ῨҔ  ⁫ὗ  ּב ᷄ḁ. 

 

 
[֚ὧ 40] File Searcher ֥  ʒ

 

Ý Genian EDR5 ♄  ʊ  /  •  ²Pcj_rcbDgjc³• ὗ   /  

  ֥ӒἛ ῳ  ᾤ Ṵ  ⁫ὗ  ּב ᷄ḁ.  

 

 
[֚ὧ 41] RelatedFile •  Ἓ  ֚

 

  

                                           
5 Genian EDR 

https://www.genians.co.kr/products/genian-edr/
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Ý Ắ , ²DgjcSnjm_b³ • ὗ   ♄ ӤӉ  ♄―Ἓ Ἓṫ  Ӧ ḓ◄ IP 

ꜙὗ  ּב ᷄ḁ. 

 

 
[֚ὧ 42] File Upload  
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4.4. System Shutdown/Reboot  
# [T1529] System Shutdown/Reboot  

Ý  ֥ᶾ  shutdown.exeὗ  ▐   ҙ Ἓ ₐ  ῳ ἰ  .ḁ᷄ בּ 

 

 
[֚ὧ 43] ҙ  ₐ    
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4.5. Password Recovery 
# [T1555.003] Credentials from Password Stores: Credentials from Web Browsers  

Ý  ֥ᶾ   ⃰Ớ  ṅ Ἓ֚  ֥ᶾ   Ṏ Ӕ  ⁫ὗ  ʊ֥ᶾ ᷄ḁ. 

Chrome ⃰Ớ  Ӓ  ṅ Ἓ֚  ֥ᶾ   Ṏ Ӕ  ⁫ὗ 

²\ AppData\ Local\ Google\ Chrome\ User Data\ Default \ Jmegl B_r_³  

 ә ᾞ,  ֥ᶾ  ḏ   Ӕ  ⁫ὗ ᷄ḁ. 

 

 
[֚ὧ 44] Login Data FileRead   
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4.6. Send File 
# [T1059.001] Command and Scripting Interpreter: PowerShell  

Ý  ֥ᶾ  ӤӉ ҍ ꞈ     %Temp% ӒἛ  ә 

Powershell  ²Qr_pr-Npmacqq³ᾤἔ ὗ   ʊ֥ᶾ ᷄ḁ. ӤӉ  ʊỨ♪  Ṵ  

Ⱡ ṫὗ ꞈ  Ⱡ ὗ ּב  .ḁ᷄ בּ 

  

 
[֚ὧ 45]   ◕Ⱡ ῳ  •  

 

 
[֚ὧ 46]     
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5. ӍἝ ῳ ḓ   “(Conclusion) 

5.1. ӍἝ 
Ý ӤӉ  ʊӤӉ ⱠӤ Ὅ  ᶋ  ֥  ◄ ꜙ  U Ἓ֚Ừ ♥  Ἓ  

AsyncRAT   ʊ  ⁫ ә ᾞ, Ḇ ῳ  ὗ  әḻ ә ᷄ḁ. 

ԃᵒ ♄ʊ  ◄ Ἓ֚Ừ  U Ἓ  U ᵒῄ Ἓ  ḻ  ḻ ὰ (*.chm) 6Ṵ   

ṍ  ʊ  ꜚ Ἓ ῼӋṍә ᷄ḁ. 

 

Ý Ắ , ֜  ʊӤӉ ṯ  Microsoft OneNote ὗ  AsyncRAT  QuasarRAT ῳ 

NetWire  Ҝ  RAT   ʊ  ῼӋṍә  ▐ ṯ  ҍ ᷄ḁ. 

 

 
[֚ὧ 46] OneNoteὗ  ṍ  ʊAsyncRAT 

 : Trustwave - A Noteworthy Threat: How Cybercriminals are Abusing OneNote « Part 2  

 

  

                                           
6 Ἓ  U  ᵒῄ Ἓ ▐  Ⱡ ḻ ὰ  ԃ  o  

https://asec.ahnlab.com/ko/33329/
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5.2. Genian EDR   ḓ (Response) 
Ý Eclg_l EDR Ӓ ♄  ʊ  Ҏ  ẁὖ  •  ὗ  ↑ὔә Ӏ ḏ 

ḁ᷄. ‗  ʊRAT(Remote Administration בּ    Tool)   ӤӉ Ἓ 

◄  Ӊ  Ἓ֚Ừ   ▐ ẋῄ֥  בּ   ҍ Ἄ    ᵁ ᷄ḁ. 

Ὥ Genian EDR  ▐  Ӓ   ֥ḄӔ ♄   • ὗ ә ḓ  

 .ḁ᷄ בּ

 

 
[֚ὧ 47] Genian EDR   ὣ Ớ  
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[֚ὧ 48] Genian EDR  Өὣ  
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6. ӤӉ  (Indicator of Attack)  

6.1. MITRE ATT&CK Matrix 

Tactic Technique Description  

Initial Access T1566.001  Phishing: Spearphishing Attachment  

Execution 

T1059.001  Command and Scripting Interpreter: PowerShell  

T1059.003  
Command and Scripting Interpreter: Windows 

Command Shell 

T1204.002  User Execution: Malicious File 

Persistence 

T1543.003  
Create or Modify System Process: Windows 

Service 

T1547.001  
Boot or Logon Autostart Execution: Registry 

Run Keys / Startup Folder  

T1053.005  Scheduled Task/Job: Scheduled Task 

Defense 

Evasion 

T1027.010  
Obfuscated Files or Information: Command 

Obfuscation  

T1036.005  
Masquerading: Match Legitimate Name or 

Location 

T1112 Modify Registry  

T1497.001  Virtualization/Sandbox Evasion: System Checks  

T1562.001  Impair Defenses: Disable or Modify Tools  

T1564.001  Hide Artifacts: Hidden Files and Directories  

T1622 Debugger Evasion 

Discovery 

T1057 Process Discovery 

T1083 File and Directory Discovery  

https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1543/003/
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1053/005/
https://attack.mitre.org/techniques/T1027/010/
https://attack.mitre.org/techniques/T1036/005/
https://attack.mitre.org/techniques/T1112/
https://attack.mitre.org/techniques/T1497/001/
https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1564/001/
https://attack.mitre.org/techniques/T1622/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1083/
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T1555.003  
Credentials from Password Stores: Credentials 

from Web Browsers  

Collection T1005 Data from Local System 

Command 

and Control  
T1573.002  Encrypted Channel: Asymmetric Cryptography  

Exfiltration  

T1020 Automated Exfiltration  

T1048.002  

Exfiltration Over Alternative Protocol: 

Exfiltration Over Asymmetric Encrypted Non -C2 

Protocol  

Impact T1529 System Shutdown/Reboot  

[  04] Mitre Att&ck Tactics and Techniques  

 

 

https://attack.mitre.org/techniques/T1555/003/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1573/002/
https://attack.mitre.org/techniques/T1020/
https://attack.mitre.org/techniques/T1048/002/
https://attack.mitre.org/techniques/T1529/

