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1. 7H& (Overview)
1.1. 2I# #Ho|A EM(Threat Case Study)

O GSC(Genians Security Center)= 2|8 0| A EAMS E3
Operations2t TTPsOl| 22X &2 LHZ517| fot H7E TIdstn JUSLICE

Ral
b
il
|0
HU
=
H1
ig_}
m
rr
]
N
>
10

& HO|A = AsyncRATEH= 12 X0 =72 (RAT, Remote Administration Tool)S

o
°
otEot= APt 2HARE FES| HAFD oY RATE 4ol SAXIS2| TTPsE MEJUSLI,.

O RATE Y 8Y 42, AdIZEE HZIOHX| 40t FH B3| 3 AA/R MO 52 ofd HRIE
ot 4~ | ME0 SAXIE AO[of| M 1ES| 481 U2H, 0[2{3F 0| F2 RAT(Remote
Access Tool) S0 2 E2|7| = gL},

O Ct2H| W2 AL XSO Qs AFRE|1 Q0] Mo ZZaaioZ
0| B SH RAT Client IS ®|&kstD
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1.2. AsyncRAT 0|ZF?
O AsyncRAT2 NETLZ JNHE QEAAZ 2019 GitHubo|| S22 SIHRSLICE.
AsyncRATZ2 A|ARIS BLIEZSIT HHACE HoE o~ Q= ¥ 22| T2 3H0 2 LS| 2t
SAXE0| s &S| UEE|T U0 S 0| XIFIHE| RESHA AEZE S 42| 109 2tof|
7| ZE[0 ASLCH.

H

MALWARE TRENDS TRACKER

Most known malwares from all over the cybersecurity world

Search by malware name. . Y Filters

Stealer

Amadey Infostealer

Agent Tesla Trojan

Formbook Stealer

Trojan

Trojan

WannaCry Ransomware

Smoke Loader Loader

Remote Access Trojan

Raccoon Stealer

[02101]2023F 2T E EoF

-1 OoO-1-——

Z£X : AnyRun - Malware Trends Tracker
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O AsyncRAT2 AMHe| BHF S Sl S2t0|AEE H|0f5t= MH / SEI0|AE F2F JHX| 1
QIZLICE BHoF, BHXP} RESE AsyncRAT 22H0|E THUS MBHXP} AeHs H, BHRH=
Otz 1 Ziat 20| Lot WRES Sl LA PCE MO = ASLIC
Y AsyncRAT 0578 23 11:02:06 - O P4
Clients Logs Thumbnail Tasks
IP Address Country Group  HWID Usermame  Operating System Payload Yersion  Installed Privileges  Anti-Vir
7 ‘IZT,D‘D,IIEBDB LocalHost Default BOTIDCBED3BEZESCACEC GSC_¥ong  Windows 10 Pro Gdbit 0,578 @ ABOUT User Window
Q Send File »
’_ Menitoring 3
@ Miscellaneous 3
{eesp Extra 4
ES Client Managment  »
E Server 3
< §0% BUILDER >
[Motification] Online 1 Selected 1 Sent 170B  Received 654B CPU 2%  RAM 32%
[12 02] AsyncRAT Server 2tH
Command Wltl_m
& Control
P
U — /_L\;é\ <
L] —
AsyncRAT
Hatiker Server
A .. p—
pad
éﬁvn:iﬁT Potential
lent Fle Victim
[O12 03] AsyncRAT SEX
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2. 20| E I M7 (Client Build)
O AsyncRAT Builder 7158 Sofl MBoIN H&s YU Seots S210/91E THUL Rxfer
4+ Qlom, M| IP FAQEE 47 U S8} SOl Tyt 342

2.1. Connection AN
O Connection A0 A= MH IP T4t ZEE e £~ IOH, 72X O = 6606, 7707,

8808 LEE Aot USLICE F7t=, Pastebin'0[2t= HIAE M7 3l 37 MH|AE MHEZ
AP S 4 QI J1SE XIZol BHH= KHAIQ| IPS 2710, TSt PCS X0f2 2 JUBLICE
Y Builder - | X
Connection [nstall Misc  Assembly  lcon Build
Connection
DNS Part
127.0.0.1 BE06
07
8808

[] Use Pastebin

Pastebin Ihﬂ_p s://pastebin,com,/raw/s [4cUU "-ull

[12] 04] Connection 47X

1 pastebin €l AJO|E

Genians Security Center
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2.2. Install AH

O ald 282 OS2 R E AsyncRAT 22i0[AE IAS =2(7| fler SHYLICE Ol SHE
MRSt HQ J|E Z20|E MIUS ZAHXPL X|KSHIIUNO 2 243111 Qlo| Az 2 = AL
O[SHAI2 2 E SE0|HE MYUS =2 5+ ASLHICL

¥ Builder - O X
Connection Install Misc  Assembly Icon Build

Install

OnN

Filename fAsyncClient exe |

Folder %appData% ~

‘f/oAEEDqta%

[J2l 05] Install &

2.3. Misc &AH
O L2 M9 2= AsyncRAT 22I0|HE T2 MAE 2AKX|K|0|A S22 T2MAZ HHSH=
M1F Anti

Process Critical 40| 2, &4 8! 20t SRJ9| &X|S T[] ?fet =2t &

Analysis 82 HSot USLICE

Y Builder - a X Y Builder - O X
Connection Install Misc  Assembly lcon  Build Connection Install Misc  Assembly Icon  Build
MISC

Group

Default ]

Mutex [7] Simple Obfuscator

[AsyncMutex_BSIBOKPnk ]

Build

[] Anti Analysis

[] Process Critical e

Delay (seconds)

R

[O2l 06] Misc ™

Genians Security Center




Threat Intelligence Report

2.4, Assembly / Icon &7
# [T1036.005] Masquerading: Match Legitimate Name or Location

O 3t T 22 HEot0l0|2S X MHE 4 lon, XX MUl £ HEetojo|2
E 1

X[ O 2 SAfef AsyncRAT S210|01E Ijolof g% 4 UALICL B2AXIE X LT
Z2 00| 44 HE9t 00|22 HEH ALSAIS| OIS W 4 USLIC,

Connection Install Misc ~ Assembly |con  Build 4 | B « Windows > System32

Assembly Information
Enable
Product: Microsoft® Windows® Operating System
Description: HZE
Comnpany: Microsoft Corporation

i - . - 952 ntprint.ex
Copyright: Microsoft Corporation, &l rights reserved, :

B2 odbcad32

Trademarks:

Original Filename: | Notepad

Product Yersion: 6,2, 19041, 1865

File Version: b.2.19041. 1865

£¥ OOBE-Maintenance.exe

B OpvnWlth exe

I+ O[E(N): |notepad.exe | |Executable (*.exe)

A
i i Icon i
Connection Install Misc  Assembly Build | B« Windows » Systema2
Add lcon
[4 Enable
Path ot
C:‘WUserSWGSC_VanWAppDataWana\WTemp’w‘tmpFSflC,tr‘ —/ t - . 2023-05-05 2¥ 923 £8

- ‘ B Tooks
IH odbcconf.exe
I ofdeplo
OneDrive I omadmclient.exe
I omadmprc.exe
£¥ 0OBE-Maintenance.exe
I openfiles.e

OpenWil

[12] 08] It Ot0|Z 27
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0
o
for
lot

0%
=]

tel sjA] 2ot XM oF HA

=4 4
23
o
oz £3 W=z
58 S8 =20¢
opg HE 6.2.19041.1865
HEOE Microsoft® Windows® Operating System
AsvneClient HE =H# 6.2.19041.1865
syncClient. 5 o . ) )
Y ore HNEA © Microsoft Corporation. All rights reserved.
27| 145KB
ST SM 2023-08-03 2% 152
paly| giot 28
2E It 0|E Notepad
S

(i)

Jiot
B
ojo

ol 2

(@]
(o)
—_
0x

d=l AsyncRAT Client It
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3. X7| 4ldli(Initial Execution)

‘d-get AsyncRAT 2e0[AHE TfE S & lE F2, TX Build 20|l HESt 2 FH0f [ef
MHSe
= =

3.1. Initialize Settings
#[T1027.010] Obfuscated Files or Information: Command Obfuscation

o = O
A Al M IP =22} Port 12 B! Process Critical 2| 28 &
XIS |}

L_od

028 SRS WE UT0l AESZ561 BASECS) BNSSSS Brost 501 MM, offs 23
Mol 23} 3|= PBKDF2? Y1252 Soi AAELIch

public static string "O0/TtgHGmj40FLE I OnW+Ui CUKPZETrELRnaHHCA Zht I¥ap¥ IgrGaIR+ERYERF SYOptWDA=="
public static string “YLThIgM=0badUm0Gnk 4y | sB Zw+tBAmdON2 |

public static string Yersio “kwglmi+iFFhRUNDYSPA4Hen/wTfJ42n NoxTmngnO4pluil+0mCd

public static string Install "o2gne wRENtBMRACA6  mF 10RHEhg27eBH2Y r i FzC4oPRC

public static string InstallFolder =

public static string InstallFile =

public static string Key = "SHIGRUNpRYBKDOFAMI 5009 | dEk4YmETETFOKDY ="

publi

2 PBKDF2

Genians Security Center 9
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O X, Rfc2898DeriveBytes 2E{AZ PBKDF2 Y1E|SS AR 223} 7| & AMdefLCt.

public (string masterKey)
if (string. (masterKey))

eptio

O 0|2, HYE 715 AH8H AES256 € 12|EC = Y2otel 4 YHSS SoetelL(ch

1

public bytel] Dec (bytel] input ]

if (input == null}

throw new Argumenthul | eptionf"input can not be null."}

[1r It:
g (MemoryStreamn memo = new Memor reant input )

rviceProvider = new

= Ciph

= th
new HM:

ream. TOATT

eptiont " Invalid m

new by
new by

0, arravd, O, arravd,

result = ar

Genians Security Center 10
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OREAAAITZ=TOI CyberChef® & Soll S2210]| AFRE|= 7|2 HHotn A0 HEES
Eoote QIO 223 7| Mdof| Zast %;EE E20|HE DY LHEO| HHE| USLICE,
O PBKDF2 7| Mi0f| Z ot 0jJH = CFE 0 25 LT

DK = [ Passphrase, Key Size, Iterations, Hashing Function, Salt ]

- DK:ddE 3|
- Passphrase : H/ZHD (
- Key Size : Mg 3| 20|
- lterations : BtE =l

- XT

SCf0|AUE It LHF S| Key &)

- Hashing Function : 7|2X 2 2 SHAT & A&

- Salt:

adsyncClient .exe”;

(g =

38 ) ABOUS | dGK4YmETSTFOMDY =

Recipe

Derive PBKDF2 key

+ 0O =]

SH16RUHpRVBkb9 BASE64 ~

50000

N
Ul
D
4

SHA1
\xbf\xeb\x1le\x56\.. HEX~

masterKey)

LmastekKevi}

{Rfc289
(masterKey, Ac

Tr Raw Bytes <= Lf
Output Key B0Om::
7013¢82a995¢18605cf9e623bb1e0859b209cf7f6f2a08aa23b3627f4b51
f83c¢
[2& 13] 528t 3] Hd
O 2% Y= H0|E|= otz 21} Z0| 3742 #2 = LI+, DATA ZE0| 273 FEoF Y=et
E|0 ASLICY.
3 CyberChef €l AfO|E
Genians Security Center 11
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+iCUKPZBTrX

"0/ TtgHGmj 40FLE | OmW

tIYgp¥lagrGs | R+ERYEBhPGEH tWoa==";

Recipe

From Base64

A-Za-z0-9+/=

Remove non-alphabet chars
[[] strict mode
To Hex

Space 16

Input

0/TtgHGmj4QfLE10m+UiCUKPZBTrXLRNgHHCc95ZxcCO9ZAL1VgpV1grGAIR
+EhY8hPGhSSjOTxs5GZYCpthOA==

me 82 =1 Tr Raw Bytes &= LF
Output R0 mE::
3b f4 ed 890 71 a6 8f 84 1f 2c 49 4e 99 6f 94 88 AuthKe

25 24 3d 90 53 ad 72 d1 9e 81 ¢7 73 de 59 c5 c@ Y

b4 f5 90 2d 95 58 29 56 5a ab 18 02 11 8 48 58 \")

2 13 c6 85 24 a3 39 3c 6¢c e4 66 58 @a 9b 56 38 DATA

(2

Genians Security Center

14] 27 YL HO|H 7=
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7013¢c82a995c18605...

B4 F5 90 2D 95 58..

Output
Raw

O ¢ ZHHojM Y=l 7|2 Sl AES256 2232 & F L of2lf O30t 20| os
Y FHE 2olg & JAGLICH
Recipe < | Input + O3 § =
F2 13 C6 85 24 A3 39 3C 6C E4 66 58 ©A 9B 56 38
AES Decrypt

HEX~

HEX ~

mc 47 = 1 Tr Raw Bytes <= LF
B0m:C

Output

|6696,77B?,88@8 |

[ 15] LE MY YH 523t

O AsyncRAT O|M AR E[= 2= 27 HE = of2fe| B2t 5Lt
e EE
Ports ME2t2 E*|01| AFEY E
Hosts MH 1P 2
Version AsyncRAT H-I?H qE
Install Install &4 A48 & (true/false)
InstallFolder Z2I0|HE O} A B2 (%AppData% EE= % Temp%)
InstallFile AsyncRAT 22I0|HEQ| IHUH
Key 539} 7|
MTX Mutex O|&
Certificate MERLS| TLS S0 AFRE|= QIBA HE

Serversignature

ME A|OLA HE

ServerCertificate

Mef QIS He

Anti Anti Analysis &% O£ (true/false)
Pastebin Pastebin A& & (true/false)
BDOS 2 T2MA M K E (true/false)
Group Build 2HFYoilM X’ get &Y

Genians Security Center

[ 01] 28 8=

FElof UE
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3.2. Mutex
O Lo 2, 2 A& 8X|517| /sl Build ZFIH|M X| Y3t 0|52 2 MutexE M TL|CT.
arof, 22 0|52 Mutex?t EXFICIH T2HAS SR EL|CH

— (=]

result:

LCUFFEnt App Ut e , HTHE, result )

3.3. Anti Analysis

O CIZ22 Anti Analysis &430] 2FE|0f QUCHH, 5749 gt % ol oty 2 S CHAE
BIRIRILICE 2Hef, 5ol 20| = & SfLtEtE ST E CHH | AS
SELICL

# [T1622] Debugger Evasion

O CheckRemoteDebuggerPresent &fE Sl AsyncRAT ZZ M| A0 C|HZA T2 M[AD}
AZE|N U= 2folgfL|ct.

flag =
result:

(Process.

result flag.

result:

[1& 17] Debugger &X|

Genians Security Center 14
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# [T1497.001] Virtualization/Sandbox Evasion: System Checks

O WMI(Windows Management Instrumentation)S S A| A& HE0f| JpatH Al 2t
EXtER! "VIRTUAL", “"vmware”, “VirtualBox"0| |0 QU=X| ZQI8H S A|AHIO|
A AIQIX| EFX|SEL|CE,

2her management Obj cher = new ManagementObie er t + from

jectCollection managementObjectCollection = managementObjectSearcher.

ect in man

return true;

return false;

O MEHIA D8 42| T2 2001 “Sandboxie®' 7t AFE25SH= DLL Ot QI “ShieDLL.dII"2| 3HZ0|
ZEXSH=X] 215 TAXH A|ARIO| AHEEFAQIX] EBFX| LY,

private static bool

bool result.
try

("Sbieldll.dll"). Talnt32() != 07}

result

result

result = false:

return result:

[32] 19] SbieDLL.dII

3

r
i
Jlot
ro

4 Sandboxie

Genians Security Center 15
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O A|AEIE2H0|E 30|79t 2F 60GBEL 2 AHLE Z42X| H| W BHLICEH AsyncRAT M|&HAH= CHEE2|
2EME Obat HAIO| 2|48t CIA R AT|E JHX| 10 QL= M2 2|1 C|AT AJ|E S5t Ot
A BEX| B S Aot Ao 2 FHEIL|CY

num =
Oriv H|nfn[

<= num )

O A|AH!I 2A9K|X| O|20] “xp" 2XIYQ0| ELEtE|
WindowsXPQIX| EFX|EFL|C,

2
£9

=X 2helol AR A AR AKX

= O

Computerinfof ). .ToLower( ). Contain

[2& 21] Windows XP &9l

Genians Security Center 16
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3.4. Install
O Build Z40{|A] Install 4
AHERHE SOl X|S5HE /XIS
= %Temp% J20| X|Hst o

MEHS A, AysncRATS Hotof 2} 3| K| AEZ|L}
2| 2ot d- 2 +l5t X2 | X2 %AppData%
FUHO 2 SALRILICY,

O 1M, AsyncRAT 2 H| A0} BH2| Xt HEHO 2 MMSI=X| 2fol 3, Asto| w2t X4
SRIBP| Sfst #9IZ S|

T od

—_

WindowsPrincipal (Windows|dent ity. (1. 1sInRole

(WindowsBuiltInRole,

1) | ASY B

= OoT

# [T1053.005] Scheduled Task/Job: Scheduled Task

O Y 2 Z2{0f 2320 Al Xp2| Xl E Hdot= o XS doll X&dS FAIFLICE

Frocess, i Froc artinfo

“cmd”,
[]

‘create /f fsc oonlogon Arl highest Atn #"°

(filelnfo. T,

lindowstyle.

[17] 23] A3 &2 E 2 X &d 74

—

Genians Security Center 17
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2 file event

cmd.exe
pfocess
1

9/‘:;:

schtasks.exe
child process

.
Process

2023-08-04 11:5%:55 © ChildProcessCreate N

L
Event Time 2023-08-04 11:59:55

Event Type |dProcessCreate

Process Name cmde

Process Path

Process ID

L]
CHWindows¥SysWOWeawemd. exe

8068

Process User 1D charlie
Integrity Level HIGH

Child Process  schtasks.exe B

Command Line

Detect Type
Tag

Custom Tag

e e

X A 2023-08-04 11:59:58

B Wz EP Avtorun

s

g0 WY BEE OISR AE wY
(ScheduledTaskCreate) @

X A htasks.exe

UE= 60%

MITRE ATTACK

2) 22|XtH

—_ =

sto] o 2

£ setofef

SEPOE

#[T1547.001] Boot or Logon Autostart Execution: Registry Run Keys / Startup

Folder

X AEE| XtE A =22 Rundf| 7|1& F71510 X|&d & |AIRLIC.

s
- O

{ "#WnuRtHno i srevtnerrud

"+ filelnfo.

Genians Security Center
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3 file event

9.

-~

AsyncCIient.e;(e\

rocess
s

1 registry event

el 1 registry

regisiry event

L)

=3 Jye
Event Time
Event Type

Process Name

event

2023-08-04 12:48:04
RegSetvalue @

AsyncClientexe B

RegKeyPath

RegValueName AsyncClient

HKEY_USERSWS-1-5-21-4084837714-607536635-
453814562~
1108#%SOFTWAREWMicrosoftwWindowswCurrentVersio

n¥#Run

RegValue "C:wUsers¥charliewAppDatawlocalwTemp#AsyncClien
texe”

RegDataSize 108

RegDataType REG_SZ

Detect Type

g oan

Custom Tag -

PIE HE

X Az 2023-08-04 12:48:04

X Ay EQP sutorun

i OlE|RE By

= ID S|y 222 AHSHE 58 (suspiciousAutorunFile)
@

oA ¥ AsyncClient exe

HE = 60%

MITRE ATT&CK

Registry Run Keys / Startup Folder

Genians Security Center

[23] 26] HIX|AEE|IE ot X
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# [T1564.001] Hide Artifacts: Hidden Files and Directories
# [T1059.003] Command and Scripting Interpreter: Windows Command Shell

O X[&d& |AI512] 2[eh 2¥= O™, Build 2F0f|A X|get 201 AsyncRAT 22(0|HE
A

IS Gt O|%, Mg El AsyncRATS CHA| Hlish= BAT IS EE0F 7 2-RLIC.
2HS OFE BAT THE2 AP2F APX|EILICY.

Ztream str Filestream{filelnfo. , FileMode.
[] . (filelame )

0, array.

i Writeli
:r Writeline
~ WriteLinef "DEL #

tartinfo

:Wihdnwﬂtyle.

[ 27] AsyncRAT 44 B! BAT O}Y E&

Genians Security Center 20
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~
~

. ~
AsyncClient.exe -
process ~

3 file event

idll 3 file event

file event

B2 24 AH

(=N |
0O AsyncClient.exe H«
0 tmp49D4.tmp.bat v
2023-08-04 12:48:04 O FileCreate e
HHa &
T+ gE
Event Time  2023-03-04 12:48:04
Event Type FileCreate @

Process Name AsyncClientexe

Create File CwUserswcharliewAppData¥lLocalwTempwimp49D4t
mp.bat

Detect Type

Tag

Custom Tag X389 BlaE F

JEET

B AZ 2023-08-04 12:48:05

X AN EE3P Anomaly

he

£ Dropper 2l&d T2 M= (SuspiciousDropper) @

A a4 tmp49D4.tmp.bat

HEE 40%

MITRE ATT&CK il pearphishing Attachment

Dropper 2|8 Z2 M~ (SuspiciousDropper)

or o

% %applocal

A4l %appdata 1% %temp?

42 U B Y7 BISEAOIL %downloads B

[02 28] BAT It Drop 9| &X|

Genians Security Center
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2 module event

child process

cmd.exe

Soine

KL

Event Time

Event Type

Process ID

cmd.exe

2023-08-04 12:48:05

Process Name cmd.exe

Process Path

Process User ID charlie

Integrity Level MEDIUM

ProcessStart

2023-08-04 12:48:05 ~ 2023-08-04 12:48:08

ProcessStart @

C:HWINDOWS#SysWOW64wcmd.exe
9580 @ 5928

[Command Line

¥Temp¥#AsyncClient.exe

Tag  cmd [ script
Custom Tag 8 =

o o ge

. File Name cmd.exe
7’
@ File Type PE
® MD5 dofce3afabaald58ce9fa336cc2b675b
) N " SHA256 4d89fc34d5f0fobabd022271¢58529477bf4 1683424609
2 file event timeout.exe AsyncClient.exe _
child process child process 91dea30530fdb25e22

Create Time  2023-05-25 17:52:16
Modify Time  2023-05-25 17:52:16
Drive Type FIXED

(02 29] BAT IfY AT ZE 5l AgH EFX]|

OJHIE A|ZH EHX|  oMIE ¥M 2R
2023-08-04 12:48:08 FileDelete
2023-08-04 12:48:05 @ ®  FileCreate
2023-08-04 12:48:04 ([ ] FileCreate
2023-08-04 12:48:04 FileCreate

Pl
tmp49D4.tmp.bat
AsyncClient.exe
tmp49D4.tmp.bat

tmp49D4.tmp

O[HiE QoF

emd.exe T2 A ~7t C:WUsersWcharlieWAppDataWLocalWTempWtmp49D4.tmp.bat It 22 A FHELICH

AsyncClient.exe Z2 A 27} C:WUsersWcharli

Data¥l

Client.exe TH2lS WHIHSLICL

AsyncClient.exe = 2 M ~7} C:WUserswcharliewAppDataWLocalWTempWtmp49D4.tmp.bat Tt S M 43S L|CH

AsyncClient.exe = 24|~ 7 C:WUsersWcharlieWAppDataWLocalWTempWtmp49D4.tmp Tt S 4 SLICH

P Y

Genians Security Center
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3.5. Critical Process
O Critical Process 48 A5t AsyncRAT S210|HE MU S 22 |X} Mo Z Aldhghs
AL, RtlSetProcesslsCritical 425 AMRSH Xt7| XAtAl TZMAS £Q EEHI&(Critical
Process)2 s, ZHM 2 S2E|X| Y=F H gLt

onEnding +=
0

(10, 00U, oud

[OZ31] 532 T2MA MHH

O oz 20| HEE AsyncRAT Z2M|A= 2R T2AAZ RREH, 2N S2E Al

EENZ 45 ¥IIE ARESIYE MSK HEFE AH2

Genians Security Center

14% 52% 0% 0%
S AFER CPU 1 [=kd 23| YEYI | M ALY FE A
8] 7% P 0% OMB OMB/s OMbps D% 2= L LN
23 ok ¢ 0% oMB OMB/s OMbps OF2 22 e
AJE 0% 10.8MB OMB/s OMbps Of2 RS 0
Windows Z2M|A (81)
[5] AsyncClient.exe(32H| E) 0% 9.2MB OMB/s OMbps Of® 22 o
(B e — X OMB/s OMbps Of 22 ke
[ OMB/s OMbps Ofe 28 O
A|AE T2MHA " i I2H|EYS(E) ZLYA|A
i Al gl T2 A 'AsyncClient.exe(32H|E)'2(8) ZUAIZ OMB/s OMbps D§S 28 e
ERtiE
OMB/s OMbps O§S 22 02
0| Z2ZHAZ ZLT Windows7t AFRE &= 2iA SIALL B2 &0 HTUSHA| 2
& 2 gojE7t 248 5 A&LCH /q A4S OMB/s OMbps 22
= OMB/s OMbps =22
XASHX| 22 [O|E 2 2L == FH=
= (0 M¥sHx| 22 GIOJE S Hi2ja ZETLIC OMB/s OMbps us
7] System Interrupts 0% OMB OMB/s OMbps g8
1 Windows 212 S8 =21 0% 0.6MB OMB/s OMbps 2 v
<
s (D)
=l =
23215 T2MA 30 %
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3.6. Connect
# [T1573.002] Encrypted Channel: Asymmetric Cryptography
O AsyncRAT 220X Build 2PHO| A X|H3H IP A2} PortE
1lE Ao, 04’401| 8 %%* B, LA} AR HEE HE0t M| =0t B-ES
CHO[2fL|Ct.

S5 AsyncRAT AH2}TLS

Source Destination Protocol  Length  Info
ELilH FEELR TCP 66 49732 - 7707 [SYN] Seq=0 Win=51200 Len=0 MSS=146@ WS=1 SACK PERM
TCP 54 49732 + 7707 [ACK] Seg=1 Ack=1 Win=51280 Len=0
TLSv1 149 Client Hello
TCP 54 49732 + 7787 [ACK] Seq=96 Ack=1994 Win=51280 Len=0
TLSv1 228 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
TCP 54 49732 + 7787 [ACK] Seq=262 Ack=2853 Win=51141 Len=8
TLSv1 128 Application Data, Application Data
TLSv1 416 Application Data, Application Data
TLSv1 128 Application Data, Application Data
TLSv1 176 Application Data, Application Data
TCP 54 49732 + 7787 [ACK] Seq=894 Ack=2127 Win=51867 Len=@
TLSv1 128 Application Data, Application Data
TLSv1 176 Application Data, Application Data
TCP 54 49732 + 77087 [ACK] Seq=1890 Ack=2387 Win=58887 Len-0
TCP 54 49732 + 77087 [ACK] Seq=1890 Ack=2429 Win=58765 Len=0
TLSv1 128 Application Data, Application Data
L TLSv1 176 Application Data, Application Data

(27 33] S T2

# [T1048.002] Exfiltration Over Alternative Protocol: Exfiltration Over Asymmetric

Encrypted Non-C2 Protocol
O Mt 410 d5E F2, LA A|A”RIC| HEE sHo Mtz HEefLCt

"Client Info";

{"Microsoft™, nu

eplace{ "true”, “Admin”).Replace(”

ersalTinel ). ToStrina( );

EEEARECEEPSIEES

Genians Security Center
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0| Y
Packet “Clientinfo” 22Xt
HWID XA X StE BE
User ArEXO|E
0S YA HE
Path AsyncRAT It A=
Version | AsyncRAT H& HE
Admin Mot JH
Performance | 21X 2/dotEl =2 & HE
Antivirus | AX|E WA HE
Installed | AsyncRAT AX| A|2t
Group Build 2Pg0llM X|get 25

02+ L85 82

4, 7|% (Function)

|-7§-I 0|

:'i‘
ru|o
r_>d
0 >

O AsyncRATO| X|I5t= 7|52 CH1t 22
xIsHSH

OfH, MO S2fO[AEI} Fd X2

A& 2t540l &2 R2HX| 2|50 thsh 242

CH LI C.

== jlh gu:i
=TT o
To Memory SAXP TS0 IS S M| 2[0f| A Al
Send File . SAXPD TS IS CAT0| MY =
To Disk AISH
=23
Remote Deskt SIH HL|EZ /2tH ATZIAMK /I |HE/
emote Deskto
i np2A o]
Keylogger 7|HE ¢ FE SEEE O0[E &3
Password Recovery U HEtR X Xt 2391 A1 &
Monitoring File Manager O 2| A E HL|ER G Ao
Process Manager Al =01 T2 M| A PLIER] 8 X0
. 2PolE =R H M0 XYt EXAHE
Report Window
=X
Webcam 2 2 X0
Miscellaneous Bots Killer EX m2 3l Aty
USB Spread USB C|AS 28 H|0| 2= /d-d

Genians Security Center

, QS MM S OFX|H AsyncRAT S210|HE = U 21240 2 Keep Alive
FEFSC

AlS o ot =
2 A8 ZUZ He|a, 7

25
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Seed Torrent EHE T2 7313 E51210| M HYIT
Remote Shell HIHE 2l H|of
DOS Attack DOS &4
Execute .NET Code fjw RIS e NET 22 Hi2E|oA
= O
Files Searcher Xt SFYRIE I T MHZ TS
Visit Website Y| Y AO|E B
SAXP Xt 2RE S 21 H|A|X] 2fA
Send MessageBox AlsH
= O
Chat K| Ol X 2
Extra Get Admin Privileges Hot oS
I[SH A|ARIC| 2tH TXIE Y 2fHo =
Blank Screen
17
Disable Windows IO CjmI H[Es
Defender
Set Wallpaper HIEoHH A
Close SCO|ME ZZAMA EZ
Restart S2J0|HE T2 A|A XHA|EH
Update SC0[HE Mt HH|0|E
Client Uninstall SCI0|HE THA AfK|
Managment | Show Folder =0 2L EE
Logoff AMARIEOQD
Restart A| AR T EE
Shutdown AAR B=
Server Block Clients SLI0|HE K}

[E 03] AsyncRAT 7|5

Genians Security Center
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4.1. Disable Windows Defender
#[T1562.001] Impair Defenses: Disable or Modify Tools

O 3AXt= AsyncRATE| Disable Windows Defender 7|52 S3ll Windows DefenderE

USLICE siE 7|52 Aldliet AL, Powershell9| “"Get-MpPreference -

AL
T
verbose"HWHNHE E38l| Windows Defenderd| M= ™A gl MM S 310ISHL|C},

st be an adninis

[2&] 35] Get-MpPreference -verbose @&

Genians Security Center 27
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AsyncCIrenE\exe
process
1 \
I 1
J 1
! 1
! 1
‘' 1
I
, 1
, 1
i I

®

4 module event 1 registry event

2 network event
outgeing

A
powershell.exe
child prdcess ",
]
1 A"
! “
I
N ]
7 1
7 1
7 ]
]

&

®

powershell.exe

child process

powershell.exe

2023-08-04

kL]

Event Time

Event Type

Process Name powershell exe

Process Path

Process 1D

Process User ID charlie

13:39:07  ProcessStart ¥
=]
2023 13:39:07 ~ 2023-08-04 13:39:10
ProcessStart @

CHWINDOWSHSysWOW6E4wWindowsPowerShell#vi.0
wpowershellexe

2600 @ 3552

Integrity Level HIGH
[Command Line
powershell" Get-MpPreference -ve
Tag
Custom Tag E 2
o ye
File Name powershellexe
File Type PE
MD5 2070e439a52c26eded44ed1b95e32e9a5
SHA256 ae10fff5f43d712a0c00f3c6b182502cf854b1480e59c01

Create Time

0a7f34a2f85edf20

2023-05-25 17:53:43

Modify Time  2023-03-25 17:33:43
. Drive Type FIXED
20 file event 5 module event
[12] 36] Windows Defender 42t 51 A% =10l EX|

Genians Security Center
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#[T1112] Modify Registry

O 2| HOE S Windows Defender H|2/d2}0f| TR0t AL M7 HEIE 2felst 5
Powershell @&t HX|AEZ| 2f =HE S Windows DefenderE H|&Hds} efL|LC},

Sl 1 registry event
registry event

Pt 22
‘,"’. 2 network event ) HKEY_LOCAL_MACHINEWSOFTWAREWPolici...
'."' outgoing 2023-08-04 13:39:07 © RegSetValue N
zieine =
T4 e

Event Time 2023-08-04 13:39:07
Event Type RegSetValue @

Process Name AsyncClientexe

RegKeyPath HKEY_LOCAL_MACHINE®SOFTWAREWPolicies¥Microso

. ftwWindows Defender
AsyncCIren‘E‘exe
pI'OdESS \ RegValueName DisableAntiSpyware
1 | RegValue
]
L RegDataSize 4
I 1
I i RegDataType REG_DWORD
! ] Detect Type
7
’ . \ 120
S | powershell.e)(\e Custom Tag 12 EE >
/ I child prdcess °|
’ ] I \
s 1 . ER R 2023-08-04 13:39:07
td
& ® " \ A An m’ Anomaly
1
' . 8
!
. ’ I =] Av 23t A= KillAvCommand) @
4 module event 1 registry event ’ I h "
1 B o™ AsyncClientexe
HEE 30%
B & MITRE ATTCK
20 flle event 5 module event AV 23§ A £ (KillavCommand)
+ A-e
AHEE
ABAE
B xSt

[3% 37] Windows Defender H|&d%} EFX]
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4.2. Process Manager
# [T1057] Process Discovery

O 0] 7|52 st AASOA A% B0l TRAA S22 BOIE 4 QIOM, TXIS Tob| 2o
20t &2 50| S TRAAS YN SRoH= WY SO g 4 UBLILE

Y processManager4A49A4846343FTAFB9T1 - O X

MName D ~

6- msedge, exe 5300

.OneDrive.exe 7152

ﬂPhuneExperienceHostexe 2672
o
W-|SearchApp.{  Refresh 7228
ShellExperienceHost exe 9016
E StartMenuExperienceHost exe 7088
E svchost,exe 4148

sychost exe 327
sychost.exe bE16
svchost exe BE72
TextinputHost exe 3392

.:i i“ vrmtoolsd, exe G360

[22! 38] Process Manager 7|5

Genians Security Center 30
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# [T1543.003] Create or Modify System Process: Windows Service

OBy 752 Sl £ Z2AMA

TENA YR EE WIS U

—

mujn

=g AL, "TerminateProcess” O|HIEE S}

TN YES 2fole = AUSLIL

Ob

=gl

_

-
=8 AsyncClient.exe
process
() AsyncClient.exe 3]
L4 2023-07-18 11:31:41 TerminateProcess N
" ’
* EHO1 Ad ER (=]
.-~ 7 network event —
. outgoin
geng T8 Y
.
K Event Time 2023-07-18 113141
,“ Event Type TerminateProcess @
.
S Process Name AsyncClient.exe
’
. Process Path CwUserswcharliesAppDatawRoamingwAsyncClient.
o @ :
Process ID 1080
TargetProcess Name procexpbd.exe
TargetProcess Path C:#UsersitcharlieDesktop¥ProcessExplorer¥proce
o 64.exe
#rncClient.exe . TargetProcess ID 436
Irocess Command Line
Custom Tag 2750 |1 E AU=ctH R
il Ll
File Name AsyncClient.exe
eIF Y3
procexpb4.exe
. § Google - Process Name
terminate process -

[12] 39] Terminate Process O|HIE

Genians Security Center 31
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4 3. File Searcher
# [T1005] Data from Local System

# [T1020] Automated Exfiltration

# [T1083] File and Directory Discovery

O 0] 2|52 34Xt Xyt 2HHALE 21T I & TSHA A| AR A ZHot “ZIP" MU=
YHo F, SAX MHE HESH= 7S ULICEL 3HX= 0] 7|52 Soll 2M & 21EM &2
Dot HHE EfF[eh o~ QGLICE
T File Searcher - Search and upload a file by it extension X
Extensions:
[+ pdf dodi |
Max upload size:
= 0K
5 s mB
[12l 40] File Searcher 7|
O Genian EDR°0Of|M &= I f=/3H{X| O|HIEQI “RelatedFile"O[HIES Edf| ¢f= ©/Z2
ool 20| Z2 3 2(F Iy 52| FEE &0le & USLIC
oMl A% o= 44 BF =Z=qrl ey o Az oY Pz HF B2y
0. 18 4 |atedFi AsyncClient.exe  Notes UMXLOV.doc — C#Usersscharlie#Documents#Notes_UMXLOV.doc C#UserscharlieAppData¥local#Tempwtmp4CFA tmp.zip tmp4CFA tmp zip
0. 7-18 13:50:45  RelatedFile AsyncClient.exe  Notes UMXLOV.doc C LOV WLocalwTemp tmp4CFA.tmp.zip
3:50:45 RelatedFile Asyr\c(liem exe ASDF.txt WLocalwTemp! tmp4CFAtmMp. zip
3:50:45  RelatedFile AsyncClient.exe Eula.txt WLocalWTemp! tmp4CFA tmp zip
2023-07-18 13:50:45  RelatedFile AsyncClient.exe Eula.txt C¥#Use atxt ¥ tmp4CFA tmp zip
[O2! 41] RelatedFile O|HIE 21
5 Genian EDR
Genians Security Center 32
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O gt “File
TAE SO|T

Soll TBHAF Al A0 A

DAX} AMHZ Q28I Dt CiAL P

’
l

AsyncClient.exe N

’
Fl

process

.."'@

3 network event
outgoing

-~
-

18 file event

18 file event

file event

HH}= Z4 AH

o
ASDF.txt ¢
@) Login Data <
Eula.txt [ 6 |
Notes UMXLOV.doc 4 8
tmp4CFA.tmp.zip a-
2023-07-18 13:50:45 FileCreate <
2023-07-18 13:50:45 FileRead <
2023-07-18 13:50:45 FileDelete <
2023-07-18 13:50:45 FileUpload v
HoiMa =

T HE
Event Time
Event Type
Process Name

Source File

Target IP

Custom Tag

e e
File Name

Size

File Type

2023-07-18 13:50:45

FileUpload ) @

(7]
C¥#UserswcharliewAppDatawlocal¥Tempwtmp4CFA L

AsyncClient.exe

mp.zip

tmp4CFA_tmp.zip
182.9 KB

ZIP

[12! 42] File Upload &X|

Genians Security Center
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4.4, System Shutdown/Reboot
#[T1529] System Shutdown/Reboot

O 0] 7|52 shutdown.exeE Soff ALEXI2| A|A-RIS X2 MHE- B ST o~ YSLICH

llhed] AsyncClient.exe
process

2023-07-17 17:50:33 O cChildProcessCreate N

S

5 network event
. outgoing

AsyncClient.exe
process

c¢md.exe
child process

shutdown.exe
child process

Spu

o Ay
Event Time
Event Type
Process Name

Process Path

Process ID

Process User ID charlie

Integrity Level

Child Process

2023-07-17 17:50:33

ChildProcessCreate @

AsyncClient.exe
Ci¥UserswcharliewAppDatawRoaming#AsyncClient.ex
B

8300

MEDIUM

cmd.exe B

jCommand Line

Detect Type

XBA

Tag m

Custom Tag EAHEe EfOE YoM

abks

S A% 2023-07-17 17:50:33

s2x gz [EZYP misc

he

£EID T1529 - System Shutdown/Reboot (Custom_00020)
@

LU cmd.exe

HEE 100%

T1529 - System Shutdown/Reboot (Custom_00020)

(O8] 43]1

Genians Security Center

M xRS A

o
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4.5, Password Recovery

# [T1555.003] Credentials from Password Stores: Credentials from Web Browsers

O 0|72 ¥ EateXo XtE 220 0|55 2rlots

o
Chrome HEL2X9| 29 X5 27191 7158 Sef HEE A HES

“WAppDataWLocalWGooglewChromeWUser Data¥Default¥Login Data” IF0||
Y2510 XESt U2 H, 0] 7|52 i IS &40 AIE HEE HFILICH

iodl 18 file event
file event

Soll MY AE YEE | S YL,

AH

B} £
T o O Login Data v

3 network event

2023-07-18 13:46:20 O FileRead N

T8 HE
Event Time 2023-07-18 13:46:20
Event Type FileRead @
S Process Name AsyncClientexe
‘.
@f' Read File C:wUserswcharliewAppDatawlocalwGooglewChromew|
"
e : User DatawDefault¥#login Data
Detect Type
o Tag
- Custom Tag 40| |05
AsyncClient.exe EEEr]
rocess -
,' P N BE ML 2023-07-18 13:46:20
~
! N gxan  [EI i
’ Y
‘ . s
4 \
B . £1ID T1555.003 - Credentials from Password

18 file event

T1555.003 -

Stores: Credentials from Web Browsers

(Custom_00019) @
AsyncClientexe

100%

Credentials from Password Stores: Credentials

from Web Browsers (Custom_00019)

[12] 44] Login Data FileRead 3¢| EtX|
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4.6. Send File
#[T1059.001] Command and Scripting Interpreter: PowerShell

O 0| 7|52 3Kt Mot oA S msiXt A|ARIQ| %Temp% HZ20]| ML
Powershell2| “Start-Process” WHO|E S| AMot= 7|5 ULICH 58X = HHdo] 52

S Orl ol ot o
OPYBES TETH O YOS 2 2 YALICE

O[HIE AJZ} OJHiE Y4 EF Z2H23 o o A= 2|2E p 2|2E Port
2023-07-17 17:27:00  ChildProcessCreate powershell.exe kitbfd.exe C:wUserswcharliewAppDatawlLocalwTempsvkitbfd.exe
2023-07-17 17:27:00 ProcessStart kitbfd.exe
2023-07-17 17:26:59 FileDownload AsyncClient.exe  kitbfd.exe 6606
2023-07-17 17:26:59  FileCreate AsyncClient.exe  kitbfd.exe C:¥Users¥charlieAppData¥#LocalwTempwkitbfd.exe
2| ] |-0|AHA-| ol AISH | E
[1|:|45 ]IE [eNeRS Eootﬂ—
-
o ® LRl cmd.exe
process
2023-07-18 10:12:06 © ChildProcessCreate N
A i ZIMMEI E
syncClient.exe HEds
parent process
3 Y

Event Time 2023-07-18 10:12:06

Event Type ChildProcessCreate @

Process Name cmd.exe

Process Path  C:wWindowswSysWOWe4wcmd.exe

Process ID 7112

c';:gc';)fe Process User ID charlie
Integrity Level MEDIUM
Child Process powershell.exe B
)Command Line
Detect Type XBA
’
owershell.e
?‘ chfld process Tag [ powershell |
g L, Custom Tag ExPde g5 UM
- - ’
P ’
Lt SEEEE]
- s
o .’ X Az 2023-07-18 10:12:06
’,
’
5 module event e X A EXy wisc
" A
o EmD T1059.001 - Command and Scripting
il Interpreter: PowerShell (Custom_00017) @
5 file event
B A™ powershell.exe
qmealf.exe
child process NS 100%
T1059.001 - Command and Scripting Interpreter: PowerShell
(Custom_00017)

(O3] 46] Ot =8 EX|
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5. 42 gl [} HH(Conclusion)

O ok X202 33 XH=0| Microsoft OneNoteE Sl AsyncRAT2t QuasarRAT &
NetWire2f 22 RATZ RLot= F&0| YAHL I U0 AFEXIES| 27t HaghL|Ct,

E attaches > {f}

Invoice-themed email spam Batch script
Trojanized OneMNote

embeds

creates a copy of PowerShell
then exacules il with the balch scripl isell a3 input

|
FowerShel

decrypls the loader assambly
in the batch script and
loads it in the memdory

decrypls the AsyncRAT assembly in

the resource seclion, then

Q loads and execules AsyncRAT Q
I in the memory

NET loader ASYNCRAT

[1% 46] OneNoteE Sdll S XL == AsyncRAT

£X : Trustwave - A Noteworthy Threat: How Cybercriminals are Abusing OneNote - Part 2

CHELL T QYR OZ AFHS A 2R MU U RE

Genians Security Center 37
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5.2. Genian EDR H|E& &¢! CiE(Response)
L

O Genian EDR 2tF0{ M= X[ A[2t0] 2 2 O[HIE 2|5 Solf =1 Y5 of

s A = AL o
3

APROl 2Klof ZRI| HOISL RAIE 4
5|2t Genian EDR M S A 2 A% 7| T ojA

UgLIC

1

HO| A= RAT(Remote Administration Tool)2 £t &
E

oy Pl O|MIES EXBIL S

SANTORINI\ 787 9 g as
vaultcom \ SYSTEM

<" 7 network event
outgoing

procexp64.exe
terminate process

cmd.exe
parent process

8

N
powershéll.exe"
child protess A

i

«£md.exe
- 7 child process

2 file event

‘
17 file event 0 ’ '
.
II oot poweérshell.axe 5 modul t |
8 file event ghild process module event 18 file event

5 module event

qmealf.exe
child process

E
) HKEY_LOCAL_MACHINEWSOFTWAREWPolici...

2023-08-04 13:57:32 © RegSetvalue

=

+d H3e

Event Time 2023-08-04 13:57:32

Event Type  RegSetvalue

Process Name AsyncClient exe

RegKeyPath HKEY_LOCAL_MACHINE®SOFTWARE®PolicieswMicros

ftwWindows Defender
RegValueName DisableAntiSpyware
RegValue 1
RegDataSize 4
RegDataType REG_DWORD
Detect Type

Tag (i Jocense [ cincommon | vindowpeiene

Custom Tag

g "L

BE AZ 2023-08-04 13:57:35

x| WA m) Anomaly

1D Av 2 & A E KillavCommand) @
B3] 9H AsyncClientexe

RELS 30%

MITRE ATTACK

2023-08-04 13:57:32 ©) RegSetvalue

registry event

0

[O2l 47] Genian EDR {I¥ EIX| AEZ| 219

Genians Security Center
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i Malvare @~ 0640

s w2 At o s
W% 2023080813573 xea
- 0% 2023.08.04135534 xea
0 ot desciiiiz e
— 0% 20230804 135117 x8a
o 0% 20230804 135117 xea
w1 6% 20230804 135117 xea
3 0% 2023-0-04 12:4805 xea
0% 20030808 124805 xea
60% 2023-08-04 1248.04 XBA
EoA ) 2023-08-04 11:45:46 Malware
) e I P P
e ey

XBA / Anomaly

HKEY_LOCAL MACHINEWSOF

ntexe %
8-04 13:57:32

RegSet

o2 D

WUserstchar

ataL

29 48 AV 738 LS (KilAVCommand)

ax qu [P AsyncClientexe 0 218 AV T2 .

©E 4R

Anomaly

LateralMovement

LR

Autorun

Autorun

Autorun

Anomaly

Anomaly

Autorun

10¢

AR C#UsersWcharlieWAppDataWlocaliTemp#AsyncClient exe

TWAREWPolicies#Microsoft Windows

us
AsyncClient.exe 0 2I8 AV 312} Al 048917} HE'E 30%) Q) 1
AsyncClientexe 0 2/2 AH 9 DB B4 991 OIS TEE (0% @ 1
AsyncClient exe ZHRI0| 01 U2{ 0] 215 21 Y YIS S RRE (MLHigh) ) 0+
AsyncClient exe 0 2J2 o1HA21@ 01t B

55 Ol BA7 DEE (60%) 01

AsyncClientexe 0 218 21y 221@ 019 NP B Ol ES7H T

(60%) 1~

schtasks.exe Ofl S8t 09 RS OIHE X5 2 CIYWHTH TEH (60%) O 1~

AsyncClient.exe 01 2/8 Dropper ©|3 T2 4~ ol 4¥5|7 ACE 0% @
tmp49D4.tmp.bat Of 218 Dropper 214 T2 MIA 0|4 EH7t HEE (4o%) @

AsyncClient.exe 0 2/% 214221@ X5 BS 047 HEE (60%) @ 1

AsyncRAT.cxe THE0| 10CO] 218f 21T UYZEE TEE (High's9w) [ 1

Defender#DisableAntispyware s2¢

et

C#UserstcharliewppDatatlocal#TempaasyneClient exe

450 KB
Stubexe
1000

Korean

AsyneClient.exe BHRI0| D AI21L 0 215

@ Nalwarc 6 @ Graywore 0 Goodware 0

26,080 byte:

A3 A0

i NEA P dsHy U8 ay
a4 10 (o= wx)
u toem i
a7 — [orEmE ww )
7 1 - [ w=)
Ue IAeie

18 clerE wx
L [ Y] OfE[ME @8
uR v e ojeie wu
uR v

HOYIER BEE MLHgh B

Genians Security Center
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6. =224 X|H (Indicator of Attack)

6.1. MITRE ATT&CK Matrix
Tactic Technique Description
Initial Access | T1566.001 Phishing: Spearphishing Attachment
11059.001 Command and Scripting Interpreter: PowerShell
Execution T1059.003 Command and Scripting Interpreter: Windows
— | Command Shell
T1204.002 | User Execution: Malicious File
T1543.003 Crea_te or Modify System Process: Windows
— | Service
Persistence T1547 001 Boot or Logon Autostart Execution: Registry
— | RunKeys / Startup Folder
T1053.005 | Scheduled Task/Job: Scheduled Task
T1027.010 Obfuscatgd Files or Information: Command
— | Obfuscation
T1036.005 Masqgeradlng. Match Legitimate Name or
— | Location
T1112 Modify Registry
Defense
Evasion T1497.001 | Virtualization/Sandbox Evasion: System Checks
T1562.001 Impair Defenses: Disable or Modify Tools
T1564.001 Hide Artifacts: Hidden Files and Directories
11622 Debugger Evasion
T1057 Process Discovery
Discovery
71083 File and Directory Discovery

Genians Security Center
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https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1543/003/
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1053/005/
https://attack.mitre.org/techniques/T1027/010/
https://attack.mitre.org/techniques/T1036/005/
https://attack.mitre.org/techniques/T1112/
https://attack.mitre.org/techniques/T1497/001/
https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1564/001/
https://attack.mitre.org/techniques/T1622/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1083/

Threat Intelligence Report

T1555.003 Credentials from Password Stores: Credentials
E— from Web Browsers

Collection 71005 Data from Local System

Command T1573.002 Encrypted Channel: Asymmetric Cryptograph

and Control — P -y yptography

T1020 Automated Exfiltration

Exfiltration Exfiltration Over Alternative Protocol:

T1048.002 | Exfiltration Over Asymmetric Encrypted Non-C2
Protocol
Impact T1529 System Shutdown/Reboot
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https://attack.mitre.org/techniques/T1555/003/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1573/002/
https://attack.mitre.org/techniques/T1020/
https://attack.mitre.org/techniques/T1048/002/
https://attack.mitre.org/techniques/T1529/

