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Threat Intelligence Report

1.k O (Overview)

1.1.7 * o H(Threat Case Study)

Y GSC(Genians Security Centery ~ "o M, * NBl 6vWH
Operations TTPs4 % N'H T N0 a 7 a.

Y AsyncRATOv « H A 1 d{RAT,Remote Administration Tool),

Mi v JEbOya o QYOoa dRAT o WH t TIPS ~ " ~°
Y RAT. Mf A0, ME t 0O Y v w ANU ME T D
2 a ., xn4H t | 450 Mida NH Y ° "ERATRemote
AccessToo)UNEs ®, | 7 a.

YRATN Q@ Mt t acolox i t 4 Ji 6 7 <« "EL U\NE
N aWMH tx  _fA t°,3_"A RATClient 3
" v~ 0 ¢ u .7 e 77 a.
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1.2. AsyncRAT O?
Y AsyncRATN NET™N"Ek QOJ1 * ' "E20193 GitHub4 _ NEMk O™~ a

AsyncRATX * ° . ® ™Q as HNE A a2 vas HO® 'E. UN'EK QO 1
NH t 4 o Mi 6o NNk "o IME tn < 10 V4

~ _

"E6 o

MALWARE TRENDS TRACKER

Most known malwares from all over the cybersecurity world

Search by malware name. . Y Filters

Stealer

Amadey Infostealer

Agent Tesla Trojan

I Formbook Stealer

L njRAT Trojan

Remcos Trojan

1 WannaCry Ransomware

Smoke Loader Loader

AsyncRAT Remote Access Trojan

Raccoon Stealer

[[ ®01]20235 M tn
: AnyRun «Malware Trends Tracker
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Y AsyncRATX b — @& O AN 0 A vr— O AN & Ob o
"7 a. N, MH b° AsyncRAT O A L- Ab,NH v
MU, oOK ayv & PQO AN a2 T a.
Y AsyncRAT 0578 23 11:02:06 - O P4
Clients Logs Thumbnail Tasks
IP Address Country Group  HWID Usermame  Operating System Payload Yersion  Installed Privileges  Anti-Vir
7 .IZT,D‘D,IIEBDB LocalHost Default BOTIDCBED3BEZESCACEC GSC_¥ong  Windows 10 Pro Gdbit 0,578 @ ABOUT User Window
Q Send File »
’_ Menitoring 3
@ Miscellaneous 3
{eesp Extra 4
EE Client Managment  »
E Server 3
< §0% BUILDER >
[Motification] Online 1 Selected 1 Sent 170B  Received 654B CPU 2%  RAM 32%
[[ @ 02] AsyncRAT Server
Command —_—
Victim
& Control
P
N— = |-
L] —
AsyncRAT
Hatiker Server
R ¢ 3 SN
RS E—
éﬁzgiiﬁl Potential
Victim

[[ @ 03] AsyncRAT Y|
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O A e £ (Client Build)

Y AsyncRATN Builder 3 b—4 b QE, 2

P

a3 NHey—IP 7 v weTl U ad a, v

v O A
a7 a.

2.1. Connection ¥

Y Connectiony 4 buv b —IP =~ 0w 2 NH 1 \NCB6606, 7707,
8808 o Jt & "~ a b EPastebint Ov QN vre' 0b—E
It 2 v .31 »n My » ° IPOT,H PQO A a " a.
Y Builder - O X
Connection [nstall Misc  Assembly lcon  Build
Connection
DNS Port
127.00.1 BA06
7107
8808

[] Use Pastebin

Pastebin Ihﬂ_p s://pastebin,com,/raw/s [4cUU "-ull

[. & 04] Connection ¥

! pastebin” |

Genians Security Center
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2.2. Install v

3

Y d° ax "Ea AsyncRAT O A N a - a a.,
i AD,, O A . MH b ONE A o AEgE |
"Ea O A R S UG-
¥ Builder - O X
Connection Install Misc  Assembly Icon Build
Install
[ ON
Filename fAsyncClient exe |
Folder %bppData% v
?OAEEDqta%
[ ® 05] Install v
2.3. Misc ¥
Y a,  ANTEv AsyncRAT O A "Et © 00 A 4% 0 "Et ° "B
.. =< 7, 1 5 ~ < = .
Process Critical” Q NHo i M1 d 0 e L a O Anti
Analysis" d, N o "7 a.
) Builder - a X Y Builder = m] X
Connection Install Misc  Assembly lcon  Build Connection Install Misc  Assembly Icon  Build
MISC
Group
:Delault ]

AsyncMutex _BSIBOKPnk

[] Anti Analysis
[] Process Critical e

Delay (seconds)
3 -

Build

[ @ 06] Misc ¥

Genians Security Center
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2.4. Assembly / Icon v
# [T1036.005] Masquerading: Match Legitimate Name or Location

YA , -
n\g |
U,.a

“E

<

E 7 M

AsyncRAT O A
E 7

—_—

v a NH TE T

4 ¥ a "7 alMH v VA
i a "7 a.

4]

Connection Install
Enable

Product:
Description:
Company:
Copyright:
Trademarks:
Original Filename:
Product Yersion:

File Version:

Misc ~ Assembly |con  Build

Assembly Information

Clane

Microsoft® Windows® Operating System
HEZ

Microsoft Corporation

Microsoft Corporation, &l rights reserved,

Motepad

6.2,19041, 1865
E.2. 19041, 1855

Windows > System32

L¥ OOBE-Maintenance.exe

B openwith.exe

notepad.exe v | |Executable (*.exe)

Al

Connection Install

Add lcon
Enable

Path

Misc  Assembly lcon  Build

Genians Security Center

Ci#lsersGSC _VDnQWAppDataWana\WTempw‘tmpFSdC,tr‘ —1

4 B < windows » System32

I8i notepad.exe
= nslookup.ex
HEn nl
I:: ntprint.ex
B2 odbcad32 exe
IH odbcc
I ofdepl
OneDrive Il omadmclient.exe
I8 omadmprc.exe
L pC ) aintenance.exe
I openfiles.
OpenWith.exe

‘ notepad.exe
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|
Qg Sz DY Al 29 | XHHT o)F HA
=4 4
23
o
oz £3 W=z
58 S8 =20¢
opg HE 6.2.19041.1865
HEOE Microsoft® Windows® Operating System
AsvneClient HE =H# 6.2.19041.1865
syncClient. - o . ) i
Y ore HNEA © Microsoft Corporation. All rights reserved.
27| 145KB
ST SM 2023-08-03 2% 152
paly| giot 28
2E It 0|E Notepad
S
20l Hx HEA

[ ®09] » £ O AsyncRAT Client

Genians Security Center 8
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3. . 7 (Initial Execution)

Y o AsyncRAT O A AO,A BuilddO 4+ T PR a4wO
v T NCE T a

3.1. Initialize Settings
# [T1027.010] Obfuscated Files or Information: Command Obfuscation

Y AsyncRAT O A 0 4 4 Builld® 4 b v I b 6 A
© Y »—IP = Port_  Process CriticalU % o A

Oor
=
L
T
o
<

Yw Pt X o 5 4 [AES256+ BASE64]M a2 & N "B
Pl v PBKDFZM a & 2k 07 a

"0/ Tt gHGmj 40FLE | OmW+U i CUKPZBTrLRngHH: Zht I¥ap¥ [ griA IR+ERYBhPGRES ] CptWiA==";

"YLTh1ghsObadUn0Gnkdy | 078 02w+t B4ndOW2 | Gaa

Version = "kwglmi+iFFhRUNDYSP94Hen  wTfJ42n+3d8ZANnoNoxTnungn04pluiL+0mCdhAXD=ZpUF T+3FEMshY JOAES j TA=="]

Install = "o2gndR3q; 15 Z RNt BMNACIEInF 1DRH3hg2TeBM2Y r iFzC40PRCak20e8+P jv3Ebwl | FOZ5y ¥FmXl==""
Instal IFalder = "XT
Instal IFile = "AsyncClient . exe";

“EHIGRUNpRYEKBOF4H | 50091 dGk4YmbTETFOMDY=".

2 PBKDF2

Genians Security Center 9
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Y A ,Rfc2898DeriveBytes U‘ "EPBKDRVMa & , i 1 09t ~ a
public (string masterKey)
L if (string. (masterKey))
l eptio
\4 ot 0O 0 | AES256VM a8 & N\NTH Ovw Tt ] T a

public bytel] Dec (bytel] input ]
if (input == null)

throw new Argumenthul | eptionf"input can not be null."}

[1r It:
g (MemoryStreamn memo = new Memor reant input )

rviceProvider = new

= Ciph

= th
new HM:

ream. TOATT

new by
new by

0, arravd, O, arravd,

—

[(oo2]v 77

Genians Security Center 10
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YA = "E. U CyberChef®{ I 4 Ji 6 ODet avw Pt
I 2 NHT I Pfv O N 0 5 4 6 A T a.

YPBKDF2 o4 0 Ok"ava, OK™ ~ a.
DK = [ Passphrase, Key Size, Iterations, Hashing Function, Salt ]
- DK:9t O
- Passphrase:e'Y_ ( O A °© a2 KeyX)
- KeySize:s £ )
- lterations : Q] 2
- Hashing Function :, 1 N"ESHAZL, |i

- Salt:e a

Recipe <~ ] Input + 0O 8 =

Derive PBKDF2 key

H16RUNpRVBKbO.. ~ BASESS™ |
ey size terations j - t masterKey)
=8 = §) 59000 BT % (etring. tsnuliorERpty(nastopKay))
fraipe s e : can not be null or empty.");
SHA1 i (Rfc289
(masterKey,
\xbf\xeb\xle\x56\.. HEX~

Tr Raw Bytes <= LA

Output Key B0Om::
7013¢822995¢18605cf9e623bb1e8859b209cf7f6f22082223b3627f4b51
f83c¢
[ ®13]] o E
Yw i h sMU. 0OK 3k & "EV) 'HDATA t 4w T b\
64 77 a.

3 CyberChef™ ||

Genians Security Center 11
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+UiCUKPZBTr¥LRngHHC 952 sERZYCptWOA==";

Recipe S ] Input —l + O3] 8 =

0/TtgHGmj4QfLE10m+UiCUKPZBTrXLRNgHHCc95ZxcCO9ZAL1VgpV1grGAIR
+EhY8hPGhSSjOTxs5GZYCpthOA==

From Base64

A-Za-z0-9+/=

Remove non-alphabet chars
[[] strict mode
To Hex

Space 16

me 82 =1 Tr Raw Bytes &= LF

Output R0 mE::

3b f4 ed 80 71 a6 8f 84 1f 2c 49 4e 99 of 94 88 AuthK
25 24 3d 90 53 ad 72 dl1 9e @1 ¢7 73 de 59 c5 c@ - ey
b4 f5 98 2d 95 58 29 56 5a ab 18 82 11 f8 48 58 1V

2 13 c6 85 24 a3 39 3c 6¢c e4 66 58 @a 9b 56 38 DATA

[[ ©®14] v T h =y

Genians Security Center 12
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AES256] 0 AOVMU, oOK \ 614 G
v P 0 a7 a.
Recipe < | Input + O3 § =
F2 13 C6 85 24 A3 39 3C 6C E4 66 58 BA 9B 56 3§
AES Decrypt
7013c82a095c18605.,  HEX”
B4 F5 90 2D 95 58..  HEX”
cBC Hex
47 =1 Tr Raw Bytes &= LF
Output B0m:oc
|6696,77B?,88@8 |
[ @151 v 11
Y AsyncRATA v T 6 v @t v foMU0 T KT a.
Y \ )
Ports h— N | _
Hosts b—IP *
Version AsSyncRAT— T
Install Install” Qv Ja (true/false)
InstallFolder G A I | A E(%AppData% A v %Temp%)
InstallFile AsyncRAT O A ®
Key I
MTX Mutex Y
Certificate b— TLS 4 i 6 b
Serversignature | 5 — 7 f
ServerCertificate | » — b f
Anti Anti Analysis ¥ J a (true/false)
Pastebin Pastebin v  J a (true/f alse)
BDOS O "EL ' w Ja (truelf alse)
Group BuildO 4 » N A
[ O1] f

Genians Security Center

13
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3.2. Mutex
Ya, NE T 7, .7 Build® 4 b YN CEMutexd 9 £ T a
O+N,KX Y Mutexb aw EL°0 i T a

result:

JCurrentApp . MTH, result )
result:

3.3. Anti Analysis
Y a, N'EAntiAnalysis™ @ ¥ 84 a5k 20 L4« AU—y D
“ a.Q4,5k 2 X UOl dbaaqo #, ) Et ° 0O
i 7 oa

# [T1622] Debugger Evasion

Y CheckRemoteDebuggerPresent 2 0 AsyncRAT "Et ° 4U — "EL T b
ANMEAN b " a.

flag =
result:

(Process.

result flag.

result:

[. & 17] Debugger

Genians Security Center 14
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# [T1497.001] Virtualization/Sandbox Evasion: System Checks

Y WMI(Windows Management Instrumentation) 0 Vo P 1b «A° 6A
R N 2TGPRS?J3* 2tku 3pc36A2Tgprs_j @my
L <A - a

private static bool

nent Obj

jectCollection managementObjectCollection = managementObje

gementObie

return true;

[[ ®18]L «A° 86An A
Yet @ , QH® 'E, U 2Sandboxie’*s i v DLL 2SphieDLL.dI" t
v et @ " a

private static bool

bool result.
try

if

result

result

catch

result = false:

return result:

[ @ 19] SbieDLL.dIl t

4 Sandboxie

Genians Security Center 15
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Y ' t0O * | LN60GB a yUYUKN ex ~ a AsyncRAT vda o
o HT b <A : U O0b o av _ f aU’ ) L <
A “. T O wNE O 67 a

i Orivelnfol . [ . 1. == M)

[ ©20]Y°

Y " 0N Y4 2xp3n A oA w 0 A b
Windows XP T oa.

Computerinfof ). .ToLower( ), Contains( "sp" 1)

[. @ 21] Windows XP

Genians Security Center 16




Threat Intelligence Report

3.4. Install
4 vinstall” a, v

Y Build O . A0, AysncRATX ¢
‘ Y O R R S | )
Av %Temp% A "EA ONE | T a

Y A ,AsyncRAT EL ' bLO® & N'E Ov

T 02 T a

<

WindowsPrincipal (Windows|dent ity.

(WindowsBuiltInRole., n

1) 60 ¢ AD

# [T1053.005] Scheduled Task/Job: Scheduled Task

Y A Y 4°E,

Process, i Processitartinfo

= "cmd”,

= . i [l

vAN A,

4 w0 é @u

T .. YAppData%

{11 1sInRole

"/t schtasks Aoreate /f fsc onlogon Arl highest Atn 07,

e ?tr .
fileln
HUYOR exRit”

= ProcessWindowstyle.

YO ;

Genians Security Center

(filelnfo. 1,
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.
Process

2023-08-04 11:5%:55 © ChildProcessCreate N

L

Event Time 2023-08-04 11:59:55

Event Type |dProcessCreate

cmd.exe
pfocess
1

Process Name cmde

Process Path

Process ID

L]
CHWindows¥SysWOWeawemd. exe

8068

Process User 1D charlie
Integrity Level HIGH

Child Process  schtasks.exe B

Command Line

Detect Type

Tag

Custom Tag

e e

’ B A2 2023-08-04 11:59:58
iy ’ x| wm EP Avtorun
L7 s
’ g0 WY BEE OISR AE wY
(ScheduledTaskCreate) @
2 file event S e
HUEE 60%
MITRE ATT&CK
a
schtasks.exe
child process
[ &24] YO AN Aot

2) 60 ¢ M~ AD

# [T1547.001] Boot or Logon Autostart Execution:
Folder

s

a @ n A"E Run4

Registry Run Keys / Startup

{ "#WnuRtHno i srevtnerrud

.ottt + filelnfo.

Genians Security Center
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9.

el 1 registry

regisiry event

L)

=3 Jye
Event Time
Event Type

Process Name

event

2023-08-04 12:48:04
RegSetvalue @

AsyncClientexe B

RegKeyPath

HKEY_USERSWS-1-5-21-4084837714-607536635-
453814582~

1108#%SOFTWAREWMicrosoftwWindowswCurrentVersio

Genians Security Center

€
C

n¥#Run
[N
A Ii N RegValueMame AsyncClient
syn 'ent'exe \ RegValue "C:wUsers¥charliewAppDatawlocalwTemp#AsyncClien
rocess
/ s texe”
' \
’ \ RegDataSize 108
, : ‘\ RegDataType REG_SZ
. ’ \ Detect Type
v rag i
\ Custom Tag -
-
% '
1 e
\
. . =X A2 2023-08-04 12:48:04
3 file event

1 A Ay m} Autorun
1
1 =k OE|HE =ty

. = ID S|y 222 AHSHE 58 (suspiciousAutorunFile)

@
® oA ¥ AsyncClient exe
HE = 60%
& MITRE ATT&CK Registry Run Keys / Startup Folder
1 registry event
) 3}

19
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# [T1564.001 ] Hide Artifacts: Hidden Files and Directories

# [T1059.003] Command and Scripting Interpreter: Windows Command Shell

<

Y " & ° ) A, "Q ®BuldO 4 b A "E4 AsyncRAT O A
ot T a ,9 £ OAsyncRAT a ~ vBAT . tf S~ -
Q BAT X b 07 a

FileStream{filelnfo. , FileMode,
. CFileMame )
ray, O, array. 1
L
{3+ ".bat™

anWriter streamWriter = StreamWriter] test )

Writer . WriteLine{ "@echo off" )
iter WritelLinel "timeout 3
iter. WritelLin
er. Writelin
er WriteLine{ "DEL #"" +

Processstart Info

PrDEESEWiﬁdDWEtyIE.

[[ ©27] AsyncRAT £ w BAT  t A

Genians Security Center 20
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~
~

. ~
AsyncClient.exe -
process ~

3 file event

I

3 file event

file event

B2 24 AH

(=N |
0O AsyncClient.exe H«
0 tmp49D4.tmp.bat v
2023-08-04 12:48:04 O FileCreate e
HHa &
T+ gE
Event Time  2023-03-04 12:48:04
Event Type FileCreate @

Process Name AsyncClientexe

Create File CwUserswcharliewAppData¥lLocalwTempwimp49D4t
mp.bat

Detect Type

Tag

Custom Tag X389 BlaE F

JEET

B AZ 2023-08-04 12:48:05

X AN EE3P Anomaly

he

£ Dropper 2l&d T2 M= (SuspiciousDropper) @

A a4 tmp49D4.tmp.bat

HEE 40%

MITRE ATT&CK il pearphishing Attachment

Dropper 2|8 Z2 M~ (SuspiciousDropper)

XIS o

L E %appdata

or o

% %applocal

1% Setemp?

42 U B Y7 BISEAOIL %downloads B

[ @ 28] BAT

Genians Security Center

Drop
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2 module event

timeout.exe
child process

2 file event

AsyncClient.exe
child process

cmd.exe

child process
cmd.exe
2023-08-04 12:48:05 ProcessStart v

Soine

T

Event Time 2023-08-04 12:48:05 ~ 2023-08-04 12:48:08

Event Type ProcessStart @

Process Name cmd.exe

Process Path  C:#WINDOWS#SysWOW64wcemd.exe
9580 @ 5928

Process User ID charlie

Process ID

Integrity Level MEDIUM

[Command Line

¥Temp¥#AsyncClient.exe

CD C:3¥Users arliewAppDatawlLos
DEL “tmp49D4.tmp.bat" /f /q

Tag  cmd | scrt

Custom Tag FSAH =

o ge

File Name cmd.exe

File Type PE

MD5 dofce3afabaa1d58ce9fa336cc2b675b

SHA256 4d89fc34d5f0f9babd022271c58539477bf41e834e46b9

91deaa0530fdb25e22
Create Time  2023-05-25 17:52:16

Modify Time 2023-05-25 17:52:16

Drive Type FIXED

[ @ 29] BAT

CQ

,

o4IE Azt SX oMl M 2R mum oM oo

2023-08-04 12:48:08 FileDelete tmp49D4.tmp.bat

2023-08-04 12:4805 @@  FileCreate AsyncClient.exe

2023-08-04 12:48:04 o FileCreate tmp49D4.tmp.bat

2023-08-04 12:48:04 FileCreate tmp49D4.tmp

emd.exe T2 A ~7t C:WUsersWcharlieWAppDataWLocalWTempWtmp49D4.tmp.bat It 22 A FHELICH
AsyncClient.exe Z2 A 27} C:WUsersWcharli Datawl
AsyncClient.exe = 2 M ~7} C:WUserswcharliewAppDataWLocalWTempWtmp49D4.tmp.bat Tt S M 43S L|CH

AsyncClient.exe = 24|~ 7 C:WUsersWcharlieWAppDataWLocalWTempWtmp49D4.tmp Tt S 4 SLICH

pWAsyncClient.exe Tt 2 M S LT

[ & 30]

Genians Security Center

st W
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3.5. Critical Process
Y Critical Process™ d, ¥ 9 AsyncRAT O A L0 ¢ NF

A 0, RtlSetProcessisCritical 20 |1  "EL° 0 0 CEt ’ (Critical
Process)E" A ,3 E i 6 VI 'H " a.

2

0D a

>: —<\
cw
oo
o <

ZEHA M5 ®IIE ARZZIT ASK 42 FE AHA
14% 52% 0% 0%
VE] AFE CPU =t 23| YeEY3 | 3= Az e )
O gy 0 0% OMB OMB/s OMbps TF$ 2= 0 A
23 ok ¢ 0% oMB OMB/s OMbps OF2 22 e
Al 0%  10.8M8B OMB/s OMbps 0§2 &2 e
Windows Z2M|A (81)
[5] AsyncClient.exe(32H| E) 0% 9.2MB OMB/s OMbps Of® 22 o
(B e — X OMB/s OMbps Of 22 ke
= OMB/s OMbps 02 22 ke
A|AE T2MHA " i I2H|EYS(E) ZLYA|A
- Al 2l T2 M|A "AsyncClient.exe(32H|E)'2(8) EUAIZ OMB/s OMbps TS w2 B
s
OMB/s OMbps 0§ 22 I
0| Z2HAS BUS Windows”t ABE 21 SI7L BRE0] NS &
[ 2 GolE7 248 5 ASLIC ASSAASUIR OMmB/s OMbps  0i2 25 0
= OMB/s OMbps Of2 22 e
MNZASHA| 2L GO|HE #2|1 E2TLIC == FH=
m U MESA 22 HoisE Haa SR, OMB/s OMbps  TFS 22 Be
7] System Interrupts 0% oMB OMB/s OMbps Of2 &2 s
57 Windows 212 28 =Z21% 0% 0.6MB OMB/s OMbps Of2 22 e
< >
=g [0) 2 E2WIE

[[ ®32] O "Et°‘ As

Genians Security Center 23
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3.6. Connect
# [T1573.002] Encrypted Channel: Asymmetric Cryptography

Y AsyncRAT O A vBuildO 4 % P - Portu AsyncRAT » — TLS
N N 5, . [T < ~ o
| HAMAEWN AD, fo . 98b— bwe.,
d T oa
Source Destination Protocol  Length  Info
ELilH FEELR TCP 66 49732 - 7707 [SYN] Seq=0 Win=51200 Len=0 MSS=146@ WS=1 SACK PERM
TCP 54 49732 + 7707 [ACK] Seg=1 Ack=1 Win=51280 Len=0
TLSv1 149 Client Hello
TCP 54 49732 + 7787 [ACK] Seq=96 Ack=1994 Win=51280 Len=0
TLSv1 228 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
TCP 54 49732 + 7787 [ACK] Seq=262 Ack=2853 Win=51141 Len=8
TLSv1 128 Application Data, Application Data
TLSv1 416 Application Data, Application Data
TLSv1 128 Application Data, Application Data
TLSv1 176 Application Data, Application Data
TCP 54 49732 + 7787 [ACK] Seq=894 Ack=2127 Win=51867 Len=@
TLSv1 128 Application Data, Application Data
TLSv1 176 Application Data, Application Data
TCP 54 49732 + 77087 [ACK] Seq=1890 Ack=2387 Win=58887 Len-0
TCP 54 49732 + 77087 [ACK] Seq=1890 Ack=2429 Win=58765 Len=0
TLSv1 128 Application Data, Application Data
L TLSv1 176 Application Data, Application Data
[ w33]

# [T1048.002] Exfiltration Over Alternative Protocol: Exfiltration Over Asymmetric
Encrypted Non-C2 Protocol
Yr— A& AD, :

—n
(]

g h —E " a

true”, “Admin”)
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Y Yo
Packet 2Clientinfo3np A
HWID 0 A w t° A f
User i Y
0S 0 A i
Path AsyncRAT AE
Version ASyncRAT — f
Admin € f
Performance £t O10 i
Antivius  [v O = 7
Installed ASyncRATy " p
Group BuildO 4 » &)
[ 0212 w | T

4. 3 (Function)

Y o) , 0 v _ QO @AsyncRAT O A v p H '\ "EKeep Alive
He—4 O A b <« N'E  Mwa, bOE, d, T a
Y AsyncRAT  « v 3 XNa, OKN'HYT b3 & [ NOb 34d o H,
T a
o O , 3 Qo
To Memory NH b L Hod4 b
Send File , N b U’
To Disk H -7
0o A o e /[ 7t/
Remote Desktop s
QO N
Keylogger Pt AT Q7 th
Password Recovery T * 00 n'E, /[
Monitoring File Manager O O w A
Process Manager ELC QT w A
. £t 010 Q4 b oA
Report Window
Webcam ) A
_ Bots Killer "E. UY
Miscellaneous - —
USB Spread USBU® B Ef o £
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Seed Torrent

~
3

a

“E( UJ,_,"

Remote Shell

wt p

A

DOS Attack

DOSI H

Execute .NET Code

NH b

NET t Offo®4 b

Files Searcher

Extra

Visit Website

Send MessageBox

Chat

Get Admin Privileges

Blank Screen

Disable Windows
Defender

Set Wallpaper

Client
Managment

Close

Restart

Update

Uninstall

Show Folder

o o olQ| @

Logoff

Restart

Shutdown

Server

Block Clients

O A

B

[ 03] AsyncRAT, 3

Genians Security Center
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4.1. Disable Windows Defender
# [T1562.001] Impair Defenses: Disable or Modify Tools

Y MH v AsyncRAT Disable Windows Defender , 3 _ Windows Defender 0
e & a1 "~ a d, 3, " A 0, Powershell 2Get-MpPreference «
verbose3 & A 0  Windows Defender4 § O wY T a

st be an adninis

[. @ 35] Get-MpPreference «werbose ¢ &
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AsyncCIi'enﬂexe
process
1 \

®

4 module event 1 registry event

powershell.exe

child process

. 2 network event
outgeing

A
powershell.exe
child prdcess
]

-~
- - -

powershell.exe

2023-08-04 13:39:07

kL]

Event Time

Event Type

Process Name

Process Path

Process 1D

Process User ID charlie

Integrity Level

ProcessStart ¥

ProcessStart @

powershell.exe
CHWINDOWSHSysWOW6E4wWindowsPowerShell#vi.0
wpowershell exe

2600 @ 3552

HIGH

[Command Line

Tag

Custom Tag

o ye
File Name
File Type
MD53

SHA256

Create Time

0

powershellexe

PE

2070e439a52c26eded44ed1b95e32e9a5
ae10fff5f43d712a0c00f3c6b182502cf854b1480e59c01
0a7f34a2f85edf20

2023-05-25 17:53:43

Modify Time  2023-03-25 17:33:43
. Drive Type FIXED
20 file event 5 module event
[, & 36] Windows Defender WY

Genians Security Center
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# [T1112] Modify Registry
YA QEAND

Powershell ¢ A~ &

Windows Defender e £ 4

Windows Defender 0 e

n

0 Ov <« 0 S
L -

oD

L 2 network event
. outgoing

AsyncCIi'en'E‘exe
procdess 1
1 1
! \
! 1
! |
J I
J 1
!’ 1 \
’
) | pow_ershell.e)(\e
, ' child prdcess °|
’ .: ! \
’ ! ! i
rd I
’ \
! \
=2 ® ’
’ ]
7 1
N 1
4 module event 1 registry event ! I
¢ 1

El &

20 file event 5 module event

Sl 1 registry event

registry event

O HKEY_LOCAL_MACHINEWSOFTWAREWPolici...

2023-02-04 12:39:07 © RegSetValue N
Haue =2

4 de

Event Time 2023-08-04 13:39:07

Event Type RegSetValue @
Process Name AsyncClientexe
RegKeyPath HKEY_LOCAL_MACHINE®SOFTWAREWPolicies¥Microso
ftwwindows Defender
RegValueName DisableAntiSpyware
RegValue

RegDataSize 4

RegDataType REG_DWORD

Detect Type XEA

1ag
Custom Tag £ i a8

SEEEE]

FL R 2023-08-04 13:39:07

X AW m’ Anomaly

%48

21D AV 233} AL KilAvCommand) @

B el AsyncClientexe

HEE 30%

LI . Tel [l T1089 - Disabling Security Tools

AV 23& AL (KillavCommand)

i
lo

HQ oz o o
o2 fu

i

[. & 37] Windows Defender e
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4.2. Process Manager
# [T1057] Process Discovery

Y | 3K D "Et " Q'E, o VA
fyt T au Bt * 03 i v “yUNEVi 62 T
) processManager4A49A4846343F7AFBYTT — O X
MName 1D ”
e-msedge,exe 5300
.OneDrive.exe 7152
aphoneExperienceHostexe 2672
. procexpbd.e il
W] Searchépp.(  Refresh 7228
ShellExperienceHost exe 9016
E StartMenuExperienceHost exe 7088
E svchostexe 4148
svchost.exe 3276
svchost.exe 6616
svchost exe BE72
TextinputHost exe 3392
mvmtoolsd,exe 6360
v

[. ® 38] Process Manager, 3

Genians Security Center
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# [T1543.003] Create or Modify System Process: Windows Service

Y d. 3, "Et° 0 i AD0,2Rcpkgl rcNpmacqgdg®
"Er 7 012 "Et © § a "7 a.

a
process

([ey]

() AsyncClient.exe 3]
L4 2023-07-18 11:31:41 TerminateProcess N
" ’
L EHO1 A EX =]
.-~ 7 network event o
o outgoin
geng T8 Y
.
K Event Time 2023-07-18 113141
,“ Event Type TerminateProcess @
.
. Process Name AsyncClientexe
.
! Process Path C#UserswcharliewAppDataWRoamingwAsyncClient.

’
@ ‘

e Process 1D 1080

TargetProcess Name procexpbd.exe

TargetProcess Path CwUsersscharliesDesktop#ProcessExplorer¥proce:

. 64.exe

#rncClient.exe . TargetProcess ID 436
Jrocess Command Line

Custom Tag 2XH0| Ej1E UdHsiH

oY gy

File Name AsyncClient.exe

QIE &3

procexpb4.exe

terminate process Google - Process Name

[. & 39] Terminate Process *
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4.3. File Searcher
# [T1005] Data from Local System

# [T1020] Automated Exfiltration
# [T1083] File and Directory Discovery

Y | 3XNWH b 0b S A h M2z "E
\ S\MH +—E _ v, 3 ~alH v 3 b w b U

T File Searcher - Search and upload a file by it extension X

Extensions:
[+ pdf dodi |

Max upload size:

0K
5 ] mB

[. @ 40] File Searcher, 3

Y GenianEDRA » v v . 2Pcj _rcbDgj c 3 /

A . it ~ -
AEw VR BV a a.
oie Azt o= 44 EF =z==42d BeE oy A= o Az HF ey
5 RelatedFile AsyncClient.exe  Notes UMXLOV.doc  C#UserswcharliewDocuments#hNotes_UMXLOVdoc C#UserswcharliewAppDataLocalwTempwtmp4CFA tmp zip tmp4CFA tmp zip
S RelatedFile AsyncClient.exe  Notes UMXLOV.doc wWLocalWTempwtmp4CFA.tmp.zip tmp4CFA.tmp.zip
2023-07-18 13:50:45  RelatedFile AsyncClientexe  ASDF.txt l¢TempwtmpACFA tmp.zip tmp4CFA tmp.zip
2023-07-18 13:50:45  RelatedFile AsyncClientexe  Eula.txt C#Userswch Wi LocalTempWtmp4CFA tmp zip tmp4CFA tmp zip
2023-07-18 13:50:45  RelatedFile AsyncClient.exe  Eula.bct C#Userswch. ¥ ¥ Tempwtmp4CFA tmp.zip tmp4CFA tmp zip

[ ® 41] RelatedFile

n.i

5 Genian EDR
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Y A

0

~

,2Dgj cSne m b3
a 77 a.

© 4 BsUH

» —'EA “Et

Od «IP

l

AsyncClient.exe N

’
Fl

’

-

3 network event
outgoing

-~
-

process .

18 file event

18 file event

file event

B 2 24 A

ASDF.txt
@) Login Data
Eula.txt

Notes UMXLOV.doc

tmp4CFA.tmp.zip
2023-07-18 13:50:45
2023-07-18 13:50:45

2023-07-18 13:50:45

FileCreate

FileRead

FileDelete

2023-07-18 13:50:45

FileUpload

steiMe

S kL
Event Time
Event Type

Process Name

Source File C¥#UserswcharliewAppDatawlocal¥Tempwtmp4CFA L
mp.zip

Target IP

Custom Tag SAHFI2 Bl E YUHSIAML

e e

File Name tmp4CFA tmp.zip

Size 182.9 KB

File Type ZIP

2023-07-18 13:50:45
FileUpload ) @

AsyncClientexe &

[, ® 42] File Upload
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4.4. System Shutdown/Reboot
# [T1529] System Shutdown/Reboot

Y 3 X shutdown.exe D i : .3 E a2 o i 2 " a
g Me =
PS4
3 He
.“’ 5 nEtworl_( event Event Time 2023-07-17 17:50:33
i outgoing )
Event Type ChildProcessCreate @

AsyncClient.exe
process

c¢md.exe
child process

shutdown.exe
child process

Process Name

Process Path

Process ID

Process User ID charlie

Integrity Level

Child Process

AsyncClient.exe
Ci¥UserswcharliewAppDatawRoaming#AsyncClient.ex
B

8300

MEDIUM

cmd.exe B

jCommand Line

Detect Type XBA

Tag m

Custom Tag ZXg0| EfOE YSstMa

SEET

S A% 2023-07-17 17:50:33

s2x gz [EZYP misc

he

£EID T1529 - System Shutdown/Reboot (Custom_00020)
@

LU cmd.exe

HEE 100%

T1529 - System Shutdown/Reboot (Custom_00020)

-

Genians Security Center

34




Threat Intelligence Report

4.5. Password Recovery

# [T1555.003] Credentials from Password Stores: Credentials from Web Browsers

Y | 3N
Chrome* OO0

2\ AppData\ Local\ Google\ Chrome\ User Data\ Default
NH

\l J 9

* Ob

n°'E 3

< s v

nE. L3

3N d

OF 10 v 3 7 a.
OF 10
\'JIJmegl B 4r 3

NE 10 T a

12

tiHE 2 A
IPTE o O Login Data v
L 2023-07-18 13:46:20 O FileRead 3
3 network event
T8 HE
Event Time  2023-07-18 13:46:20
Event Type FileRead @

Tag
-
~
= Custom Tag FeAFdel Bia8 8%
. ~
AsyncClient.exe .. T
7 process .
s ~ LRk 2023-07-18 13:46:20
~
! N gxan  [EI i
’ \
’ . o3
’ 4 )
| . £ID T1555.003 - Credentials from Password
\ . Stores: Credentials from Web Browsers
A
(Custom_00019) @
I ™ AsyncClient.exe
@ dE|= 100%
1 8 file event T1555.003 - Credentials from Password Stores: Credentials
from Web Browsers (Custom_00019)

iodl 18 file event
file event

Process Name AsyncClientexe

Read File C:wUserswcharliewAppDatawlocalwGooglewChromew|

User DatawDefault¥#login Data
Detect Type

Genians Security Center

[, @ 44] Login Data FileRead
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4.6. Send File
# [T1059.001] Command and Scripting Interpreter: PowerShell

Y | 3XWH b Vo %Temp% A "E4 )

Powershell 2 Qr-Np ma &g d D ’ v 3 T alH vU» Ay

~ ~
g

ME £0 . ME T 02 a T a.

O[HIE AJZ} OJHiE Y4 EF Z2H23 o oY 3= 2ee p 2|2E Port
2023-07-17 17:27:00  ChildProcessCreate powershell.exe kitbfd.exe C:wUserswcharliewAppDatawlLocalwTempsvkitbfd.exe

2023-07-17 17:27:00 ProcessStart kitbfd.exe

2023-07-17 17:26:59 FileDownload AsyncClient.exe  kitbfd.exe 6606
2023-07-17 17:26:59  FileCreate AsyncClient.exe  kitbfd.exe C:wUserswcharliewAppDatawlLocalwTempsvkitbfd.exe

[[ @ 45] vk w’ .

idl cmd.exe

process
2023-07-18 10:12:06 © ChildProcessCreate N
AsyncClient.exe oI ER =
parent process
+dge

Event Time 2023-07-18 10:12:06

Event Type ChildProcessCreate @

Process Name cmd.exe

Process Path  Ci#WindowswSysWOWe64¥cmd.exe

Process ID 7112
ecmd.exe

harl
process Process User ID charlie

Integrity Level MEDIUM

Child Process powershell.exe B

)Command Line

Detect Type XEA

Tag  pouershel

powershell.e
,* child process
i

’ , Custom Tag SAgel BfaE EESA e
SEETT
X MZ 2023-07-18 10:12:06
SHE] A EXy wisc
s
=] T1059.001 - Command and Scripting
Interpreter: PowerShell (Custom_00017) @
5 file event
B 2 powershell.exe
qmealf.exe
child process NELS 100%
T1059.001 - Command and Scripting Interpreter: PowerShell
(Custom_00017)
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5. M Ewd * (Conclusion)
51.ME

YWH sWUHENM O [ < AU "E. Ue E
AsyncRAT, °© v .7 9 NH Bw°® 0 al 9 T a
o 4w <« E, U U "EUNOoN'E ~ 101 Na (*.chm) ey
6w ©ONEQYbe T oa.

4vMMH t Microsoft OneNote 0 AsyncRAT QuasarRATw

YA |,
NetWire” K X RAT ° v QUYdae AT t L 0 7 a
embads ___
» &[>

E =

Batch script

Invoice-themed email spam
Trojanized OneMNote
creates a copy of PowerShell
then exacules il with the balch scripl isell a3 input
|
|
FowerShel

decrypls the loader assambly
in the batch script and
loads it in the memdory

decrypls the AsyncRAT assembly in

the resource seclion, then
0 loads and execules AsyncRAT Q

in the memory

AsyncRAT

I
NET loader

[. & 46] OneNote 0 ® 6 v AsyncRAT

: Trustwave - A Noteworthy Threat: How Cybercriminals are Abusing OneNote «Part 2

6 “EU Ve g NCE] ME |l Na do ©
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5.2. Genian EDR
Y EcIEDRIA4 bv CRAWODC
o a " Ta. _ :

<« s+ H A CE U
“QGenian EDR

a a.

°

R
[i Ad~

v RAT(Remote Administration Tool),

- d (Response)

g

. 0 t 0o | d

xn A L AAD ‘ v
BAA L . ad

[y}

SANTORINI \ 11 5 Fhges

vault.com \ SYSTEM

i

<" 7 network event
outgoing

cmd.exe
parent process

1 registry event

procexp64.exe
terminate process

©)

¢
«<md.exe
= 7 child process

2 file event
17 file event 4]

8 file event ghild process

- ;avgérshell. e

5 module event

qmealf.exe
child process

N
powershéll.exe"
child protess A
i

5 module event

registry event

O HKEY_LOCAL_MACHINEWSOFTWAREWPolici... v

2023-08-04 13:57:32 © RegSetvalue i

L)
Event Time  2023-03-04 13:57:32
Event Type  RegSetvalue @
Process Name AsyncClient exe
RegKeyPath  HKEY_LOCAL_MACHINE®SOFTWAREwPolicieswMicroso
ftwWindows Defender

RegValueName DisableAntiSpyware

RegValue 1

RegDataSize 4

RegDataType REG_DWORD

Detect Type  [El3

Custom Tag

g "L
N x| AlZ 2023-08-04 13:57:35
SHE| AE m) Anomaly
' e A
‘\ =30 Av St (KillavCommand) @
Bx o AsyncClientexe
RELS 30%

MITRE ATTACK

AV 223t A& (KillAvCommand)

18 file event

2023-08-04 13:57:32 © RegSetvalue @

[. @ 47] Genian EDR
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i Malvare @~ 0640 A3 A0
aas w3 A o4 s WA Mwes  US dos 44 NEX P 4gHy 08 2
o ammosiss A ey Ageecienten o 18 AV SIS ALS SHSBS) HE G0 - I — [
oy 0% 20230804 135534 xen LateralMovement  AsyncClientexe 0] /2 A1 = DB €4 99l 0¥ 827 DUE (50%) @ 1 uR v oferE ww
0 MLHigh  2023.08-04 135122 Maluare Si2ie  AsyncClientexe 20| M U240 25 Y YUIES BHY MLHigh) 0 10~ o (B
w2 0% 2023-08-04 135117 xea Autorun  AsyncClientexe 0 SI% Ol A21@ 019 M 55 Ol W7 TE'E (60%) O 1+ o rE b oleraE %)
0 0% 2023-08-04 135117 XeA Avtorun  AsyncClient.exe 0 212 OJH2A21R 09 XY 55 Ol WA VL (60%) O - uR M . [ w=)
HA 0% 2023-08-04 135117 xeA Autorun  schiasks.exe O S/E 019t RIS OIB S TG UMW OlYWH VEW 60%) O 1- uR (ST
3 0% 2023-08-04 124805 XeA Anomaly  AsyncClientexe Of I8 Dropper ©/8 T2~ ol 4 ¥HI7 EE @Wo%) @ 1 ol we
0% 2023-08-04 124805 xeA Anomaly  tmpdaD4tmp.bat of SI& Dropper 214 H2MIA Ol BH7I HE'E (0% @ R 1. olerE wx
0% 2023-08-04 124804 xeA Autorun AsyncClientexe O 218 Sl A2@ KEHY 5 OS8R} HEE (60% [ 1 uR LR SlEME wu
9% 2023-08-04 11:4545 Malware '3 AsyncRAT.exe L0 10CH 2t} @& HYZC2 VEE (High'so%) [ 1+ i) noamm
u)(a > 30w | e
Y a8y A 25 v g3
et x [P AsymeClientee 8 218 AV S04 50 ¥ AsyncClentex
X Uz XBA / Anomaly -
HE  CHUsersWeharlieWhppDataWLocalWTempWAsyncClient exe 450 KB (46,080 byte
oz HKEY_LOCAL_ MACHINEWSOF TWAREWPolicies#Mlicrosoft#Windows Defender#DisableAntiSpyware ETHES Swbewe
el 1 WE 1000
Korean
" o
ML )
EERE AsyneClient.exe BHRI0| D A12140f 2154 MLHigh) B
- @ Malware 6 @ Grayware 0 @ Goodware 0

[[ & 48] Genian EDR  ©®
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6.1 H (Indicator of Attack)
6.1. MITRE ATT&CK Matrix
Tactic Technique Description
Initial Access T1566.001 Phishing: Spearphishing Attachment
T1059.001 Command and Scripting Interpreter: PowerShell
. Command and Scripting Interpreter: Windows
Execution T1059.003
— | Command Shell
T1204.002 User Execution: Malicious File
Modi P Wi
T1543.003 Cregte or Modify System Process: Windows
- Service
i Boot or L Autostart E tion: Regist
Persistence T1547 001 oot or Logon Autostart Execution: Registry
— | Run Keys / Startup Folder
T1053.005 Scheduled Task/Job: Scheduled Task
Obfuscated Files or Information: Command
T1027.010 .
— | Obfuscation
T1036.005 Masqyerading: Match Legitimate Name or
- Location
T1112 Modify Registry
Defense
Evasion T1497.001 Virtualization/Sandbox Evasion: System Checks
T1562.001 Impair Defenses: Disable or Modify Tools
T1564.001 Hide Artifacts: Hidden Files and Directories
T1622 Debugger Evasion
T1057 Process Discovery
Discovery
T1083 File and Directory Discovery

Genians Security Center
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https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1543/003/
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1053/005/
https://attack.mitre.org/techniques/T1027/010/
https://attack.mitre.org/techniques/T1036/005/
https://attack.mitre.org/techniques/T1112/
https://attack.mitre.org/techniques/T1497/001/
https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1564/001/
https://attack.mitre.org/techniques/T1622/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1083/
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Credentials from Password Stores: Credentials

T1555.003
- from Web Browsers
Collection T1005 Data from Local System
Command T1573.002 Encrypted Channel: Asymmetric Cryptograph
and Control —_— yp s yptography
T1020 Automated Exfiltration
Exfiltration Exfiltration Over Alternative Protocol:
T1048.002 Exfiltration Over Asymmetric Encrypted Non -C2
Protocol
Impact T1529 System Shutdown/Reboot

[ 04] Mitre Att&ck Tactics and Techniques
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https://attack.mitre.org/techniques/T1555/003/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1573/002/
https://attack.mitre.org/techniques/T1020/
https://attack.mitre.org/techniques/T1048/002/
https://attack.mitre.org/techniques/T1529/

