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3. ARP Spoofing
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ex) Request =1
ex) Ethernet =1 ex) IPv4 = 0x0800 Replay = 2
ARP Packet
Hardware Type Protoctf Type
Hardware Protocol .
Length Length COpssason
Sender Hardware AGaress
(6 Bytes fgr Ethemet)

Sender IP Address
(4 Bytes for IPv4)

Target Hardware Address
(6 Bytes for Ethemet)

farget IP Address
(4 Bytes for IPv4)

Ethernet Il Frame (-

Target MAC ource A
Address Address

6 Bytes 6Bytes 2 Bytes

4 Bytes
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6. Port Scan
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| --- B Well-Known Port (TCP)
= 1/tcp TCPMUX
A1 (TCP ZLE AMH|A HE|ZA)

7/tcp ECHO ZZ2E=

!
0
)
0
)
0
0
)
0
0
)
0
0
)
)

9/tcp DISCARD ZT=EZF

13/tcp DAYTIME Z2EZ=

\------

17/tcp QOTD (Quote of the Day)
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Radius Client
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Radius : Access-Accept
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1 User-Name 9 Login-IP-Host

2 Calling-Station-Id 10 Class

3 Called-Station-Id 11 Vendor-Specific
4 Framed-IP-Address 12 NAS-Port-Type

5 NAS-IP-Address 13 Connect-Info

6 NAS-Port 14 NAS-Port-ID

7 Service-Type 15 Aruba-User-Role
8 Filter-1d 16 Aruba-Essid-Name
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1 VLAN #= / 0|&

2 Cisco InBound ACL

3 Cisco OutBound ACL

4 Cisco Security Group Tag
5 Cisco Url Redirect ACL

6 Cisco Url Redirect &4

7 Filter id

8 NAS-Filter-Rule

9 Session-Timeout

10 Termination-Action
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