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Not Applicable Unlikely(1 and 2) B Neutral(3) B Likely(4 and 5)
Be a hybrid of remote and in-office work(n=67) 4%
Perform hiring/onboarding primarily in office(n=61) 31% 1% 57%
Base remote work on performance/tenure(n=63) 51%
Recruit/hire remote-only positions(n=66) 2% 56% 9% 33%
Allow all staff to work remotely(n=67) 1% 60% 7% 31%
Transition fully to remote work(n=67) 79%
Move fully back into the office(n=66) 2% 80%
0% 50% 100%

[Hybrid Work Becoming Pervasive, Gartner]
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2. M=2
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] 4. List of authorized
1. Controller on line SDP Controller Accepting Host determined

3. Mutual VPN to Controller

5. Accept Communication
Initiating SDP Host

From Initiating Host
6. Receive list of IP's

of Accepting Hosts

Accepting SDP Host
7. Mutual VPNs

.. 2.Mutual VPN to Controller

-------- Control Channel
Data Channel

Accepting SDP Host)

[SDP O}2|&lX, SDP Specification 1.0, CSA]
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Private Data Centers L.JRL
Filter
Q e
Interface

Work from anywhere

Web

7
Offices

==

==
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Secure Web Gateway

Policy Malware
Enforcement Detection

T T

Public
Internet

XYY oracLE

Web Traffic Cloud Services
\l/ \l/ \l/ (laas / SaaS)
DLP Sandbox Traffic
Inspection

Live 24/7 Monitoring

il

Real Time Analytics

[How Secure Web Gateway Works, Toolbox]

D. SASE SASE= 20194 JtEL(Gartner)?t HIAISH AHE L JHEO 2 | EQ| T 9F HOt0| E310| sHAIQIL|CY,
(Secure Access & Service SASE= WAN(Wide Area Network)zZt CASB, FWaaS(Firewall as a Service), SDP, SWG §<2
Edge, MAl) HQIMHIAS HHY S2RE = SUF2 2 SO MSELILE 7tEH = 0|5 Sl LiYet HIERIZ
2E 3 HoF MHIA 7130] tioh RUIE S BESHHA HIZnt EEES AAAIZ = QT o YedLC.
CEot = Q1B HHIX S SASEO|M HARSHE A2 2 JHA[d1E EoMd S SAl0]| 2tE 4~ QT
CHEE D QUSLICE
Network as a Service Network Security as a Service
P
Sensitive Data Threat
Connectit Awareness Secureit Detection
Market Convergence
AN V4
7
- SD - WAN - Network as a Service - Network Security - WAAPaaS
- Carriers - Bandwidth Aggregators - CASB - FWaa$S
- CDN - Networking Vendors ) - Cloud SWG - DNS
- WAN Optimization Secure Access Service Edge . ZTNA/ VPN -RBI

[SASE Convergence - The Future of Network is in the Cloud, Gartner]
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3. HE E(Zero Trust)
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[Tenets of Zero Trust, Zero Trust Architecture, NIST]
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B. NIEEMHAE 017 IE1K HOIDAS O3t Aot &M H8oh= A2 CHE 24 YLICL HZEHAES| MES 2/
(Zero Trust Architecture) HZEZHAE O [HIME HDE 4 QUELICE YA HZERAEES st 2IAIS AT StAELICE
LHEO|| [EM HE2EHAE OPP [EINE (O|Y L) EXHS= 7424 (component)2] 24,
AIBRL, T SO HZERAE(2I4)S HGeh| 9ot Ato|e =t 2] 0[2km ofs
2 UELICE I £ 2 A O Z ofEH| 2Lt I ZEERE Ofdlist FHEE 20lsto]
E|Aoko| Hots RSt MTe SHIE SHoF ete? Z= MEEHAE O [EIX(ZTA)2| AlZH2
"3 (Components)’ & 0| 2 S10| BX[St AEE 4~ U=X|2| FHA g (Visibility)2| EE"
2t g 2 USLICE & 07| M2 == 2E S0 Ho{5H= ZE At (Asset)0[2t & =~ UL
THANR)S BH0] M, HELT Kb, ofZ2olat ofLjat MM, 93222, Y|ELT 1
S 2E Zo| IHEICtD & 2 s LCt
Control Plane Data Access
CDM System =3 < Policy
Policy Engine
Policy
Decision Policy
Industry Point g
Compliance 9 Administrator e PKI
Threat ID
Intelligence é (— Management
;_ Untrusted
Activity Logs 9 Data Plane e SIEM System
[Core Zero Trust Logical Components, Zero Trust Architecture, NIST]
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4. NIEZEAEQL NAC(Network Access Control)

NACE Q& 712t LIS 2otS ?Iot SUZL = 2nd| X2 |y StASLIC! Ao et Atg A}
% TR0 CHo M2 EXE OtL2t SIS (AM), IPEE((PM), XHEE|(DMS), THX| 22| (PMS)

I1I%6r9i§'-lth sixfel NACE 56, IoT 5 Erre] 571t moteiio| 2548
3t

2HSecurity Automation) 2 23|A E2{|0]4d(Orchestration)2 X[ &5t
QIZX|50|Lt A2 (Machine Learning) 7|=0| M&| 1 U&LICE
c
o
=
3
S
i NAC 4.0
>
81 Future NAC technology should
o Artificial Intelligence & Machine Learning include cognitive capabilities with
_E based NAC solution the growing maturity of Al & ML
%]
licat .
f'_’ applications
NAC 3.0
Automated threat response, security alerts with contextual
Security Automation & Orchestration information, seamless integration with best-of-breed
(SAO) Solution security technologies, and improved capacity of security
team in speeding up threat remediation.
NAC 2.0
Secure network provisioning of BYOD devices Driven by BYOD, WYOD, and widespread adoption of loT-enabled
devices, NAC 2.0 facilitated comprehensive network visibility and
and guess access to corporate network ,
access control of all endpoints into corporate networks.
NAC 1.0
Safe and scalable onboarding and safety of Focus on strict authentication and authorization of managed device.
. : First generation of NAC technology could not find much adoption due
managed endpoint devices ) ) . -
to its complex implementation and unclear benefits.
2000 2010 2015 2020 Time

[NACS| &t™, Market Outlook: Network Access Control, 2018 - 2023, Quadrant]

2{Lt OH| A2|E 2| 2 Otz FH|d E2to] RUX|= 2F0| =2istHM NACE MZ2 =To
ZHSED UFLICE 20| NACE Heole 2B M2 EHAES X|25P|of S| S&LICt,
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® {IAHX| A+ X}t (Remote User)
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JT

@
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5 tuple(IP, Port, Protocol §)7[gt2e] MEX{QI NAC EOFYM2 S5 AR BAS X|RSP |0 S 25K
5LICE WFA(Work From Anywhere)E 2ol IPS 7|2t 2 &= Gl= HI A0 FA o=
HE EO[6FX| S&LICE
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SO A 0]2f & == UABLICE NACE
o

S ES
I1I§EE1¢EJF—’F— %H.:UI0IE$E1OIDIOIEﬁf%*'%é—’FSEA ASLIEL NACE AFEXHRIB)

=
LR XLl CHRt 1Y B2 HEE 2Rt UM 01F St 7t (Visibility) 2| 2f=2 9t Crefot
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[Genian NAC 7} H|S3t= AFEXt 3L EHEE DRALY, XL |14

J}EL(Gartner)= ‘2021 Market Guide for Network Access Control’ 2E11ME E5H 'T~9|

7|HOI NACPHH|BSHe ZEHQI JIAE I QIB S T[HIC 2 MZEMAE Mg S5 ALEAL 3!
CHo| HokE ARttt EQINACe| 7t5dE
AZSI D ASLICE O|M| HREF 22 NACS| AHRIE HHX|2t SHRE 2 2tfat SA |0 SH|2
s

= O{Z2[H(0] 32} AR A

200 2HJOf BLY 2t K 2 AZSHHM M2 E2 A

E(Context) &71X| Hust ste & L|CE
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5. NIEEMHAE Hoto| B= 74,
Genian ZTNA(Zero Trust Network Access)

Genian ZTNAE MZEHAE BHot3 2[5t 0|4HQl £241 YLIC RE|= =7ELNACE &
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AHEXI2t X (Asset) 2| 0|50 SE3=0f 2 HX|2t SEHLE0 = SLSHH| HEE|0{0F HLICE MZ2
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Y2 SUN SELE|=|0{0F St YAX 2 2 EIRE0]| US| HE2|0{0F LT
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A. Genian ZTNA OF7 I A X|itof] 2 HE! ‘(HA]) THEHZ X} O VPN 1t VDI 2t 2 Z23R7?' of = Genian NACS| &%
&t 13I0] HRIL|CE 0§72 [0of| M RIZX|S Z3tst WFA(Work From Anywhere) 20t
SO Ut = HZEHAES AGd JUFLICE WFAE ZE2Ie AMA 25| ZR0|H

== U=°
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T
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Genian ZT-NAC

HZEHAE J[dt E¢F A 22| (Provisioning)

2 250 SSfE EQt 015 CIX|H Heks I3t S8 22| 215 SERE0 S3fE B 0l
oty o174
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£ i i ' 2
A ] E o I A
REMOTE OFFICE CLOUD

XPM[EH HIEQIS 7|4 I (SDx Networking)

[Genian ZTNA OFZ[EllX], X|L|AHA]

Genian ZTNA OF|EX{o] A/ 2o BHLICE 1212 AT - FA42 - B 2H NACY)

4 7|.50] 224X (Remote) 2 22HLE(Cloud) 22| BITH QLICE, J2{Lt I 2HEHHX| QALICE
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Remote (A2} U £H)
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AEH(Security Stack)2 2tadgt 4 Q)

2xjet Sat0C
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Genian ZT -
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- Remote 2t Cloud % =0t 22| . CVE, SBOM £ %[ofd 22|
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