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o

I 0]_2(_M[230124 ZHARLE 20 7|NSRASLITHE SHCAL|CH exe ZH2 7t
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Event type RegSetValue @
® ChildProcessCreate cmd.exe ZEN ATt bededit.exe ZEHAS AF o =
Process name © =

o] ChildProcessCreate cmd.exe ZEA A7t bededitexe Z2HAS A 5

®  ChidProcessCreate  cmd.exe E2H27H WMIC.exe Z2 425 a3 [RegKeyPath  HKEY USERSHS-1-5-21-2241927125-37203330954-
3270684726-

Q ChildProcessCreate cmd.exe ZE2A| AT vssadmin.exe ZENAS A i . )
1001WSOFTWAREWMicrosoft¥WindowswCurrentVersiol
n¥Run

RegValueName {B36730D3-2222-CFA4-089E-08ED1790086A]

RegValue "C¥Usersi¥langwDesktopwZH &9 O 57§ Th2w0|HA
23w0|_=_M[230124 ZHAMTE 20| 7| oS
T SEEELUCHexe
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IBMDEMO \ 10.1.41.45
WORKGROUP \ softcen

e

svchost.exe
parent process

@ @

7 module event

=

L
Event time  2021-01-13 11:27:20 @(Running)
Eventtype  Processstart @
Process name ptSrv.exe

Process path  C:#L Dataw!

whpplicationswptsrv.exe

Process ID

oy Ye .

-
File name ptsrvexe ',
File type PE ‘e .,

MD5 431¢d1334dd929f1c3 odsl 32cad6d19b A
X N

v OfA| xjo] 22|
QIR XHFZK ALE oI

ZfSh=X|of Cst AS
- ALEAIS| 22| AL

- DM Mo £24 2F

"' o
S E

Sif OHR| Mo &5

0] 3y

RO 2 Olt AR

@) Genians

BSRYIR > ALK DG WSO SINES BAL 05 vxo
EventTime AuthName 1P FilePath FileName ProcName
2021-02-26 225254891 T Cwbserswerr.. YISO RASTNESUEY 2 122) . explorer.exe
- Cilsersielr. explorer.exe
ar CtUsersiekr..  J1ZA xplorer.exe
e Cisersielr. xplorer.exe
- Coserswer.. 7 explorer.exe
o 100 200 300 L 1-20/1 ©
AT > UADEA CRG | STOKOIY LSSl BATIY 05 wxo
© roqp| | EventTime 3 AuthName  AuthDeptName  FilePath FilePath2 Flesize DriveType  BusType
20210226 17.4548... 18 1l ut 24 B CHUSrsHUSERWADpOataWLocaiWTe. 50176 REMOVABLE Uss
20210226 173245... A1 & Ci#UsersiekriAppDatatLocal¥Tem 97280 REMOVABLE Uss
REMOVABLE 194 = C#UsersWekWAppDtaWLoCaWTem 93840 REMOVABLE Uss
S Ci#UsersiekriAppDatatLocal¥Tem 8652 REMOVABLE Uss
= Ci#UsersiekriAppDatatLocal¥Tem 104048 REMOVABLE  USS
o 100 200 300 34 5 678 9 10 1-20/19% ©
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Ead 12393136 110 % ERIeTN
%
o | E o E_I O I L= } "
L} = 2 1722948233 565
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power: X0 %0 powershell & S¥ ssh ¥& A
=5 el °
Powershell P g N
puttyexe AS HY X0 puttyexe WS HY X0 puttyexe BS B
= b3 o wmrax
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172294291 62% ® Lin220.42180
1722940200:62% 1722042180.480% | @ L17229.40199
utty = | E—— i
® Li7229.4291
¥ 22121035203 15.8% 12V 3926%
‘SecureCRT A8 Y X ‘SecureCRT.exe & HY X0 ‘SecureCRT.exe WS 23
o = e
L - 10200200100 26% ® 3910
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\/ '?‘l%l’ _E_A—-II DXI 7I:-II% IO ProcName:notepad.exe I
o o A
. 24 Charo] O/ME MR B T2 E Notepad 2| HIE3 F£ O[HE
AXI =51 St © (@) Mo OlH}A
T I:IEl_I EI— OEI_ I:‘I'% ?_I- c;lEH—l I:HAIE—E IH :I'l' oOI‘O:i = |_I- = Mod... | FileC..  FileD.. Proc..  Child.. NetworkConnect
OoFroO SHO O|3d SHOI= A = H O|&dd =< H= Notepadexe 1,627 789 778 618 32 2302 1,216 5 1 1
O|X| g52 it 21 ARIE el 12510 LI 21" EX R E
notepadexe 191 161 8 433 52 ' 14,993 760
IIorsHe] Z=X|
- NOTEPAD.EXE 9% 12 454 1 134
X|0FX II = T12HO| X{A| SHO| = O[B4 O|Al sHO| 1= Fosmamorn  wwm | meseews TR
_Tlﬁl:l—i—:l—l ! '” oT‘lE)'T||=|—||:| oTl = 1 sou 1
| CES %2 ::ﬁes;ec::gﬁnn I
-EX o sHO|Z2 BO|lod QLR olo sHo
578 Z2M|AC| TH| HRUE 2150 LEPHO|X| gi2 A2 — 1402 :
;]_II' o] =5 XA 1 20M I
™ X == | 211.156.58.35 2 Tom 1
o 1
ol |Ip MASOE pS 0 A 1
A IP FHETH2E T2MA HE 2401 :127001 1 " o o e o I
1
: NS S5 F1 we Ho|Es %Ko :
| oE Az Ar&XHP ZZHAT &4 By. 41 Bytes 2|2E Port 2|2E |p HZE FI2E = 1
: 2023-11-03 11:09:43  192.168.242... notepad.exe 1,704 1,366 43 172.29.48.204 1 1
1
:zozz-n-oswoa@z 192168242... notepad.exe 1,704 1,366 43 172.29.48.204 1 1
0§ 2023-11-03 110742 192168242.. notepad.exe 1,704 1,366 443 !

SEHA@Y) A2

O'E Az} AHEXHP AEXZ EEN2T EEN2 B2

2023-12-08 17:59:40 192.168.1.156 ys NOTEPAD.EXE CWWINDOWSWsystem32WNOTEPAD.EXE

2023-12-08 17:22:46 192.168.0.176 Notepad.exe C:wProgram Fil d P icrosoft. ds pad_11.2310.1

2023-12-08 17:22:46 192.168.0.176 Notepad.exe C:¥Program Fil d pp icrosoft.Wind pad_11.2310.1
Wi @ 2 4 5 6 7 8 9 10(»

ZEHASE Y AT 2T

EventTime P EventSubType PID (PID) ProcName

2023-12-01 10:35:04 192.168.242.132 RequestProcessCreate 2004 notepad.exe C:¥Windows¥system32%WerFault.exe -ul-p 2004 -s 908

2023-11-29 16:59:02 192.168.242.132 RequestProcessCreate 1152 notepad.exe C¥Windowsi¥system32 Gultexe -u -p 1152 -s 936

2023-11-29 10:31:57 192.168.242.132 RequestProcessCreate 2004 notepad.exe C¥Windowst¥system32¥WerFault.exe -u -p 2004 -s 972

2023-11-29 09:49:30 192.168.242.132 RequestProcessCreate 2012 notepad.exe C:#Windowsi¥system32%WerFault.exe -u -p 2012 -s 960

2023-11-29 09:32:14 192.168.242.132 RequestProcessCreate 1992 notepad.exe C:¥Windows#¥system32WWerFault.exe -u -p 1992 -s 944
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