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NC250

Platform’s Common Vulnerabilities and Exposures (CVE)

CVE-ID Severity v3.0  Severity v2.0 Description

10796 On TP-Link NC250 devices with firmware through 1.2.1 build 170513 anyone can view video and audio without

authentication via an rtsp://admin@yourigs

HIQIO} AFEXIIHHIC| R I, | L mbAof| HZ
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A AEHE
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JURN ] DG E.E HEAL CPUZ
Notebook SAMSUNG ELECTRONICS CO., LTD

mes ge

H=22] FHH A
5GB 5GB

HNYPX B

Intel(R) Core(TM) i5-8250U CPU @ 1.60GHz

CPU H|ZEA CLk! BiE{2] 2= CPU MY

I 57 0%

Intel Corporation 526058 g

% A2

Ny =2 HHY2EY AgHs 281D TENAT 23 AN2EE2F %AE
[ LEE3f0I=  SAMSUNG MZVLW256HEHP-000 3338_5A30_4B14_7749_0025_3858_0000_0001. ECDE-TA4E NTFS 223GB 189 GB
23HH B
2SHA 3 B EHH IE H{E oo AL E]
Microsoft Windows 10 Home x64 1903 0.18362 11.1016.18362.0 Korean MC
HE Key SAEY =0 ENgAZ Lo L ASBHOIE HIHRMZ AeEY HFHA3E
YR229-NB77P-JFKKK-JVBVC-PIXQR mMc WORKGROUP 2019-09-19 12:16 ALE 12 4412 REEX Y 27 12:00 2021-03-23 04:27 AEE sigort
QIE{H|0]A FE
ol qEYY MAC a3
Bluetooth L E21= SE Bluetooth A0:C5:89°AA:38:99 Bluetooth Device (Personal Area Netviork) DOWN
SSTAP 1 /4 00:FF:FD:FA:40:DE TAP-Windows Adapter V9 #2 DOWN
Wi-Fi =4 A0:C5:89:AA:38:95 Intel(R) Dual Band Wireless-AC 8265 DOWN
23 g aa F4 A0:C5:89:AA:38:96 Microsoft Wi-Fi Direct Virtual Adapter DOWN
2y 3 Ag4 =4 A2:C5:89°AA:38:95 Microsoft Wi-Fi Direct Virtual Adapter #2 DOWN
o|EH4 1 £4 00:E0:81:35:02:07 Realtek USB FE Family Controller #2 up
M 0§
=2 O
A |E Crot | |AE-I| -~ A X |-I H
K| S| THFO| A|ARY AR 4T AP HYZE
2f O SR/(PC/ B2IE/ M/ ZHIE §) =F
2 Tt ol SR(PC/ Z2IE|/ AMH{/ 2H 7| Y =9I HHEA|AE“O|9,{
[LE
_ o = A X|
Ao Y= OIHEE/ CPU/ HIE2|/ MEEA/ AHI0|A 5 SE+H

Gl
- 2GHN YL 2SEMN/HT/EE HT/AH0 S
- DOE[M/SIHEDS )|/ AT i/ g)uzm H124(QIAIDB &) =
- MEXAE BE: HIZH A (HIFI])/ AGEE (22X AL

X-lEAXI

Aol 2 X|of

CHH NAC Agent
o) SN E &
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e 3D Builder
fo WY
o Adobe Acrobat Reader DC - Korean
o AhnLab Safe Transaction
o Amazon
fo AnySigndpC 1133

o
nﬂ
o AsyncTextService
o Autodesk SketchBook
o Beauty Camera
o Bonjour
] BrainPOP ESL
lo Canon Office Printer Utility
o CapturePicker
fo Chrome
o ColorEngine
lo Consulting Mode Touchpad Driver
o CoreAAC Audio Decoder (remove only)
) Cortana

HH
18.0.1931.0
7.2107.7012.0
22.001.20117
15.1.1581
2018.519.2815.0
1133

64

64
10.0.19041.1023
51.00

20

3101

1390

127.00
10.0.19041.1023
101.0.4951.64
44

20.0.024

4.22034603.0

L

C:\Program Files\WindowsApps\Microsoft. 3DBuilder_18.0.1931.0_x64__8wekyb3d8bbwe
C:\Program Files\WindowsApps\Microsoft Microsoft3DViewer_7.2107.7012.0_x64__8wekyb3d8bbwe
C:\Program Files (x86)\Adobe\Acrobat Reader DC\

C:\Program Files\AhnLab\Safe Transaction

C:\Program File: dowsApps\Amazon.com.Amazon_2018.519.2815.0_x64__343d40qqvtj1t

C:\Program Files (x86)\Common Files\Apple\Apple Application Support\

C:\Program Files\Common Files\Apple\Apple Application Support\

C\ ice_§

C:\Program F 2E.

(_5.1.0.0_x64__tf1gferkr813w

C:\Program Files (x86)\Bonjour\

C:\Program Files\WindowsApps\BrainPOPLLC.BrainPOPESL_1.3.9.0_x64__w5m80jq9t906m

C:\Program F '91E63.CanonO! rinterUtility_12.7.0.0_x64__6e5tt8cgh93ep

C:\Windows\SystemApps\Microsoft Windows. CapturePicker_cw5n1h2txyewy

C:\Program Files (x86)\Google\Chrome\Application

C:\Program Files\WindowsApps\Microsoft 549981C3F5F 10_4.2203.4603.0_x64__8wekyb3d8bbwe

LN

2022-04-15

2020-08-05

2018-05-09

2018-05-09

2018-10-16

2018-05-09

2022-05-12

2018-10-16

2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11
2022-05-12 14:11

2022-05-12 14:11
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GENIANS, INC. All rights reserved.
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AEXH B (IP 22| A AH)

Phase: 7}A|A =t

Genian |
UGOIE : 1354.22 KST ©)
v ROUUG S W AL SN B4 1-5/6 S0 v
BE ) UBMHE 8= P Ar8XHD NSNS 2N YPXHD UBAS UEER
25 £ He BAIALS (1] TEMP = 2 XNE TEMP = 4
4] | ou || Ay | BAME o TEMP L: ERIANTE TEMP U 351
23 &9 Ny FIPAS (1] Ve L A (S 504
22 & e RESIPAE (1] SHeIx LA ame 1 ;ST 20214 3.29
" & || Ay FEPAE hyunjin Zu AL RLE hyungn ZUT 2020-10-23 14:39:37
2= A Mo
1 IPLIHO[ ZHA| 2HE|XH= SMS(S2 E-Mail) 2 A1 Z4S 21X
AFBXIDHPARE HgS OHH HEIXI= NAC 22| 250
2 Ha| WEBUI O A] IPAIEAME 201/ &0t 59/ HE 2t = S TltigtL|ct,
AEMI M| 2| AEXHAIERNOA| 2 HAIXt
. ESTSI HESELIC
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20214 018 27%Y 15A] 22& 50%=

L& Switch Gi0/24  ZE

172.30.20.39 / 00:£0:81:35:D2:04
Windows 10 Home x64 € O|&3}= Tty
QFOoM Z1EE SHo2 &

(Role Base Access Control) €

4 0
M o
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Vicrosoft Windows 10 Home x64|
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